OTtyer

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHO KpaBuoBbiM Hukonaem, HaYMHaoLWyiM creuuanmcTom no
MHopMaLmoHHOM 6e3onacHocTn B 21:17 (He cusibHO crioxXHasi KOMHama Ha ¢hopeH3UKY, HO
OYeHb K/1accHasi Ha MPEeHUpPOBKY 8HUMaHUS U aHanu3a 0aHHbIX (O @_ @) D)

ObnacTtb TeCTUpOBaHUA N UCNOSIb30BaHHbIE CIYXObl.
OTO 3agaHvie Ha POPEH3UKY, UX 30EeCb HET.
Ucnonb3oBaHHbIe dhannbl:

victim.zip - apxus ot thm.

victim.raw - cbann ans aHanmsa.

vol.py, wm Volatility3 - npunoxxeHve ana aHanmsa raw-gaurios ¢ memaory - CaMnriamm.
1820.dump - gamn Tpadouka oT npouecca [PID=1820] onsa aHanmsa.

NMopsaok nencremn

1) CkauumBaHue Tack hannos:

TiyHackMe | Dashb.. ) Dashboard

Task1 @ Volatility forensics

Task2 @ Task2
Dig a little more...

s DcwnloadTﬁk Files

Answer the questions below

2) PaszopxuBaumsa 1 aHanus obweun nHopmaumm n3odopaxeHus:


https://github.com/volatilityfoundation/volatility3
https://github.com/volatilityfoundation/volatility3

PesynbTaTh!:

fforenziks

fforenziks

1latility Fram
: ¥You mus

Morny4yeH nepBbI OTBET (windows).
3) AHanu3 3anyuweHHbIX NPoLeccoB:

PesynbTtar:

/forenzik
im.raw ofili SP1xe4 p

Framewor k

HawnpeH BTopou oteet (2180).

4) AHanus3 nocreaHnX OTKPbITbIX AUPEKTOPUU Nonb3oBaTesieM:



PesynbTart:

N T T

Re| L5 rs\victim\AppData\local\Microsoft\wWindews\UsrCl. dat
. ;

o
yictim\AppD
t \Microso
Last updated: = ] 47 UTC+B
alue u File flodified D.

o

@ victim 318-84-18 15 34 UTC+B808 2 94-18 15:5 rs\victim
R R P P T R E T PR P R P PP PN T PR TP
R TP T P R PP P P SRR P R PR PR R T RS P PR P T PE RS T PRI PP

8 victim\aAppDataiLocalimi
oft \MicrosoftiWind

Micr ft 1-81 & 8 UTC+
AR AR OR A8 R A KA K AR A K KR A 0k o K KRR o KKk

AR A AR R O E AR O KA 08 O KKK 406 A K KR KR K K KR A

83 UTC+
Modified D.

& apture 19-84-2 - utc 2819 -18
A RO ORS8O HOROE Ok KK O8Ok KK 0k R K KOOk KR K KOk Kk Kk

R ROk ok R RO ok KK O8Ok K KR Ok K K KOOk KR K RO K Kk

33 UTC
Modified D. Access Date

UTC+80688 2019-@4-27 18:38:24 UTC+00€8 H \deleted files

MonyyeH Tpetun oTteeT (deleted _files).

5) AHanus OTKPbITbIX MOPTOB Yy NOoJib3OoBaTesiA.

on Yol.
Proto
UDPwd
UDPy
UDP\.‘E -
UDPw
UDPw

UDPw

UDP

UDP wd-

UDPwd

UDPwd

UDPw

UDP wd s 5

UDP w6 388 3 ho
wmph et

MonyyeH yetBepTbin oTBET (UDP:5005).

6) AHanu3 HeXenaTtenbHO 3anyLWeHHbIX NPOLEeCCOoB:



PesynbTart:

~ffore

nziks

wol.py -f wictim.raw --profile=Win7SP1x64 malfind
olatility Foundation wolatllity Framework 2.6.1
Frocess: explorer.exe Pld: ddress: Bx3eedddd
ad Tag: VYads Protection: PAGE A% CUTE_READWRITE

lags: CommitcCharg

B 8000006883 eebBBd
BxB000006883ee0018
A0 000005083eeda2d
sydelelelafelelelele e f=]s o lExe]

A8000006083eed0EE
B BEEE000003eeBBB2
B 8800006883 eedbd
XB000006883eebBB6
AQ000000083eedaas
spdelelelalslelelele e =f=]s ]l
BA8006006883eedBBC
800000608 3eed00e
shdelelelalelelegeger]-T-ls I ]
BxB800006883eebt 12
BxB000006883eeb0 14
GAQ000005083eedd 16
BXBE0EE06883eebE 18
BxB006006883eedt la
A8000ea6083eedd 10
B BEEE000003eedlle
(X B000006883eedb2d
BXB000006883eebB22
AQ000005083eedt23
sydelelelalslelele ] ==]s cbriy

Frocess:
ad Tag: WadS Prote
lags: CommitCharge

SRt laelslelelsls T hgdelalsls)
BXA0AEEEEE624fE8 18
BxBEEEE808024 0828
SR lepelalelelels T ER Rl Bl

SR laslalelalels T bR delslsls)
DABE0EEEE024fEBE2
DxBE080868624 0854
shislepslalelslelsle ERelsle]5)
SR laelslelelsls T bR delslsly
BXAEAEEEE8624f 080
BxBEEEE808624 foBaC
HxB0080860624f080e
Shtslepelslelelelsl R dels NIE]
BXBEAEEEES624 B8 14
CABE0EEEE024fEB 16
DxAE08EEE8624f0810
Shislepelalelelelsle ER DT ]
Shtsleelslelelsls T h R gl Mo
BXA0AEEEEE624fE81e
BxBEEEE808024 0828
DxB00808E8624 0821
Shislepelslelslels bR gels ok}
SR laelalelelels T bR gl W]
BABEEEEE624 0831
DxBE08EEE0624f0832

svchost.exe Pid:

e: 1, MemCommit:

60 88 6o 68 8
0O B8 60 66 84
0% 98 ee G2 99
B 88 6 66 8

Gaga
Goos
Baga
Baga
Gagg
slelele]
Baga
Gaga
Goos
Baga
Baga
Gagg
slslele]
Baga
Gaga
Goos
Baga
eg

§ Addre
ction: PAGE_EXECU

128,

1, PriwateMemory:

00 88 a8 68 68
00 B8 8o 66 o
0o g9 @8 g9 o9
06 B8 a8 66 68

aDD
ADD
ADD
aDD
a0D
ADD
aDD
aDD
ADD
ADD
ADD
a0D
ADD

[EAX],
[EA%],
[Eax],
[Eax],
[Eax],
[Eax],
[Eax],
[EAX],
[Eax],
[Eax],
[Eax],
[Eax],
[Eax],
[Eax],
[EAX],
[EAx],
[Eax],
DX, AL
EAX, [EAX]
EAX], AL

AL
AL
AL
AL
AL
AL
AL
AL
AL
AL
AL
AL
AL
AL
AL
AL
AL

55 Bx24f8888
TE_READWRITE

Frotection:

oG B8 8o 68
00 B8 6o o8
og @9 8o g9
gE B8 88 68

MemCommit: 1, PriwvateMemory: 1, Protection: &

26 88
aa 42
48 g8b
e 48

28648
Ga6d
edff
87
BaaCcHs
Ga6a
G1ad

a8t aae84268

ta
aa3a
aayaag
68
aaag8
aaaa
aaaa
48
8b4528

70888886888
7468488888880

48
8b452a

28 88 ed ff 87 88 6c
66 S8 88 38 89 7o oo
45 28 C7 98 &g g8 a8
8b 45 28 48 8d 48 68

AND [EAX],
ADD [EAX],

a8
[#15]
[=15]
48

AL
AL

g6 66 81 &8 85 66
66 66 88 @8 @9 aa
C7 48 84 @@ @9 o9
89 c2 48 Bb 45 28

LODPMZ 8x24f8685

POP
ADD
ADD
ADD
ADD
PUSH EAX

ADD [EAX],

E5

[EAX],

aL

OH

[EAX+EAN], CL

[EAX], EAX
EAY, 0x420000

ADD [EAX+8x8], DH

PUSHA
ADD [EAX],
ADD [EAX],
ADD [EAX],
DEC EAX
MOV EAX,
Mow
Moy
DEC
Moy

EAX
EAX,
EAX

AL
AL
aL

[EBP+Bx24 ]
DWORD [EAX], @xd
DWORD [EAX+Bxd], 8x@

[EBP+8x28]

H.E(H.G.H..H

FES




Process: wmphetwk .exe Pid: EENFEEAddress: Gx280060
ad Tag: Wad5 Protectlon: PAGE_EXECUTE_READWRITE
lags: CommitCharge: 16, MemCommit: 1, PriwateMemory: 1, Protection:

OxBBEEEEEE88280888 41 ba 86 88 88 B8 48 b8 38 al eb ff fe &7 88 88
0XB0B08666862580818 48 ff 206 98 41 ba 81 68 80 88 48 bB 38 al eé ff
OxBBEEEEEE0A280828 fe 87 @6 88 48 ff 286 98 41 ba 82 68 88 28 48 bB
0xB0B08666862580838 38 al e ff fe 67 86 08 48 ff 28 98 41 ba B3 88

LXBEeREERe0e2EE088 41 INC ECX
PXBEERB08E8E0258881 basoeaaaaa MOY EDX, @xE0
HXBEeREERERE2EE080 48 DEC EAX
DAEE088000800288867 b338aleaff MOY EAX, @xffeGalls
shdslslslalslslslelsleledzlsl=Ts Tt W=T+ Ik INC BYTE [EDI]

BEEE ADD [EAX], AL

18 DEC EAX

ffz@ JMP DWORD [EAX]

ag MNOP

41 INC ECX
PXBEREEEREE8258815 baz1860886 Moy EDX, @x&E1l
ABEeRE0RE0e2EE01a 48 DEC EAX
PxEEREEEREEa25881h be3Bale6tf MoYW EAX, Bxffefalis
pxB8E0886088250820 fed7 INC BYTE [EDI]
AXEEEREEARRRZE0R2Z ABEE ADD [EAX], AL
HABEORE0ReRE2EE024 48 DEC EAX
PXBERBRERERE2E8825 28 IMP DWORD [EAX]
HABEeRE0RERRLEE02T 90 NOP
PXEEEREEaR0RZEE02E 41 IMC ECX
NXEER0E8R088250829 bak2a00888 MOoYW EDX, @xB2
PXEEEREEaR0RZEE02e 48 DEC EAX
NxEERE88008625082f b83Baleaft MOYW EAX, BxffeGalis
pABERRBEaE8E0258634 fed? IMC BYTE [EDI]
HXB0eREERERe2EE036 BBae ADD [EAX], AL
DABEORE0RE002E8038 48 DEC EAX
NXEER088R088258839 26 IMP DWORD [EAX]

215] NOP

41 INC ECX

ba DB Bxba
HXEEEREE0ERRZ2EEE3e B3 DB Bx&3
pxO80088608828083f a8 DB &xa

HanpeH nateiv otBeT (1860;1820;2464).

7) AHanu3 tcp gamna no 3anyuweHHbIM npoueccam (PID
1820,1860,2464)

Pesynbrar:

~/forenziks
vol.py -f wictim.raw --profile=Win75P1x&4 -p 1BEE&,1828,2484 memdump -D .
olatility Foundation Wolatility Framework 2.6.1
EEEE SRS RS EEE R E R E R EEEES

riting explorer.exe [ 1BE&] to 1B&&.dmp
EEES SRS SRR

~fforenziks

strings 1826.dmp | grep ww.go
copgle.ru

ogle.com

ogle.co.uk

2it.ru

duwin.ru

caps.ru

porn.ru




fforenzi
B.dmp | grep www. i

karu
nteroo.net
qu . Ccom. br

mdb . com
ka-rus.com
seclab.org

fforenzik

e i o PN W e
provider licen

.dmp | grep

“http: /S fdrm/flicen

Mory4eHbl HECKOMbKO OTBETOB.
8) AHanus nepemMeHHbIX OKpyXeHuUA npoueccos.

PesynbTtar:

wal.py -f 1

ALLUSERSPR
vice\AppData‘\Roaming

owerShelliwi

_ARCHITECTURE
IDENTIFIER

Hangen nocnegHun oteet (OANOCACHE).

/ Mpumevanue



OTa KOMHaTa KaXeTcsi MPOCTON, OAHAKO 3TO He Tak. OHa JOBOJbHO CrioXHas Ans Tex,

KTO He yCTaHOBWI Tyn3bl. A B OCTalnbHOM - pa3obpaTbCcs B nporpamme m tagam!
[oToBO!

Cnacubo TryHackMe 3a npekpacHyto koMHaTy no hopeH3vke!

HangeHHble ys3BUMOCTH

OTO 3aJaHvie Ha POPEH3VKY, UX 30ECb HET.

Buaeo BbINOfHeHUs

W shadow_bossn1 - T. = BTE ornaiin

. o

. Forensics

ﬁ This is a memory dump of compromised system, do some forensics kung-fu to explore the inside.
® 60min
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